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1. Preface:

This document contains some common issues and the resolutions for these issues that are often
encountered during initial deployment of ClearPass 6.0 in a production environment. The target
audiences are System Engineers/administrators who are deploying the ClearPass 6.0 Solution (Guest
and/or Policy Manager) and have knowledge of AD/LDAP authentication infrastructure as well as an
understanding of and experience with Public Key Infrastructure (PKI) concepts and implementation.

This technote is NOT intended to be a design reference or instruction guide and is only intended to
provide quick reference for some issues commonly encountered while deploying the ClearPass 6.0
product.
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2.

ClearPass 6.0 General Tips

Here are some tips for avoiding common issues when deploying ClearPass.

Make sure the system time is set correctly.
Use NTP to avoid clock issues caused by clock drift or power outages.
Exercise caution when integration systems operating in different time zones.

Only the management IP address is required for operation of the ClearPass server. Use the
secondary interface if out-of-band management is desired.

Clear the cache on authentication servers when changing users (for example group
membership).
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3. Joining ClearPass 6.0 to an AD domain

Here are some tips when integrating ClearPass with Active Directory.

Joining ClearPass 6.0 to an AD domain is only necessary when performing EAP-PEAP
authentication.

Ensure that all server clocks, (Including AD and ClearPass) are set correctly with preferred
NTP synchronization.

Ensure that the ClearPass DNS configuration is configured to send requests to the Active
Directory server.

Use the Fully Qualified Domain Name (FQDN) of a Domain Controller (using only the domain
name or IP address are likely to fail).

When entering the domain name during the join process, use the format: username@domain
(DOMAIN\username will fail).

The ClearPass join account requires privileges to add computers to the domain. Full domain
administration rights will also work.

The Active Directory account used to join the domain is not stored by ClearPass and may be
disabled or even deleted once the join operation is completed.

ClearPass 6.0 Common issues encountered during deployment | Technical Note



4. CPPM 6.0 Authentication sources (AD/LDAP):

Here are some tips when using AD/LDAP as an authentication source.

e An AD/LDAP account is required for EAP-PEAP authentication, for group membership, and
etc.

e The account used for ClearPass requires read rights to the folders/information you want to
use in role mapping.

e The account used must also remain active, and should not be required to change or update
its password regularly (setup as a service account).

e DO NOT use a regular user’s account for production ClearPass deployments. Think of what
happens when the original user leaves the organization and their account is deactivated. You
should always use a dedicated service account for production ClearPass deploments!
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5. ClearPass Guest 6.0: “/guest/” in URLSs

With ClearPass Policy Manager (CPPM) v6.0, guest page URLSs are preceded with /guest/. The page
device provisioning is located at:

https://<hostname>/guest/device_provisioning. php
ARUICA ClearPass Guest

networks

g Guest Home » Configuration » Web Logins

N Onboard RADIUS Web Login

“4, Configuration ®

Use this form to make changes to the RADIUS Web Login Onboard Provisioning.
&) Start Here

@ Authentication RADIUS Web Login Editor

¥ Content Manager ~ . |Onboard Provisioning
Name:

‘\4 Email Receipt Enter a name for this web login page.

Wiy Fields device_provisioning
@ Forms & Views Page Name: Enter a page name for this web login.

& The web login will be accessible from "page_name.php"
%Guest Manager

‘@+ Guest Self-Registration
= Description:
+ @ IP Phones ) s
L@ Print Templates Comments or descriptive text about the web login.

l} SMS Receipt * vendor Settings:

o e

ClearPass Onboard device provisioning page.

Aruba Networks E]

Select a predefined group of settings suitable for standard network configurations.

securelogin.arubanetworks.com

Address: . ;
Enter the IP address or hostname of the vendor’'s product here.

Secure Login: Send cleartext passwords over HTTP E]

Use the Test feature to easily find to the correct URL.

A DD KN

networks

:i Guest Home =» Configuration » Web Logins

N’ Onboard Web Logins

“a, Configuration (=)

&b Start Here Many NAS devices support Web-based authentica

%Authentication By defining a web login page on the ClearPass Gue

Content Manager . . .
u 9 Use this list view to define new web login pages, :

A Email Receipt

R Fics e

@ Forms & \iews rﬁ, Onboard Provisioning
ClearPass Onboard device provisioning page.

ﬂGuest Manager —
= :
'4 Guest Self-Registration [5’ B -] Runkeae g’ Relete

T EIP Phones 1 web login C} Reload
L@ Print Templates
%. SMS Receipt “&, Back to configuration

tﬁ | fr Back to main
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6. ClearPass Guest 6.0 Account Display:
passwords are invisible

By default in ClearPass v6.0, guest passwords are only visible when initially created.

Previous behavior for displaying visible guest passwords in the list of guest accounts can be enabled in
the ClearPass Guest configuration Ul: Configuration>Guest Manager>Password Display:

/A D I Y
networks
g Guest o
B Onboard [
“4, Configuration @

o) Start Here

“g Authentication

u Content Manager

u{ Email Receipt

h Fields

% Forms & Views

W cuest Mansger

‘@ Guest Self-Registration
+ §@ IP Phones

@ Print Templates

{83 SMS Receipt

"g Web Logins

Password Display:

Password Logging:

Password Logging:

ClearPass Guest

Lifetime values are specified in minutes.

lexternallterms. html

The URL of a terms and conditions page. If non-blank, this will enable a
Terms Of Use URL: | "terms of use" checkbox on the create account page, which must be checked

in order to create a new account. The URL here is specified as the

terms of use and is opened in a new window.

Active Sessions: | Enable limiting the number of active sessions a guest account may have.
Enter 0 to allow an unlimited number of sessions.

Log guest account passwords
Whether to record passwords for guest accounts in the application log.

View guest account passwords
Password Display: = If selected, guest account passwords may be displayed in the list of guest accounts.
This is only possible if operators have the View Passwords privilege.

Log guest account passwords

Whether to record passwords for guest accounts in the application log.

View guest account passwords

If selected, guest account passwords may be displayed in the list of guest accounts.
This iz only possible if operators have the View Passwords privilege.
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7. ClearPass 6.0 Onboard: no certificate available

Switch back to HT TP! HTTPS will not work without a valid certificate!

You should also use HTTP when OnBoarding via IP (when no DNS is available).

ARUBA ClearPass Guest

networks

[] Home » Configuration » Authentication

4 Authentication

“4, Configuration

Use this page to modify authentication settings for ClearPass Guest.
&) Start Here

‘% Authentication Authentication Settings

@ ContentManager Send a disconnect/re-authorization message to the NAS
4\ Email Receipt Dynamic Authorization: = Global to automatically send disconnects when enabled/role values change.
¢ Requires a NAS Type supporting RFC-3576.
i Fields
@] Eoris Riiws NAS Type: | Aruba Networks (RFC 3576 support) E]
Select the default type for network access servers.
g Guest Manager
P 4 ’ < 0 0
@+ Guest Self-Registration RFC-3576 Bind Address: “————
. orce a specific bind address for -3576 requests. This may be needed in an AirGroup environment.
e 9 Fi pecific bind add for RFC-3576 req Thi y b ded Group
¥ IP Phones
< s o Pap 7]
@ Print Templates Internal Auth Type: “—— "
Controls the RADIUS authentication type used for internal RADIUS authentication requests.
1. SMS Receipt 5
b‘ ) et Require HTTPS for guest access F
rﬁ Web Logins " | If checked, HTTP access by guests will be redirected to use HTTPS instead.

W Save Changes

* required field

\ Back to conﬁguratlon

€= Back to main
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ClearPass 6.0 Onboarding: common SSL

Issues

e If you enable HTTPS, you are required to have a valid DNS entry, resolvable from the
Onboarding device

e Onboarding via HTTPS via IP address will fail because a trusted certificate can no longer be
issued for an IP address.

e Use NTP so that you do not have any server failures based on timing discrepancies caused
by clock drift or other timing issues.

e Inthe Onboard configuration, make sure you Configure Minimum Data retention of
certificates to Zero, so that they can be deleted. Otherwise the delete button will not be
visible.

e Use the following command on ArubaOS CLI:

aaa user delete or CoA to reset a running connection.
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Onboarding on iOS will fail if the server certificate does not contain all intermediates to the CA root.
Windows may work because of cert caching but may also experience issues if intermediate certificates
are missing.

Check that the intermediate certificate is visible with the server certificate:

Support | Help | Logout
admin (Super Administrator)

ClearPass Policy Manager

Administration » Certificates » Server Certificate

Server Certificate 9" Create Self-Signed Certificate
9" Create Certificate Signing Requt
:% Import Server Certificate

3; Administration c H_'Lu Export Server Certificate

s iiseis ARABTIEYES Select Server:| 192.168.32.16 =]

»{". Configuration

& Server Manager s
Server Certificate:
i External Servers

— Subject: EMAILADDRESS=postmaster@arubalab.com, CN=clearpass.nl.arubalab.com, C=NL, OID.2.5.4.13=797w9IXIqQIxKVDA
f Issued by: CN=StartCom Class 1 Primary Intermediate Server CA, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL
S Trust List EEEE RS Nov 13, 2012 02:39:16 CET
& Revocation Lists Expiry Date: Nov 14, 2013 05:02:28 CET
| Dictionaries Validity Status: valid
<. Agents and Software Updates Intermediate CA Certificate:
Subject: CN=StartCom Class 1 Primary Intermediate Server CA, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL
Issued by: CN=StartCom Certification Authority, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL
Issue Date: Oct 24, 2007 22:54:17 CEST
Expiry Date: Oct 24, 2017 22:54:17 CEST
Validity Status: Valid

If intermediate certificates are not visible in the Ul, then in

the certificate file, before importing, concatenate the

following two together (see example below):

e server—cert
e intermediate

MIIGbDCCEBYVSgAwIBAgIDC A= 4MAQGCSgGSIbADOEBBOTAM I GHH Q=wC QY DVOOGEw.T ]
TDEWHEQGAITECHHHT chRDE20gTHRELJErHCkGA LITECxMi T2V dEJ LI IERpL210
vU3RhcnRDE2 0gl2xhoIidg
vHhecHHTI=MTEzHDE=zOTE?Z
wORHGgDp3IhnsSgwkKinHni
?KEEmGgnypDADqXEE44E+KZKFElKzD2XHECQXFSDSDFBSlz?qFlv+C5EuyngHh
1izH+TRER1 4Y¥5ShbY=pir=B9()==

————— END CERTIFICATE———-—

————— BEGIN CERTIFICATE————-
MIIGHDCCEBwghwIBAgIBGDANEglghkiGIwlBAQUFADBINO=wCOVDVQOGERI ITDEH

MBQGA 1 UECHINY JRhogRDb2 0 THRKL Erfiek GALIECM, U2V dL) ) IERpZ2 107 v

Q2VrdGlmalTihg § 2V wdGlmalWih

dG1lvhiBBAZR- | f : Ia e jA1NDE3W4CB
il

SEEHiTESLHEw I ucQP12Eg7PD
quSHvDJSBQJSfGzka+gh21CHnWOOfquflI9th4p1:h1CJSS4jarleUHDn6+L
p-Ei0-h94pD0ehn?Skz j0nl fSoMD?SE WIS Sr jbRZotnwbhI Ip3ETZFDOMET 3vuiln
NgeDpejOWAC=

————— END CERTIFICATE————
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10. ClearPass Onboard: Certificate
Retention/Revocation

The delete certificate button is invisible by design!

Home » Onboard » Certificate Management

Certificate Management

3} Upload a certificate sit

Use this list view to manage certificates.

o Quick Help

Filter:

Common Name

£g Generate a new certif
Eg Upload a code-signinc

Columns

Serial Number

Valid From

Valid To

£ clearpass.nl.arubalab.com 0x00a3bf6956f190b1d9 trusted 2012-11-12 16:41:22+400 2013-11-12 16:41:22+00 {F5] None
o ClearPass Onboard Local -
£ C:mrﬁ:a[e A“ °°r:(y $ 1 ca 2012-11-12 16:40:50400  2022-11-13 17:10:50+00  [£5] None
ClearPass Onboard Local -
£ -11- 140: -11- 7:10: E
£a Certificate Authority (Signing) 2 2012-11-12 16:40:50+00 2022-11-13 17:10:50+00 [F=] None
Il Profil ==
i 201ice Shealknent. (Profie 3 profile-signing  2012-11-12 16:40:50400  2022-11-13 17:10:50400  [£5] None
Signing)
[’ ronald 5 ts. 1-25 20:53:41400 2013-11-25 21:23:41+00 w3 i0s

f7] View certificate [a Export certificate ‘:e Revoke certificafe

gy StartCom Class 1 Pnmary
Intermediate Server CA

5 tis-client 2012-11-2

24 trusted

2007-10-2

.ertificate Q Delete certificate

When testing, set the minimum period for Onboard to zero weeks to allow immediate removal.

A Y

networks
g Guest
# Onboard

Configuration

(& Administration

b Start Here
$3 AirGroup Services

"s Data Retention

a, Import Configuration

+ 8 Operator Logins

( Plugin Manager
. SMS Services

+ 7 Support

ClearPass Guest
Home » Admnistrabon » Data Retention

Data Retention Policy

Use this form to control how long data should be retained by the system.

Manage Data Retention

¥l Enable data retention policy

1f enabied, records wi

]

Select the time of day at wh

o
L
o

* Enable:

be daieted after the penod zet below

Time of Day:

ich dsta retention will run

Onboard Device Certificates

Minimum Period:  Tre minm

Leava blank to allow ce

Mavimiem Dariad:

52 | weeks

Onboard Device Certificates

Minimum Period: | The minimum delay required before an expired certificate (or a rejected request) can be deleted.

Leave blank to allow certificates and requests to be deleted at any time, including befere expiration.
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11. ClearPass 6.0 Onboard: whitelisting URLS

Here are some example URLs that commonly need to be whitelisted for Onboarding to succeed as they
are accessed by the client device as part of network setup/detection by the Captive Network Assistant

(CNA).

Apple CNA:

e http://www.apple.com/library/test/success.html

Kindle Fire CNA:

e http://spectrum.s3.amazonaws.com/kindle-wifi/wifistub.html

Google Play (aka Android Market)

e android.clients.google.com - google play access

e .ggpht.com - download app from google play store

Amazon Market

e amzdigitaldownloads.edgesuite.net

ArubaOS netdestination config:

netdestination onboard-whitelist
name www.apple.com |
name android.clients/.google.com
name .ggpht.com f

, |

aaa authentication Captive—&aortal "WLAN WPA2 onboard"
login-page "http:,f,’{servg’r:},fdevice_provisiening.php"
white-1ist "onboard-whitelist"
white-1ist "ocsp.comodoca.com"
white-1ist "ocsp.startssl.com"

NOTE! Don’t forget to whitelist the Online Certificate Status Protocol (OCSP) servers used in your
certificate otherwise certificate validation will fail!
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