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Introduction

Introduction

The Purpose of this white paper is to describe the new and improved features for the firmware update
workflow. This technical white paper describes the following features:

e Catalog Management

e Baseline Report and Compliance Summary

e Firmware update using the Compliance report

e DUP based update. (Single DUP upload and update)
¢ Rollback updated firmware

e Firmware update for IOMs and Storage components

Firmware update is one of the most the critical features for any deployed hardware. This allows users to keep
the devices compliant with the hardware manufacturer recommendations. New Firmware often fixes defects,
contains new features or protects from security vulnerabilities. MX7000 Chassis allows users to regularly

check for compliance of the chassis Sleds, IOMs, and other components then provides the recommendations

for a firmware update.
£x Configuration
Firmware Deploy Identity Pools Networks

Baseline Compliance

€ Critical: 0
Warning: 0
¥ Downgrade: 0
Ok: 1
Create Baseline Delste Check Compliance Catalog Management
rd COMPLIANCE MNAME JOB STATUS
v System Baseline Completed
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Figure 1 MX7000 Check Compliance
Catalog Management

MX7000 Chassis allows a user to add a Catalog from Dell online (http://downloads.dell.com/Catalog), which is
the Catalog from Dell software repository site (PDK Catalog). The chassis already has been configured with
the Dell repository as the default site, and user will not need to enter the URI for any of the Dell repositories.
Moreover there is an option to use a validated stack Catalog which contains only MX7000 specific bundles.
Another option is entering a Network Path for a custom Catalog to be utilized if there is a need to use a
Catalog generated by Dell repository manager. The Catalog will contain firmware component details like
firmware version, criticality of the update and the location of the DUP.

Here are the steps needed to create a Catalog:

e From Configuration -> Firmware Menu, select Catalog management and Click on Add
e A popup is displayed to add a firmware Catalog. By default Dell Online Catalog is selected.

- The user has to option to select Dell online Catalog (aka PDK Catalog).
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Catalog Management

- Also an option to select a validated stack Catalog which is the NGM Catalog that contains
only the MX7000 bundles.
- Finally there is an option for a Network path for location of a custom Catalog.

Add Firmware Catalog 0 X
Name Dell Catalog
Catalog Source Newest validated stacks of chassis firmware on Dell.com

| Latest component firmware versions on Dell.com

Network Path

Step 1of 1

Finish Cancel

Figure 2 MX7000 Catalog creation wizard

Select one of the following Catalog sources:

e Newest validated stacks of chassis firmware on Dell.com —this is the Catalog that contains
latest validated bundle of the Dell EMC 14G MX7000 chassis.

e Latest component firmware versions on Dell.com — this Catalog includes all Dell software
components for supported hardware. (aka PDK Catalog)

o Network Path — a folder where a Catalog and optionally associated updates have been placed
by generating the Catalog using Dell EMC Repository Manager or a Dell online Catalog placed
the share.

Supported Share Type:

e NFS
e CIFS
e HTTP
e HTTPS
Options Description
Share Address Enter the address of the Catalog file location. The share address can have a maximum
length of 255 characters. The address must have a valid host name, IPv4 address, or IPv6
address. (IP-Address or FQDN)
Catalog File Path Enter the path of the Catalog file location. A Catalog file path can have a maximum length of
255 characters.( For example: file-path/Catalog.xml)
Domain This option is available only if the Share Type is CIFS. The domain can have a maximum
length of 255 characters.
User Name This option is available only if the Share Type is CIFS or HTTPS. The user name can have a
maximum length of 255 characters.
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Baseline Report and Compliance Summary

Password This option is available only if the Share Type is CIFS or HTTPS. The password can have a
maximum length of 255 characters.

Certificate Check Select the check box to check the security certificate authentication. This option is enabled
only if the Share Type is HTTPS

Once the Catalog creation is complete, MX7000 chassis displays the information of the Catalog such as the
remote repository location, Release date, and number of bundles present in the Catalog. If the user
configures a baseline using the Catalog a list all the baselines associated with the Catalog will be shown on
the page (See Figure 3). Association of Catalog and baseline is discussed in following section.

Dell Catalog

Bundles 230
Release Date Aug 6, 20718 6:59:43 AM

Associated Baselines System Baseline

Figure 3 MX7000 Catalog Details

Catalog Management also allows to edit the Catalog, update the Catalog and delete the Catalog. Internally
when a Catalog is updated and a baseline is associated, the report is regenerated.

Baseline Report and Compliance Summary

Baseline report displays the compliance of the devices/groups selected. Compliance is an indication of the
drift between Catalog component version and the device inventory, if a device inventory is older than the
Catalog content then this device is none-complaint. The compliance specifies if an action is required, such as
device that require an upgrade and the criticality of the upgrade. A Baseline report displays the following
details at the high level:

e Compliance state

e Associated Catalog

e Compliance pie chart with number of devices in critical, warning, downgrade and compliant state
with the Catalog.

How a baseline report is generated:

The user selects a Catalog and selects the devices/groups then generate a report. Internally OME-M uses the
“Dell Update Engine for Consoles” library (DUEC) to generate the compliance report. OME-M provides device
software inventory details and a Catalog source to the DUEC library. The DUEC library takes the input and
returns a compliance report.

Here are the steps to create a baseline report and view the compliance details:
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How a baseline report is generated:

¢ Under Configuration->Firmware, click Create baseline. In the popup, select a Catalog, Baseline
report name, description and Devices/Groups that needs to be part of this baseline report.

0x

Baseline Information |
Catalog Select v

Baseline Name

Description

Step 10f 2

Figure 4 MX7000 Baseline creation

Choose devices or groups for the baseline:

ob Ta @ X
Select the target from devices or groups
L
I ® Select Devices Select Devices I
Select GTGI.IDS
Select Devices
Ste
All Devices Selected Devices(0)
All Devices
All Devices
All1OMs
Storage HEALTH NAME IP ADDRESS SERVICE TAG
EEE [-] MX-Testing 10.36.0.148 testing
Storags lom WIN-02GODDHDJT. 10.35.0.153 Clz349s
Network lom Slad-5 10.35.0.127 KAMITNOZ

All Chassis

3= esling Showing 3 devices

Selected Devices: O

Carceal
Figure 5 MX7000 Baseline target selection
Click finish to create a baseline

e Once the baseline is created, a new record is displayed on the baseline reports page with the
Compliance summary details:
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Firmware update using the Compliance report

B OpenManage Enterprise

& Configuration
Firmware  Deploy Compliance Identity Pools. Networks
Baseline Compliance
Ocritical: 2
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& Downgrade: 0
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Catalog Management
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online
o 14 mplete
HTTP nplete
I o online Complated FTP Aug 14,2018 9:43:11 PM I
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Wamning: 0
# Downgrade: 0
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Figure 6 MX7000 Baselines

e Click on View report to view the Device level compliance report and also the software component
compliance report for the device. This report provide the list of all the updatable components.

E‘ OpenManage Enterprise Modular
HHome  EDevicesw @ Configuration~ I alens~  SIMonitory  kApplication Settings «
< Return to Firmware

Compliance Report

Catalog CIFS
Baseline CIFS
fate Firmware Export =
> Y Advanced Filters
= COMPLIANCE TYPE DEVICE NAME / COMPONENTS MODEL SERVICE TAG REBOOT RE... PREREQUISITES  IMPACT ASSES... o CURRENT VERSION BASELINE VERSION
= (<] Compute “ Sled-5 PowerEdge MX840c KAMIND2 Yes
. o @ ne NBa3
& Q [ ] 20 20
. o e [ 00 101
¢ @ s0ae 4301421
. e ¢ 1807.13
[ ) 42130 1421.3012
[ ] 2 32
(i) 3.20.20.
ConnectX-4 Lx Dual Port [ ) 1421.30.12
G @ 7 427
Mel nnectX-4 Lx Dual Por Yes @ 14218012 14.21.3012
Mellanox Connect¥-d Lx Dual s @ 14213012 14213012
= (] Compute » WIN-0260DDHDJTC PowerEdge MX740c D123499 Yes
Chassis > MX-testing POWEREDGE MX7000 testing No

3 iten(s) found, 0 itemi(s) selected. Displaying items

Figure 7 MX7000 Baseline report

Firmware update using the Compliance report

Once the compliance report is generated, User can view the Device level compliance details and also
Component level details. User can see the criticality of the component and also the Component name and
has the option to update the component. When the Firmware Update button is clicked a popup will display to
schedule the Job to Run now or Schedule it at later time. Also there is an option to stage the jobs. If option
“Stage for next reboot” is selected, the firmware jobs are staged on the remote device (only applicable to
server devices). Below is the firmware update schedule window:

8 MX7000 Firmware Update | Document ID DZLLEMC PowerEdge



DUP Based update

Update Firmware 0 X

Schedule Update

Please Note: Firmware updates may take up to 45 minutes per server.

> Additional Information
® Update Now
Firmware updates will apply immediately. If a server is selected, it may cause the server to reboot.
To stage the firmware updates for next server reboot, select the option below.
This option only applies to servers. Firmware updates will apply immediately for all other devices.
Stage for next server reboot.
Schedule Later

Firmware updates will apply at a selected date and time and then reboot the server(s)

Update Cancel

Figure 8 MX7000 Update scheduler
DUP Based update

This feature allows user to manually choose a DUP (Dell Update Package) from local directory to be applied
to the chassis components or device in the chassis. Before applying the DUP is validated for compliance and
signature. A DUP level report is displayed, information on the version being applied and details on criticality of
the DUP plus the devices that require an update. Below are the steps for DUP based updates.

e Goto All devices, or Respective device page then select device(s) to update. Click the firmware
update button.

are R

Select Firmware Source

TIrm\are on the seiected device(s) can be upaat:

Baseline: Select baseline v

® Individual package Browse

Figure 9 MX7000 DUP selection

e Select individual package then Browse to the DUP location and upload a DUP. Once the DUP is
uploaded, the DUP is validated and compliance check will done with the software inventory of the
device. Compliance report for the DUP is displayed as below:
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Rollback Firmware

Select Source Select Firmware Source

The firmware on the selected device(s) can be updated based on the associated baseline or from an individuzl update package
Baseline: | Select baseline ¥

® Individual package iDRAC-with-Lifecycle-Coni  Browse

CURRENT VERSION REBOOT REQUIR... PREREQUL.. IMPACT A...

Figure 10 ~ MX7000 Target selection

e Select the devices and click next to schedule the firmware update job.

Rollback Firmware

The Rollback Firmware window enables you to roll back a firmware update to the previous version. If the user
is unhappy with a recent firmware update, they can request a rollback of the firmware to the previous version
prior to the update. The rollback is enabled if MSM has access to the firmware package corresponding to the
previous version. The access could be enabled either by

e The device has a rollback or N-1 version.
e The imported Catalog contains a reference to the previous version.
e You browse for a firmware package, which has the previous version

Firmware update for NWIOM

MSM supports DUP update for Dell managed advanced IOMs: Dell EMC MX9116n Fabric Engine / Dell EMC
MX5108n Ethernet Switch. At high level the DUP upgrade process for NWIOM is identical to other devices.
However, there is added flavor of Fabric / Full Switch mode. Note, NWIOMs are utilized to formulate a Fabric
and are managed as part of a single entity. Therefore, when a NWIOM is in Fabric mode, meaning part of
Fabric, it will lead to FW upgrade of all the IOMs in the Fabric. However, this behavior is not applied for the
Full Switch mode IOMs.

IOM Upgrade for the Full Switch Mode IOM:
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Firmware update for NWIOM

Aot @

IOM-A2  ealtBiok  State®On  IP:10360.186  Service Tag: GQG1XC2

Overview  Hardware  Firmware

Alerts  Settings

I Recent Alerts (<] 528 [ FrERR
@ Link

{EE 10M Subsystems

SUBSYSTEM

mazem ©

: Aug 20, 2

HEALTH REASON

B Information

Model
Service Tag

Asset Tag
Management IP
Express Service Code
Power State
Firmwaro Version

MX5108n Ethernet Switch
6061XC2

LEIOM_B4 #
10.36.0.186
36410805506

on
10.4.0E.R35.259

[Fetive Mode Fullswitch |
Hardware Version
Fabric Type Ethernet

MAC Address

56:0727:04F0:E4

The link between Source GQ61XGC2:ethernet1/1/9 and Destination
8TBIXC2:ethemet1/1/9 is created.
Message ID: NLINOOOT Aug 21,2018 12:18:49 AM

L ]

The link between Source 6Q61XC2:ethernet1/1/10:1 and Destination
BT61KC2 ethemet1/1/10:1 is created
Message ID: NLINODOT Aug 21,2018 12:18:49 AM

The interface GQ61XC2:ethernet1/1/12 is not operational.
Message ID: NINT0002 Aug 21,2016 12:18:49 AM

Figure 11 MX7000 IOM in Full Switch Mode

& Environment

¥ Power: 16 W (55 BTU/h)

View Power Statistics

F1928 Rrca @

# Home
JOD velans
Job Name Update Firmware
Update
Firmware Update Job
& completed
Res Jot
Execution History
Export
sTATUS
B Completed
em(s) found

Execution Details

STATUS

START TIME

Aug 14,

ARGET SYSTEM

O 2ppl

18 501:23 AM

END TIME ELAPSED

Aug 14,2018 5:16:34 AM 00:1510

START TIME END TIME ELAPSE

001440

Figure 12~ MX7000 IOM in IOM in Full Switch Mode update

IOM Upgrade for the Fabric Mode IOM:

IOM-B1  Health @ ok State: O 0n

Overview  Hardware  Firmware

B Information

1P: 100.97.55.199  Ser

Merts  Settings

Model Dell EMC MX9116n Fabric Engine

Service Tag JUHFXCZ

Asset Tag HEIOM #

Management IP 100.97.55.199

Express Service Code 42537018242

Power State On

Firenwars Version 10.4.0E.R35.268
[Active Mode Fabric

Hardware Version Xxo1

Fabric Type Ethernet

MAC Address 50:9A:4C:D4:8AT0

8 Chassis Information

Chassis
Slot Name
Slot

MX-DCT0001
IoM-B1
3

& 4ppl

ce Tag: JJHFXC2

|7 Recent Alerts

Fetching recent alerts...

® Recent Activity

Refresh Non-Server Devices Inventory - Failed

Aug 20, 2018 7:56:04 AM
Refresh Non-Server Devices inventory - Failed

Aug 20, 2018 7:56:01 AM
Refresh Non-Server Devices Inventory - Failed

Aug 20, 2018 7:56:04 AM
Refresh Non-Server Devices Inventory - Completed

(s D EIE A

Brberchs hin

Figure 13 ~ MX7000 IOM in Fabric Mode
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Firmware update for SAS IOM and Storage

HE OpenManage Enterprise Modular

A Home @De v " SMoniory B S v
Restart Job

Execution History

STATUS START TIME END TIME ELAPSED PERCENTAGE COMPLETE

B Completed Aug 16,2018 5:44:31 AM Aug 16,2018 61248 &M 002816 100%

1item(s) four )

Execution Details
TARGET SYSTEM START TIME END TIME ELAPSE
e eemEaral A Aug 16, 2018 61218 AM R Results:
fAug 16, 1RSSR s meEEe e Target System: IDM-A’

Messages:
Running

1 BT61XC2 is in Fabric mode. It leads 1o upgrading all IOMs

nect to Fabric Manager. Please, wait for

Figure 14 MX7000 Fabric Mode IOM upgrade status update

Firmware update for SAS IOM and Storage

MSM supports the Firmware update of SAS IOM (Dell EMC PowerEdge MX5000s) and Storage (Dell EMC
PowerEdge MX5016s) devices by using either Compliance report or DUP based update.

Based on the pre-requisite information of the firmware update it is required to power off the compute sleds
which has storage assignments before triggering the firmware update.

e Pre-requisites in Compliance Report

Compliance Report

Catalog Storage
Baseline Storage
Update Firmware xpart =

> Y advanced Filters
= COMPLIANCE TYPE DEVICE NAME / COMPONENTS MODEL SERVICE TAG REBOOT RE... PREREQUISITES  IMPACT ASSES... o CURRENT VERSION BASELINE VERSION
- (<] 1/0 Module ¥ 10M-C1 PowerEdge MX5000s OPG5NRX30CN... Yes
# [] SAS I0M Ves Server(s) presen Requires Powert @ 10810 1096
# o 1/0 Module v 10M-C2 PowerEdge MX5000s OPGSNRX30CN... Yes
s [x] SAS IOM Yes Server(s) presen Requires Powert () 10810 1.096

Figure 15 MX7000 SAS IOM Storage baseline report

Pre-requisites in DUP Update

date F - e x
Select Firmware Source

mware on the selected device(s) can be updated based on the associated baseline or from an individual update package

Baseline: Select baseline *

® Individual package MX7000_SAS-RAID_Firmi  Browse

COMPLIANCE COMPONE... CURRENT VERSION  REBOOT REQUIRED PREREQUISITES

Figure 16 MX7000 SAS IOM and storage single update
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