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Configuration and Deployment Guide

Enable OpenManage Secure Enterprise Key
Manager (SEKM) on Dell EMC PowerEdge Servers

This Dell EMC Configuration and Deployment Guide describes the
process of enabling the SEKM feature on PowerEdge servers. Key
tips and troubleshooting techniques for using SEKM are also
discussed.

%
‘9@0 Abstract

0,.9 Keeping your business-critical operations and IT infrastructure safe and

C} secure is key to providing seamless services. Dell EMC provides the

Enable '9\9@/ OpenManage Secure Enterprise Key Manager (SEKM) that assists
¢ iDRAC (the Dell EMC PowerEdge server BMC) in locking and unlockin
OpenManage (the J 1C) in locking J

storage devices on a PowerEdge server. This Configuration and

SEKM on Deployment Guide provides step-by-step procedure to set up SKEM on
powerEdge KeySecure Classic, Vormetric Data Security Manager, Next Generation
Servers Key Manager (branded as CipherTrust Manager at the time of release of

this guide, but change will not show in a shipping product until Sept
2020), iDRAC, and PERC. Also, a few important tips and troubleshooting
steps are provided to help you effectively use this SEKM on your
PowerEdge servers.
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Revisions

Revisions
Date Description
July 2019 Initial release
June 25, 2020 Added procedures related to KeySecure Classic, Thales Data Security Manager

(DSM), and CipherTrust Manager (previously branded as Next Generation KeySecure)

September 2020 Added extra information about including IP information during setup and configuration
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Executive summary

Executive summary

Supports the OASIS

Centralized key Centralized Key Supports the OASIS KMIP protocol

management at the
external Key Management KMIP Protocot
Management Server

Advantages of SEKM over LKM
in Dell EMC PowerEdge Servers

Figure 1 Advantages of SEKM over LKM in Dell EMC PowerEdge servers

The OpenManage SEKM enables you to use an external Key Management Server (KMS) to manage keys
that can then be used by iDRAC to lock and unlock storage devices on a Dell EMC PowerEdge server.
iDRAC requests the KMS to create a key for each storage controller, and then fetches and provides that key
to the storage controller on every host boot so that the storage controller can then unlock the SEDs.

The advantages of using SEKM over Local Key Management (LKM) are:

¢ In addition to the LKM-supported “Theft of an SED” use case, SEKM protects from a “Theft of a server”
use case. Because the keys used to lock and unlock the SEDs are not stored on the server, attackers
cannot access data even if they steal a server.

o Centralized key management at the external Key Management Server.

e SEKM supports the industry standard OASIS KMIP protocol thus enabling use of any external third party

KMIP server.
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1.1

1.2

KeySecure Classic (k150v)

Prerequisites for KeySecure Classic

Before you start setting up iDRAC SEKM support, you must first ensure that the following prerequisites are
fulfilled. Else, you cannot successfully set up SEKM.

PowerEdge Server Prerequisites
e iDRAC SEKM license installed

o iDRAC Enterprise license
o iDRAC updated to the firmware version which supports SEKM
e Supported storage devices updated to the firmware version which supports SEKM

Key Management Server (KMS) Prerequisites

e Set up a valid CA to sign iDRAC CSR

e A user account that represents the iDRAC on the KMS (For Gemalto, this means having the associated
connector license)

e Authentication settings on the KMIP Service of the KMS

Set up SEKM on KeySecure Classic

This section describes the Gemalto KeySecure features that are supported by iDRAC. For information about
all other KeySecure features, see the KeySecure Appliance Administration Guide available on the Gemalto
support site: https://support.thalesgroup.com.

SSL Certificate
When creating an SSL certificate request, you must include the IP address of the key management server in

the Subject Alternative name field.

The IP address must be given in the format listed below:
[P XXX XXX XXX XXX

Users and groups
It is recommended that you create a separate user account for each iDRAC on the KMS. This enables you to

protect the keys created by an iDRAC from being accessed by another iDRAC. If the keys require to be
shared between iDRACs then it is recommended to create a group and add all iDRAC usernames that must
share keys to that group.

Enable OpenManage Secure Enterprise Key Manager (SEKM) on Dell EMC PowerEdge Servers
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Authentication
The authentication options supported by the KeySecure KMS are as shown in the sample screen shot:

Authentication Settings

Password Authentication: Regquired

Client Certificate Authentication: Used for S5L session and username

Trusted CA List Profile: Server CA

Usermame Field in Client Certificate: CH {Commaon Name)

Require Client Certificate to Contain Source IP: [

Figure 2  Authentication settings on Gemalto

Password authentication
It is recommended that you set this setting to “Required (most secure)”. When set to this option, the password

for the user account that represents the iDRAC on the KMS must be provided to iDRAC as explained later in
Set up SEKM on iDRAC.

Client certificate authentication
It is recommended that you set to “Used for SSL session and username (most secure)”. When set to this

option, the SSL certificates must be set up on iDRAC as explained later in Set up SEKM on iDRAC.

The Username field in client certificate
It is recommended to set this option to one of the iDRAC supported values:

e CN (Common Name)
e UID (User ID)
e OU (Organizational Unit)

When set to one of these values, the iDRAC username on the KMS must be set up on the iDRAC as
explained later in Set up SEKM on iDRAC.

Require client certificate to contain source IP

Set up SEKM on iDRAC.

1.3 Set up SEKM on iDRAC

Licensing and firmware update
SEKM is a licensed feature with the iIDRAC Enterprise license as a pre-requisite. To avoid an additional

iDRAC firmware update, it is recommended that the SEKM license is installed first and then the iDRAC
firmware updated to a version that supports SEKM. This is because an iDRAC firmware update is always
required after the SEKM license is installed irrespective of whether the existing firmware version supports
SEKM or not. The existing interface methods for installing license and firmware update can be used for
SEKM.

Set up SSL certificate

The SEKM solution mandates two-way authentication between the iDRAC and the KMS. iDRAC
authentication requires generating a CSR on the iDRAC and then getting it signed by a CA on the KMS and
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uploading the signed certificate to iDRAC. For KMS authentication, the KMS CA certificate must be uploaded
to iDRAC.

Generate iDRAC CSR
Though most of the CSR properties are standard and self-explanatory, here are a few important guidelines:

o If the “Username Field in Client Certificate” option on the KMS is enabled then ensure that the iDRAC
account user name on the KMS is entered in the correct field (CN or OU or KMS User ID) that matches
the value selected in the KMS.

o If the Require Client Certificate to Contain Source IP field is enabled on the KMS then enable the
“IDRAC IP Address in CSR” field during the CSR generation.

1.4 Configure SEKM by using the iDRAC GUI

Generate the CSR file

Upload the
onDell EMC " A used

PowerEdge to sign KMS

H certificate to
Server using DRAC

Figure 3  Key processes in configuring SEKM on PowerEdge servers by using iDRAC GUI

For the Key Management Server, this workflow will be using Gemalto KeySecure as the Key Management
Server.

1. Start iDRAC by using any supported browser.
2. Click iDRAC Settings > Services.
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3. Expand the SEKM Configuration menu and click Generate CSR.

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Authority

STEP1 Generate a Certificate Signing Reguest (CSR)
Generate CSR |
STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).

Figure 4  Generate CSR by using the iDRAC GUI

4. Inthe Generate Certificate Signing Request (CSR) dialog box, select or enter data.
5. Click Generate.

The CSR file is generated.
6. Save it to your system.

Generate Certificate Signing Request (CSR) (7]

Instructions: Generate a CSA that can then be signed by the Key Management Server
Certifying Authority. If you have slready generated a CSR, this step is not required

Generating a new CSR prevents certificates that are created with the previously generated

CSR from being uploaded to iDRAC

Commaon Name (CN)* idracuser
Country Code (CC| United States
Locality (L)* Round Rock
Organization Name (O)* Dell EMC
Organization Unit (OU)* Test

State* Texas

Email* tester@dell.com)|

Include

iDRAC IP Address in CSR [ include

Figure 5  Enter or select data in the CSR dialog box of iDRAC

7. Get the full CSR file contents signed on Gemalto. See Get the CSR file signed on Gemalto.

8. Download the signed image file, and then upload it to iDRAC.
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1.4.1  Get the CSR file signed on KeySecure Classic

MIIC/jCCAeYCAQAWgY8xCzAJBgNVBAYTAIVTMQ4wDAYDVQQIDAVUZXhhczETMBEG
A1lUEBwwKUmM91bmQgUm9jazERMASGAIUECgwIRGVSbCBFTUMxDTALBgNVBASMBEFR1
Cc30xGTAXBgNVBAMMEGlkcmFjdXN1ckcxR1dIUTIxHjAcBgkghkiGOwOBCQEWD3R1
c3R1ckBkZWxsLmNvbTCCASIwDQYJKoZ IhvcNAQEBBQADggEPADCCAQoCggEBAKN]
TmgS3hzKz5rw9Guh5pEe5hnSR7jJgI+MSmUgi45UtnXXGkU6a81KXKKE /cRIX9TOL
JcBr4tegbkIF2dtXnAX6Egq+M18aVuz0EbRFeD1I70mgw]jgMgmRhidnINI6Ya+1WV
1/0yLyeJd711SKnud4UpUGF1ljcpYubDSpT11ZZ5bw3LotBklrbLglHpY1lc9kGgnjae
LPXSghw/kIc+EockUaN4kuWAVPXmr3xB5ptGugkkneP9ZY0boX4LLOCHMFAcqpOz
76vgTYAVN730yinMW8p5hchyOThgWbXzocYPeX01k7c4zmb3/aNjXSTSGi/KR4Zg
S5VWAVJI+m2 ILLNyKC+9MCAWEARAaAPMCcGCSgGSIb3DOEJDIEaMBgwCQYDVROTBATIwW
ADALBgNVHQ8EBAMCBeAwWDQYJK0ZIhvcNAQELBQADggEBADSK6LEDO+uNioiBL7Na
V3t5LGma/I3sPY14baDdOngNQ87NxOvv/qermzZPiWn020c/Z1fkpvxw+bYY1dH3+
ewedZntba5fkvKxIPcCRKx0O/fUadtM928+pK1ImIF7840sVaJiyAXFhcaB33Sdtc4
Kt3m2JQUuv+eKDxG+xvugSiwuEftZ2FJZsHUeUcl6aHlcTuBhpm5XiP/IUmvgF1A
EplLYX9uwLS7B16UomeRVtP1G2LwksFzaHVFDwGmzQY/AB216UP1CzpXxF02yA3y
kjw+SxEOs6InYpTOyxJISCI2RmddB56Z2YUUGDO2DL7iALsbkQtfovLpjo9pPRD21p
36A=

1. Log in to Gemalto.
2. Click Security Tab - Local CAs.
3. Click Sign Request.
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gemalto

Home Security
F Keys

[ Certificates

® Cerhificate Requests

B Authorization Policies

Users & Groups

B Local Authentication

F LDAP

Device CAs & 551
Certificates

B S5SL Certificates

® Trusted CA Lists
m |ocal CAs

B Known CAs

m  High Security

m 550

B FIPS Status Server

SafeNet KeySecure Management Console

Device
Security = Local CAs

Certificate and CA Configuration

Local Certificate Authority List

CA Name CA Information
Common: Dell CA
@ SenerCh Iszuer: Dell EMC
ires: Feb 12 20:56:438 2029 GMT

Edit  Delete Download  Properties § Sign Request § Show Signed Cerds

Create Local Certificate Authority

Certificate Authority Name:

Common Name:

Organizational Unit Name:

Locality Mame:

| |
| |
Organization Name: | |
| |
| |
State or Province Name: | |

Country Name: |LUS

|
Email Address: | |

Key Size: 2048 ¥

@ Self-signed Roof CA

CA Cerificate Duration (days): !-5’»550

Certificate Autherity Type: E—
Maximum User Cerfificate Duration (days): | 3650

+ Infermediate CA Request

Create

Figure 6  Enter or select data in the Select Request section of Gemalto

4. Select Client as the purpose of generating the certificate.
5. Paste the complete CSR content in the Certificate Request box.

6. Click Sign Request.
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)
mto SafeNet KeySecure Management Console

Home Security Device

Managed Objects Security = Local CAs

M Keys Certificate and CA Configuration

[E Certificates Sign Certificate Request

m  Certificate Reguests

Sign with Certificate Authority: Server CA (maximum 3526 days) ¥

m  Authorization Policies
) Server

Users & Groups Certificate Purpose:
I Intermediate CA

[ Local Authentication

H Lpap Certificate Duration (days): 3526

Cerificate Request

Device CAs & SSL BgMNVHRMEA]AAMASGALUdDWQEAWIF4DANBgkgqhkiGIw@BAQSFAROCAQEAOVILEX ~
Certificates Gi
ZvG@Ja3AM4foMohaiQB 2DBLB3Jz/5Ld/G1rQI+2q]fIyNk bV2NIGxS
m SSL Certificates B; “ 10804q zf 10T+ 25 IyNloriveq IR
B Trusted CA Lists :iBopGEuﬂ-wFBKKBPan\'huSnDSZqKEdjosxm2]’.?9imbp+k220t 1Fo7@kx1b/5E
= Local CAs BnTI+tyWDIoMx/lejMcirjEzUMKvGtvazam5vsHICm/Q2WILbzaBd@1HWT 2BXW
5K
B Known CAs HwMPXyLN7UBF ollwZ5W1Z52DCPcK UGS yQIFHHPvrbpKHoS T26LalY 2E2hCNSX1
dg
Advanced Security E?j gVEURNQ/RwazKgvIW/2E2AZseVDdg0f oRGEVHEPLGEGLN2y 2poKRTnC+ygP
® High Security q2QsPBjcebulFg==
-----END CERTIFICATE REQUEST----- g
B S5L | P
/

m FIPS Status 5
A DETVEL Sign Request §Back

Figure 7 Request for certificate signing on Gemalto
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7. After the request is signed, click Download, to save the signed CSR file to your system.

=
mlto SafeNet KeySecure Management Console

Home Security Device

Secunty = Local CAs

[ Keys Certificate and CA Configuration

[ Certificates CA Certificate Information

®  Certificate Requests Key Size: 2048

® Authorization Policies Start Date:  Jun 18 17:31:12 2019 GMT

Expiration: Feb 12 17:31:12 2029 GMT

Users & Groups c: us
[ Local Authentication Slapiesas
L: Round Rock
F LDaP Issuer: 0: Dell EMC
0OU:  Preduct Group Validation
CH: Dell CA

emailAddress: texas_roemen@dell com

® SSL Certificates G us
ST Texas
® Trusted CA Lists L- Round Rock
» Local Chs Subject: 0: Dell EMC
0OU:  Product Test
B Known CAs CH:  idracuserG1FWHO2
emailAddress:  tester@dell.com
Advanced Security |

® High Security MIID4zCCAsughwIBRgIDkph,/MADGCSqES Ib3DEBCWIAMIGaHIswC I YDVOOGEwWIV

UzEOMEWCE 1UECBMEVEV S ¥KMyEz ARBgNVBETC L TudHE e IEJvYZsx
m SSL CER1bpGwgRUTLIMSEwHWYIWVOOLExhQemS kdWl dyb3VWwIEFZhbClk

BgHVBAMTE(RLbGwgQOEXJILL COEWFXR1eGFeX3TvEHl1ckBkIfxs
LanllwbT LIMTgrNzMxMT FaFwl yOTRyMT IxNeMxMT JaMIGHMI swlOYIVI0G

® FIPS Status Server Ew VUzECHAWGALUECAWEVEV 4 Vi rE AR e VEACMC L JvdiE kIETuY 2 sxETAEB MY

BRcMCERIDGwgR IWEWYDVOOLDAxOemSkdWNO IFR 1 c30xGTANBgRVBRMMEGLX
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————— END CERTIFICE =

Download  gBack

Figure 8  Download and save the CSR file on Gemalto

8. To upload the file that you just got signed on Gemalto, access the iDRAC GUI, go to the SEKM
Certificate page, and click Upload Signed CSR.

A message is displayed to indicate the successful upload.

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Authority

STEP1 Generate a Certificate Signing Request (CSR)

STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).

Upload Signed CSR

Figure 9  Upload the signed CSR certificate by using iDRAC GUI

STER3 screen and upload the signed CSR.
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1.4.2 Download the server CA file from KeySecure Classic and upload to iDRAC
1. On the Gemalto GUI, click Security Tab > Local CA.

2. Select the Server CA you are using and click Download.

The file is saved to your local system.

)|
mto SafeNet KeySecure Management Console

Home Security Device
mgd Objects Security = Local CAs
B Keys Certificate and CA Configuration

[# Certificates = = =
ks Local Certificate Authority List

B Certificate Requests

oA CAN CA Informati
®m  Authorization Policies e 2 sl
Common: Dell CA
o Server CA Issuer: Dell EMC
Users & Groups Expires: Feb 12 20:56:45 2029 GMT
[# Local Authentication Edit | Deletel Download §Properties | Sign Regquest | Show Signed Ceris

[ LDAP

Create Local Certificate Authority
wht's Certificate Authority Name: | i

m 5SL Certificates
Common Name: | |

® Trusted CA Lists

Organization Name: | i

® Local CAs

Organizational Unit Name: | |

® Known CAs

Locality Name: |

|
|
| |
.
|
|

®m High Security S us
untry Name: |

m S50

Email Address:

® FIPS Status Server

Key Size: 2045 ¥

@ Self-signed Root CA
CA Certificate Duration (days): i_3;3_56 -|
Certificate Authority Type: e ———
Maximum User Certificate Duration (days): | 3650 |

' Intermediate CA Request

Create

Figure 10 Download the server CA file from Gemalto

On the iIDRAC GUI, in the KMS CA Certificate section, click Upload KMS CA Certificate.
Upload the Server CA you just downloaded from Gemalto.

A message is displayed to indicate the successful upload.

KMS CA Certificate Upload
STEP1 Log intg the Key Management Server and download the Key Management Server Certifying Authority(CA) Certificate. @
STEP2

Upload KMS C.

Figure 11 Upload the CA certificate to iDRAC
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1.4.3

17

Configure the Key Management Server (KMS) settings on iDRAC

1. Enter or select data in the fields, and then click Apply.

IMPORTANT—Make sure you already have a user created on the KMS you will be using for key
exchange with the iDRAC. For the user name, ensure it matches the exact value in the CSR certificate
property you selected for the Gemalto KMIP Username field in client certificate Authentication Settings

For example, in the signed CSR Certificate on iDRAC used in this experiment, the Common Name
property is set to “idracuserG1FWHQ2”. On the Gemalto server, in the KMIP Authentication Settings, the
“Username field in client certificate” field is set to “Common Name”. For creating a username on Gemalto,
you must create a user with the name “idracuserG1FWHQ2". This is the user which iDRAC will be using
for key exchange.

EUL Integrated Dell Remote Access Controller 9 ‘ Enterprise

# Dashboard E system = Storage v [ « ion = i N @ IDRAC Settings v

iDRAC Settings

Overview Connectivity Services Users Settings
—_—

> Local Configuration
> Web Server

~ SEKM Configuration

KMS Information

KMS (IP Address or FQDN)*

Port Number* 5696
Redundant KMS Information

Port Number 5696

Redundant KMS 1 (IP Address or FQDN)

=+ Add Redundant KMS

iDRAC Account on KMS

‘Setup your il

h AR

User ID* idracuser

Password

P s et et i s st v

Management Ssrver.

Rekey
ll devicss in SEKM mode will be rekey-sd

Figure 12 Configure the KMS properties on iDRAC GUI

A message is displayed indicating that a job ID has been created.

2. Go to the Job Queue page and ensure that the job ID is marked as successfully completed.
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3. If you see any job status failures, view Lifecycle Logs for more information about the failure.

iDRAC SEKM configuration is now complete.

© information
RACO&09: The job JID_925070986474 has been successfully added to the job queue.

The status of jobs can be viewsd on the Job Qusue page.

ome |

Figure 13 A job is created on iDRAC for configuring KMS on iDRAC

# Dashboard @ System = Storage~ @ Configuration = Maintenance’ O iDRAC Settings
Maintenance
Lifecycle Log Job Queue Systlem Update Systermn Event Log Troubleshooting Diagnostics SupportAssist
Job Queue
O mov Job Status

+ 0O I JID_509661272293 SEKM Status Change Comgleted (100%) I
+ [0 JD_ 808939592760 Configure: RAID.Slot 3-1 Completed (100%)
+ [0 JID_608922607190 Configure: import Server Configuration Profile Comgpleted (100%)
4+ [0 JiD_S08%22128163 Configure: impart Senver Configuration Profile Completed (100%)
+ [0 JiD_ 508018955216 Configure: import Server Configuration Profile Failed (100%)

+ [0 Jios0ss 7457 Configure: import Server Configuration Profile Failed (100%)

Figure 14 iDRAC SEKM is successfully configured
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19

Enable SEKM by using the iDRAC PERC

On the iDRAC GUI, click Configuration - Storage Configuration.

Select your storage controller.

Expand Controller Configuration.

From the Security (Encryption) down-down menu, select Secure Enterprise Key Manager.
Click Add to Pending Operations.

aorwbd-=

:E Integrated Dell Remote Access Controller 9 | Enterprise

# Dashboard [E System™~ = Storage ™ Configuration v = Maintenance v @ iDRAC Setiings v
Use this page to configure your storage settings. Storage settings are confirmed per controller and only one job per controller can be sch
Pending Operations.You must Apply when you are ready to start or schedule the job. Pending Operations will persist until the job is creaty
Controller | PERC H740P Adapter ~

v Controller Configuration
Reset Configuration
Configuration Current Value
Controller Mode RAID 5
Patrol Read Mode Auto 5
Patrol Read Rate 30 =%
Manual Patrol Mede Action Acticn
Patrol Read Unconfigured Areas Enabled
Check Consistency Mode Normal %
Copyback Mode Off
Load Balance Mode Auto
Check Consistency Rate 33 £\ %
Rebuild Rate il =%
BGI Rate 22 =%
Reconstruct Rate 44 =%
Enhanced Auto Import Foreign Config Enabled |~
Security (Encryption Status) None
Security (Encryption) Secure Enterprise Key Manage;éf :
e

Figure 15 Enable SEKM on iDRAC PERC

6. Select At Next Reboot.
A message is displayed indicating that the job ID is created.

7. Go to the Job Queue page and ensure that this job ID is marked as Scheduled.
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8. Restart the server to run the configuration job.

© information
RACO609: The job JID_925070986474 has been successfully added to the job quaue.

The status of jobs can be viewed on the Job Qusaue page.

ome [ o

Figure 16 A job is created to enable SEKM on IDRAC PERC

P Dashiseand B Syuiom B Shorage - B Cosfgumaton - T el B AL Sciliegs
Maintenance
Ldecycle Log  JoBOussl  SyslemiUpdate System Evend Log Troubleshooting  Ragnostics SupporiAsses]
Job Duewe
O mw Joh pa—

+ [ SO0, ST T A0S Confgane. R0 kot 31 Scihwsdifiend (0%
+ AT i i FLE M TN b e AT | UL,
+ [0 SO oesesaIneg Corifepare ME Completed (1 00|
T T Caaifggute. TGO Seros Coefpanton Profie Cormgietsd (1 0%
[ 2 Crdifapure gt Seror Contpanon Drofie Cormgheted [ 100%
= JHD O BREET LD Configure. impor] Sereer Configueston Profie Fased {100,

o [ 0 S080YTEETI Condgune: import Sereer Configurstion Profile Fasled 00

Figure 17 A job is scheduled to enable SEKM on iDRAC PERC

After restarting the server, the configuration job is run in the Automated Task Application to enable SEKM
on the PERC. The server is automatically restarted.

9. After the POST or Collecting Inventory operation is completed, ensure that the job ID has been marked
as “Completed” on the Job Queue page.

P Dashissad B Sysiem e B conh e = - W (INLAL Betlings -
Maintenance
Litecyche Log sty Gt Gystemn Updaie Erysberm Everd Lag Troasblesfaokng Dapgnaostcs = Cog R )
Job Quewe
O mow Job st
+ O] soososssanaras Corfiguee FASion 31 Carmpleted (100)
+ I BEsLE foahrs Change Compheted (B0
+ 0O Configues. RASio 3-1 Compirted ([102%)
= | Configure: import Server Configuraton Profie Compieted (100%)
=+ O Configuee: immport Server Configuraion Profile Compbeied (100
+* | Configure Import Server Configuraton Frofie ¥ pulinc {107,
+ [ Corfigure impori Serves Condigurston Profie F ke | Dy,

Figure 18 A job successfully run to enable SEKM on iDRAC PERC
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2.1

21

Ensure that SEKM is enabled on iDRAC PERC

1.

2. Expand your storage controller and ensure the following statuses:

On the iDRAC GUI, click Storage - Overview.

e Security Status = Security Key Assigned
e Encryption Mode = Secure Enterprise Key Manager

:B Integrated Dell Remote Access Controller 9 | Enterprise

[l configuration =
| controtters Physical Disks
Device Description PCI Slot
AHCI controller in slot 6 ]
RAID Controller in Slot 3 3

RAID

Security Key Assigned

Secure Enterprise Key Manager

# Dashboard [E System~ S Storage
Storage
Overview
E Summary
= Controllers
Rollup Status Name
+ BOSS-S1
=5 PERAC H740P Adapter
Advanced Properties
Status
Controller Mode
Security Status
Encryption Mode
SAS Address
PCI Vendor ID

0x5D0946600B5E9F00

0x1000

e % IDRAC Settings

Virtual Disks

Firmware Version
2.6.13.3016

50.9.0-2699

Rebuild Rate

BGI Rate
Reconstruct Rate
Max Capable Speed
Persistent Hotspare

Load Balance Setting

IEEE Enclosures

Driver Version
Information Not Available

Information Not Available

11%
22%
44%
12 Gbps
Disabled

Auto

Figure 19 Ensure that SEKM is enabled on your controller
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3.1

3.2

3.2.1

22

Thales Data Security Manager (DSM)

Prerequisites for Thales Data Security Manager (DSM)

Before you start setting up iDRAC SEKM support, you must first ensure that the following prerequisites are
fulfilled. If these prerequisites are not fulfilled, you will not be able to successfully set up SEKM.

PowerEdge Server Prerequisites

e iDRAC SEKM license installed

¢ iDRAC Data Center or Enterprise license

o iDRAC updated to the firmware version which supports SEKM

e Supported storage devices updated to the firmware version which supports SEKM

Thales Vormetric DSM Prerequisites

e Set up a valid external certificate authority to sign the iDRAC CSR.

e Create a host that represents the iDRAC on the KMS.

e Ensure a KMIP—enabled license is applied to the DSM. If applying a new KMIP enabled license to an
existing DSM for the first time, restart the DSM after applying the license.

Set up SEKM on Thales DSM

This section describes the Thales Vormetric Data Security Manager features that are supported by iDRAC.
For information about all other Thales features, see the Thales Appliance Administration Guide.

Add a new host in Thales Vormetric Data Security Manager

1. Log in to Thales as an administrator.

2. Switch to the domain where the keys will be managed. Click Domains - Switch Domains > Select
desired Domain - Switch to Domain.

THALES Vormetric Data Security Manager

Switch Domains
View
Switch to domain

Selected Domain
keydomain

Switch to domain

Figure 20 Switch to Domain where keys will be managed
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3. To add a new host, click Hosts = Hosts = Add.

THALES Vormetric Data Security Manager

= Add Host
*Host Name RD24154 |
Password Creation Method Generate v
Automatically Assign to a Server O
Description | |
License Type TERM hd
Fs
O Key
KMIP
Communication Enabled

Figure 21 Adding a new host in Thales Vormetric Data Security Manager

Note—The host name must match the Common Name (CN) in the iIDRAC SSL certificate, otherwise
certificate import will fail. In the example shown above, the system service tag is used as the host name.

3.2.2 Setup SEKM on iDRAC
See Set up SEKM on iDRAC.

3.2.3 Configure SEKM by using the iDRAC GUI
See Configure SEKM by using the iDRAC GUI.

Note—For the Key Management Server, this workflow will be using Thales Vormetric Data Security Manager
(DSM) as the Key Management Server.
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3.2.4  Generate a CSR file to be signed by an external certificate authority

MIIC/3jCCReYCAQAwgYSxCzAJBgNVBAYTALVIMQ4wDAYDVOQIDAVUZXhhezETMBEG
R1UEBwwKUmS 1bmQgUmSj azERMABGAIUECGWIRGVsbCBFTUMxDTALBgNVBASMBFRL
c3QxCTAXBgNVBRAMMEGL kemFjdXNlckexR14IUTIxH] AcBgkghkiGSw0OBCQEWD3R1
c3R1ckBkZWxs LmNvbTCCAS IwDQY JKoZ LhveNAQEBBQADGGE PADCCAQoCggEBRKN]
TmgS3hzKzSrwSGuhSpEeShnSR7jgI+MSmUgi4 SUtnXXGkUEas 1IKXKKE /cRIXSTOL
JcBrétegSkIF2dtXnAXEEq+M18aVuz0EDRFeD1I70mgw]qtégmRhidnINI 6¥a+1WV
1/0yLyeJ7115Knu4UpUGFLjcpYubDSpT11ZZ5bw3lotBklxrbLglHpYicSkGgnjae
LPXSqhw/kIc+EockUaN4kuWAVPXmr3xBEptGugkKnePSZY¥0boX4LLOCKMEFAcqplz
TevgTYAVn73oyinMWEpShchyOThgiWbXzocYPeX01k7cdzmb3/aNjXSTSGi/KR4Zg
SVAdVI+m2 ILLNYyKC+SMCAWERRaApMCeGLSqGS Ik 3DCEJD] EaMBgwCOYDVROTBAIW
ADALBgNVHQEEBRMCBeAwDQYJKoZ ThvcNAQELBQADggEBADEKELEDO+ulioiBL7Na
V3t5LGma/I3sPY14baDdOngNQe TNxOvv/germZPiWn020c/ Z1 fkprxw+bYY1dH3+
ewedZntbaSEfkvKxIPcCRKxO/ fUadtMS28+pK1nIF7840sVaJiyAXFhecaB338dted
Kt3m2 JQUuv+eKDxG+xvugSiwvuEftZ2FJZsHUeUcl6aHlcTuBhpmSXi P/ IUmrgF1A
EplL¥X5uwLS7B1l6UocmeRVtP1G2LwksFzaHVF DwGmzQY /AB216UP1CzpXxF02yA3y
kjwt+SxEOs&€InYpTSyxJISC] 2RmddBS 6ZYUUGDO2DLT7iALsbkQt fovipjoSpPED21p
36n=

Figure 22 CSR signed by external certificate authority

Note—The Microsoft CA below was specifically configured for our testing purposes. Your external certificate
authority may vary. It is not required to use a Microsoft CA; just a valid 3rd party certificate signer is sufficient.
For more information, see the Thales Vormetric Administration Guide.

1. Go to your Certificate Authority and sign the CSR.

Note—If you are using a Microsoft CA, the template used here to sign the CSR was configured manually
and may not be available by default.

2. On the Certificate Authority welcome page, select Request a certificate.

Uy thes Wheb Sie b regues] 8 cerificals for your Webs beowser, aamaill chent, or ofhar program. By using a cerbiscabe, you of
over 1he Web, sign and oncrypl messages, and, depending upon the type of cortificate you noguest, perfom ofhar security 1

Yious Can also s Thes VWab site 1o downioad & canmcats aumonty (CA) cortfcatd, Cerhcabd Cnain, oF Cormicals revolaton
For mone informaton about Acime Dineclony Certfcate Services, Sed Acive Duechony Carlibcale Seneces Docusmenlalon

Ronding corMcEe requkrst
Downipad 8 CA cerificate. carificabe chan. of CRL

Figure 23 Request for a certificate from your Certificate Authority

Select Advanced certificate request.

Paste the CSR text data in the saved request box.

Click Submit.

After the certificate is issued to you, select Base 64 encoded.

o0k w
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7. To save the signed CSR file to your system, click Download Certificate.

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or | @ Base 64 encoded |
-.M Download certificate
—===1 Jownload ceruficate chain

Figure 24 Download certificate

8. Onthe iDRAC GUI, on the SEKM Certificate page, click Upload Signed CSR to upload the file you just
got signed by your Certificate Authority. A message is displayed to indicate the successful upload.

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Authority

Serial Murnber

Subject Information

Commeon Mame (Ch) RD24154

Country Code (CC) us

Locality (L) Round Rock

Qrganization Name () Dell EMC

Organization Unit (OU) ISG

State Texas

Valid From Jun 17 22:51:51 2020 GMT
STEP 1 Generate a Certificate Signing Request (CSR)
STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).
STEP3 Return to this Configuration screen and upload the signed CSR

Upload Signed CSR L1

Figure 25 Upload the signed CSR certificate on iDRAC GUI
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3.2.5 Upload the signed CSR to Thales DSM

1. Select your host.

Mot Name Contany

Bsisam v EIE
Add | Deinte jmoort
IS Agenit Ky Mguerd Ll

Select 05 Type Host Mame  Reg. o R, Comim., Reg. Comem, One Way Communication Dale|
Alerod |rabdbed 9 LS aBowed Enabiled Allwed Enabled

Unbapam odr s RBS25IT & L
Unbrran ATV s . WA
e ,
Wekran S5T000 ¢ ’ L
Umiraam T o « L .

Figure 26  Select your host on Thales Vormetric Data Security Manager

2. Import the KMIP certificate. Import the CSR that was signed by your Certificate Authority.
3. Click Ok. After you import the KMIP certificate, a message and the certificate fingerprint are displayed.
4. Click Apply.

THALES Vormetric Data Security Manager

Descrpbon

Aageest O
Passwward Creaton Method Ganarate * Raegeras ate Password
Dachonr Lo Data Transformation
Secure St Guard®ont Supported Encrypbon Hode Offine
Agentt Veryion Certifcate Fingerprt Ragntraton Mowed Commmsc ation §nabled
[ - -
ic
lor  wa AF:06 81 AL 2869 (B2 (1 EA G326 FHACHC D840 37 B9 81 | ¢

Import P Cot. On Cancel

Figure 27 Success message and certificate fingerprint displayed after importing KMIP certificate
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3.2.6  Download the Root CA that has signed the Thales DSM appliance
and upload to iDRAC

1. From the Thales web interface, download the Root CA. Chrome browser is used in this example. Process
may vary based on the browser type you use.
2. Click Not Secure — Certificate (Invalid).

&« C A Notsecure /app/legin?0

x
Your connection to this site is not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn mare

You have chosen to disable security warnings for this

site. Re-enable warnings

B  Certificate (Invalid)

& Cookies (4 inuse)

£ Site settings

Waelcome to Vormetric Data Security Management Web GUI

Log In to Vormetric Data Security Manager

Login

Password

I am a local domain administrator

Login

Figure 28 Click Certificate (Invalid)
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3. Select Certification Path > CG CA S on XXX. XXX.XXX.XXX (this is the Root CA).
4. Click View Certificate.

@a Certificate X

General Details | Certification Path

Certification path

View Certificate

Certificate status:
’Tnis CA Root certificate is not trusted because it is not in the Trusted Root
Ci

ertification Authorities store,

Figure 29 View Root CA

Click Details > Copy to File > Next.

Select Base-64 encoded X.509 (.CER).

Click Next.

Enter a file name the file, click Save, and then click Finish.

® N oo

€ ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats.

Select the format you want to use:

{_JDER encoded binary X.509 (.CER)

(®) Base-64 encoded ¥.503 {.CER)
I_) Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS 12 [ PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Expart all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store {(55T)

Cancel

Figure 30 Export Root CA
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29

9. Upload the file you just saved by using it as the KMS CA Certificate on the iDRAC. A message is
displayed to indicate the upload was successful.

KMS CA Certificate Upload

Serial Mumber

Subject Information

Common Mame (CN) Local CA

Country Code (CC) us

Locality (L) Round Rock

Organization Mame (O Dell EMC

Organization Unit (OU) ISG

State Texas

Valid From Apr 621:31:28 2020 GMT
STEP 1 Log into the Key Management Server and download the Key Management Server Certifying Authority(CA) Certificate. @
STEP 2 Upload the KIMS CA Certificate.

Upload KMS CA Certificate

Figure 31  Upload the KMS CA certificate to iDRAC
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3.3 Configure the Key Management Server (KMS) settings on iDRAC

1. Enter or select data in the fields, and then click Apply.

~ SEKM Configuration

KMS Information

Zst-up upstream communications with the Key Management Server.
KMS (IP Address or FODM)*
Port Number* 5696

Redundant KMS Information

o
o

Port Mumber 559

Redundant KMS 1 (IP Address or FQDM)

=+ Add Redundant KMS

Figure 32 Configure the KMS properties on the iDRAC GUI

Note—User Authentication is not supported on Thales Vormetic Data Security Manager, so the User ID
and Password fields on iDRAC GUI are not required.

2. Go to the Job Queue page and ensure that the job ID is marked as successfully completed.

3. If you see any job status failures, view Lifecycle Logs for more information about the failure.

O Iinformation
RAC0S809: The job JID_924242269790 has been successfully added to the job queue.

The status of jobs can be viewed on the Job Queue page.

[ome | o]

Figure 33 A job is created on iDRAC for configuring KMS on iDRAC

The iDRAC SEKM configuration is now complete.

3.3.1 Enable SEKM on the iDRAC PERC

1. On the iDRAC GUI, click Configuration > Storage Configuration.
2. Select the storage controller.
3. Expand Controller Configuration.
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5. Click Add to Pending Operations.

% Integrated Dell Remote Access Controller 9 | Enterprise

# Dashboard E system* = Storage ™ Configuration = Maintenance . iDRAC Settings

Maintenance
Lifecycle Log Job Queue System Update System Event Log Troubleshooting Diagnostics SupportAssist
Job Queue
O Ibw Job Status

+ [ RID_919130367238 Reboot: Power cycle Reboot Completed (100%)

+ O RID.919007247652 Reboot: Power cycle Reboot Complated (100%)

4+ 0O RID_912000641413 Reboot: Power cycle Reboot Completed (100%)

+ O JID_924242269790 SEKM Status Changs Completed (100%)

+ 0O JID_923314507034 Configure: RAID.Integrated.1-1 Completed (100%)

+ O JID_923256722091 Configure: RAID Integrated.1-1 Complsted (100%)

Figure 34 A job to enable SEKM is successfully completed

M Doshbesrd B system - = Storsge B Contagpsston - = MSenleRane B DRAC Settngs
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Figure 35 Enable SEKM on iDRAC PERC
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6. Select At Next Reboot.

A message is displayed indicating that the job ID is created
7. Go to the Job Queue page and ensure that this job ID is identified as Scheduled.
8. Restart the server to run the configuration job.

EE Integrated Dell Remote Access Controller 9 \ Enterprise Search Q m

# Dashboard E systemv = Storage Vv Configuration = Maintenance ©: iDRAC Settings *

Maintenance
Lifecycle Log Job Queue System Update System Event Log Troubleshooting Diagnostics SupportAssist € Refresh
Job Queue
O v Job Status

4+ O RID_919130367938 Reboot: Power cycle Reboot Completed (100%)

+ O RID919007247652 Reboot: Power cycle Reboot Completed {(100%)

+ O RID.919000641413 Reboot: Power cycle Reboot Completed (100%)
I + O JID_924249999131 Configure: RAID Integrated.1-1 Schaduled (D%)

+ O JID_924246050030 Cenfigure: RAID.Integrated.1-1 Completed (100%)

+ 0O JiD 924242269790 SEKM Status Change Completed (100%)

+ 0O JID_923314507034 Cenfigure: RAID.Integrated.1-1 Completed (100%)

+ O JiD_923256722091 Cenfigure: RAID.Integrated.1-1 Completed (100%)

+ O JID_923256455263 SEKM Status Change Completed (100%)

Figure 36 A job is now scheduled to enable SEKM on iDRAC PERC

After restarting the server, the configuration job is run in the Automated Task Application to enable SEKM
on the PERC. The server is automatically restarted.

10. After the POST or Collecting Inventory operation is completed, ensure that the job ID is identified as
Completed on the Job Queue page.

EE Integrated Dell Remote Access Controller 9 \ Enterprise Search Q

# Dashboard  [E System™ = Storage ™ Configuration = Maintenance ™ @ iDRAC Settings v »
Maintenance
Lifecycle Log Job Queue Systemn Update System Event Log Troubleshooting Diagnostics SupportAssist
Job Queue
O v Job Status
+ O RID_919130367938 Reboot: Power cycle Reboot Completed (100%)
+ 0O RID_919007247652 Reboot: Power cycle Reboot Completed (100%)
4+ O RID_919000641413 Rebaoot: Power cycle Reboot Completed (100%)
I + [ JiD_924249999131 Configure: RAIDntegrated. -1 Completed (100%) I
+ O JID_924246050030 Cenfigure: RAIDntegrated.1-1 Completed (100%)
+ O JiD 924242259790 SEKM Status Change Completed (100%)
+ 0O JID_923314507034 Cenfigure: RAID.Integrated.1-1 Completed (100%)
+ O JiD_92325572200 Configure: RAID.Integrated.1-1 Completed (100%)
+ O JID_923256455263 SEKM Status Change Completed (100%)

Figure 37 A job successfully ran to enable SEKM on iDRAC PERC
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3.3.2 Ensure SEKM is enabled on iDRAC PERC

1. On the iDRAC GUI, click Storage > Overview.

2. Expand your storage controller and ensure the following statuses:
. Security Status = Security Key Assigned

. Encryption Mode = Secure Enterprise Key Manager

EE Integrated Dell Remote Access Controller 9 | Enterprise

# Dashboard = System™~ = Storage Configuration = Maintenance ~ . iDRAC Settings ~

Storage

Overview

E Summary I- Controllers Physical Disks @ Virtual Disks

= Controllers

Rollup Status Name Device Description PCI Slot Firmware Version Driver Version
+ BOSS-51 AHCI controller in slot 3 3 2.5.13.3024 Information Not Availab
- PERC H740P Mini (Embedded) Integratec RAID Controller 1 Mot Applicable 51.13.0-3299 Information Not Availab

Advanced Properties

Status Rebuild Rate
Controller Mode RAID BGI Rate
Security Status Security Key Assigned Reconstruct Rate

cryption Mode Secure Enterprise Key Manager IMax Capable Spesd

ddress 0x54CD98F070122000 Parsistent Hotspare

PCI Vendor ID 0x1000 Load Balance Setting

Figure 38 Ensure that SEKM is enabled on your controller

3.3.3 Viewing Key ID on Thales DSM

1. Log in to Thales as an Administrator.
2. Switch to the domain where your keys are being managed.
3. Click Keys > KMIP Objects.

0 e Da e
Dashboard Domain Administrators 05l ertinicates gnaf es Policies Repo 0g stel
3 Age
(MIP Ob
P
Ob
<1 Ob
Agent Obje
Creation Date (HRG T2 =
Creation Date (To) l:l =

Select Name Unique Identifier
O fa9ced44-563e-4b60-937d-e4aee7185d05
O 86ecedal-98e8-44eb-8bdd-4f20dcBedbc?

0d27b01d-fb38-4c64-8a9f-2e4210014f5f

O
[add | [oelete]
Figure 39 Set up SEKM on Thales

The SEKM setup operation is complete. You can now start creating locked RAID volumes and perform key
exchanges.
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CipherTrust Manager (k170v)

Prerequisites for CipherTrust Manager

Before you start setting up iDRAC SEKM support, you must first ensure that the following prerequisites are
fulfilled. If these prerequisites are not met, you will not be able to successfully set up SEKM.

PowerEdge Server Prerequisites

. iDRAC SEKM license installed

. iDRAC Data Center or Enterprise license

. iDRAC updated to the firmware version which supports SEKM

. Supported storage devices updated to the firmware version which supports SEKM

CipherTrust Manager Prerequisites

. Configure Auto-Client registration
. Configure KMIP interface
. Create a user that represents the iDRAC on the KMS

Set up SEKM on CipherTrust Manager

This section describes the CipherTrust Manager features that are supported by iDRAC. For information about
all other CipherTrust features, see the CipherTrust Appliance Administration Guide.

Configure Auto-Client Registration
1. Log in to the CipherTrust appliance and click KMIP (OASIS Key Management Interoperability).

g2 THALES CipherTrust Manager ® A S} admin&

BB Products

ccess Management
o Q
otection

o Data Discovery and Classification Cloud Key Manager

&

Database Protection

Find Data in your Systems. Manage and bring your own keys to
2 Alarms the Cloud

ata at Rest, Configure Column and Field
Encryptior atabases

Lo Admin Settings v

W; ® % L}

ProtectFile & Transparent ProtectV KMIP Application Data Protection
Encryption Userspace
Secure Virtual Machines in any OASIS Key Management Application Encryption

m

Configure File and Folder Encryption Interoperability Protocol

Figure 40 Start the OASIS Key Management Interoperability (KMIP) application
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2. Click Client Profile > Add Profile.

THALES KMIP @ API S| admin&

@ Registered Clients
Client Profiles

B Client Profile

Name CSR Organization Name

No Registered Clients

Figure 41  Add Client Profiles in KMIP

3. Enter or select data in the Add Profile dialog box.

Add Profile]

Profile Name *

iDRAC profile
Username Location in Certificate

CN -
Certificate Details O
Device Credentials (+)

m cance'

Figure 42 Add profile information on KMIP

Note—CN is required for “Username Location in Certificate”.
Certificate Details and Device Credentials are not required for this step.
If you are using an older version of the k170v (versions 1.10 and below), you will need to specify the

Common Name field in the certificate to add a profile. A user with this name must already exist on the
KeySecure appliance. This user does not need to be added to a group.

4. Click Registration Token - New Registration Token.

THALES KMIP ® API S} admin&

Registration Token + New Registration Token

[Z Registration Token Name Token Profile Expires Uses Remaining Used

5. Enter the prefix name of the registration token. For example, iDRAC token.
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Create New Registration *
Token
0 Configure Token Select CA Select Profile Create Token

Use company specific naming conventions when setting up a new token.

Name Prefix@

iDRAC token
Token lifetime@ Certificate Duration@ Client Capacity@
unlimited 730 100

Back Select CA

Figure 44 Enter the token prefix name while creating a new registration token

6. Select Local CAs as the certification authority, and then click Select Profile.

Create New Registration x
Token

o Configure Token @ Select CA Select Profile Create Token
Local CAs

(® /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA

Back Select Profile

Figure 45 Select CA as the certification authority while creating a new registration token

7. Select the profile you created, and then click Create Token.

Create New Registration x
Token

@ Configure Token @ Select CA @ Select Profile Create Token

Client Profile

iDRAC profile +

Back Create Token

Figure 46 Select a profile for creating a new registration token

8. Copy the registration token.
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Create New Registration x
Token

m Configure Token @ Select CA @ Select Profile @ Create Token

nPIhYtLVZE2XcGrg5WAzQ  Copy |l

Figure 47 Copy registration token

9. Navigate back to CipherTrust home page, click Admin settings

10. Click Interfaces -> Click Ellipses next to KMIP interface -> click Edit.
11. Select the Auto Registration check box.

12. Paste the token that you copied into the Registration Token box.
13. Select Enable hard delete

Configure KMIP

Enable hard delete @) Auto Registration Registration Token *

Xt5YnuRbns8isYvQJB80aL4TiRBImZEw2

Mode

TLS, verify client cert, password is needed, user name in cert must match user name in authentication request -

Username Location in Certificate

CN -

Local CA for Automatic Server Certificate Generation

Turn off auto generation from a Local CA -
Local Trusted CAs

CA

/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA n

Figure 48 Paste the token and configure KMIP

Note—Ensure that you disable automatic generation from a Local CA on the Configure KMIP page. If
this option is not disabled, the KeySecure k170v will replace the KMIP server certificate with a new
certificate after rebooting. This option is available under Local CA for Automatic Server Certificate
Generation in the Edit section.

If you are using an older version of the k170v (versions 1.10 and below), you will need to restart KMIP
services. Go to system -> Services -> Restart KMIP
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4.2.2 Configure KMIP Interface

1. Click CA > Create CSR.
The save csr and save private key buttons are enabled.

222 T HALES CipherTrust Manager

B8 Prod . .
roducts External Certificate Authorities

L& Access Management ~

Subject Serial #
£ Keys
© Data Protection ~

> Upload Bxternal Certificate

L Alarms

i= Records ~ Local Certificate Authorities

Sa Admin Settings ~
Subject Serial #
/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA  113498589839509946571059955900228142124

Pending CAs:

CSR Tool

A simple tool for creating CSRs. These CSRs can be used within the CipherTrust Manager environment or for

<+ Create CSR

Figure 49 Create CSR on Thales

Note—By default, the Local Certificate Authority shown in the image is available. If you are using a newer
version of CipherTrust (version 2.3 and above), click Local CA -> Issue Certificate and follow steps below.

2. Enter or select the settings in the Create CSR section.
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Create CSR

Common Name

100.64.24.28

Algorithm Size
RSA - 2048 +
DNS Names (comma separated) IP Addresses (comma separated)

Email Addresses (comma separated)
Name (comma separated)

Encrypt Private Key

Figure 50 Enter setting to create CSR on Thales

Note—If you have used an older version of Gemalto (KeySecure 150v), the “Subject Alternative Name”
field has been split into two separate fields—DNS Names and IP addresses.

In the example above, we have included the IP address of the Next Generation KeySecure in the Common
Name box.

e Algorithm—RSA
e Size—2048

3. Click both the buttons.

Encrypt Private Key

save csr save private key

You must save the Private Key to continue

Figure 51  Saving CSR and Private Key

4. Copy the contents of your CSR and get it signed by your Certificate Authority. In this example, we will use
the certificate authority that is available by default.
(CA = Local Certificate Authority)
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g2 THALES CipherTrust Manager
BB Products e e
External Certificate Authorities
Qa Access Management v
Subject Serial # Activation Expiration
& Keys
© Data Protection v
» Upload External Certificate
4 Alarms
i= Records + Local Certificate Authorities
S Admin Settings v
Subject Serial # Activation Expiration
/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA 113498589839509946571059955900228142124 5 days ago in 10 years

Figure 52 Copy CSR content on Gemalto

5. Select the Certificate Authority (CA).

After you select the CA, the Create New Certificate and Upload and Sign CSR buttons are displayed.

7. Select Upload and Sign CSR, and then upload the contents from the CSR you generated in the above
steps.

(+ Create New Certificate )(3, Upload and Sign CSR )

Figure 53 Upload and Sign CSR on CipherTrust

o

8. Upload the externally generated CSR.

Note—For Certificate Purpose, make sure you select server.

Upload Externally Generated CSR

xfi9|\7/\;HVp>;i;N1277EV)Q207AQ7b’th L7XcRDNGAKXVIOCNDf mjrm+t)r\/e7b774cGVweX7E;CyR
CPv+wOWNCQO7gRYnzata)+GpH7yVzMWO0o0g5zAYgpGRo=

Certificate Purpose

server +

Duration in days

365

Issue Certificate

Figure 54 Issue certificate on CipherTrust

After you click “Issue Certificate”, the certificate becomes available for download on the same page
under “Subject”.
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10. Take the private key you downloaded in the earlier steps and append it to the signed certificate you just
downloaded. An example private key is shown in the screen shot here:

MIIDrDCCAZSgAwIBAgIQLaad7IRq1qWABKNMIL3pZTANBgkqhkiGOwOBAQsFADBa
MQswCQYDVQQGEwJIVUzELMAKGA1UECBMCTUQXEDAOBgNVBACTBOJ 1bGNhbXAXEDAO
BgNVBAoOTBOd1bWFsdG8xGjAYBgNVBAMTEUt1eVN1Y3VyZSBSb290IENBMB4AXDTIX
MTAWOTIWNDIXxOVoXDTIyMTAWOTIWNDIXxOVowFzEVMBMGATUEAXMMMTAwWLjYOLjIO
Lj IAMIGTMA®GCSqGSIb3DQEBAQUAAAGNADCBiQKBgQDCGo3baZil f2xdymghU18P
0gK1uOYHhOA+7eLf0ze7POMQLF9SysbhAkvBSx41JuAgpbmIWQpGuletUzclTSm3
9pHi+itI3I5nS4AWBFN/yMHXjcBtdpgdgQfozlNhR3ftgK07ZeU7Fjxcov@oykDhm
e1tBDxkQX5Xf97SX0UrMéwIDAQABozUwMzAOBgNVHQ8BAf8EBAMCA4gwEWYDVROL
BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADANBgkghkiGOwOBAQsFAAOCAEEA
MsdPI1TMbsfPD9xH3y1tRYM2FVEjnwziu708PyJ89rjLfY846317Wg2A00ejOuHn
LiCn@b+1k+0IHRbItI6UZ6h/TL57x/cJ06g1S/VNhxHi2HRUrDA1gQXLfiBbpgEb
pSOEbToBIH+@MGbibGnBsLcLBDS5hvEVVHXs2cwiWUICrhdRtOVTP8xXKQfmPsoYR
Lj1FF4Rfc1QZ5kEG1U9y8nV+hu0jQ8Nt4fDrNbm/ZR10aN1+3VR8oNtAYrUNaVxa
8hShsa6HOrfo2cEbxLpkOgaednnzEjLghlhxbaoB9cVIXtzG4aDDGODWLSCFgl/u
01P2p/sF1TpPUBEWC8EigHf5SKPkeX1ufQb4SFmWQcePOS+Pb3x8dZyLe@Z1+VY T
V£0zjS8cKtUjnOKU8cmlm/SxjiBaZyE2sX4mIk05xJdz1xvzIztQWv6/ss600CGL
R3Y+3UZDHEMP96P1VEWWQgkYGy sTzN5wmh9ohjmrgnPlwHy jDmm6JfVMutsvfodu
kt/SMck6AS41WCHtC9BNdN5MBO7aLEv25dzIHMC3SSREV2fKow5gXjlcAgq44cEbn
b3HleaBRk178HFCyxcg3eEf5vwe6aF8XoPdJ37bUuctqrpHo8mizDBL/aL6jeP7m
u310T6PjK27/PVonV6tyYxruVGoidiG85FzxejhORm8=

————— END CERTIFICATE-----

MIICXAIBAAKBgQDCGo3baZil f2xdymghU18POqK1uOYHhOA+7elLf0ze7P9MQLFIS
ysbhAkvBSx41JuAgpbmIWQpGuletUzclTSm39pHi+itI3I5nS4WBFN/yMHXjcoOtd
pgdefolehRSfthO7ZeU7Fjxcov@oykDWmeltBkaDXSXf97SXGUrM6wIDAQAB
AoGBAJ4ajw331z+ZTSWgZuluQbJlbugwO7Z+WRio8Dp4SWDT3qe316ZEAhrpk61lv]
2hM1VvU6Cbvt2u34dvy75J2QE1EMO/MU6XNjbHLKQlyPSwB36pnM367QeVWNBY 261
dm99uUIWAQwzCc8GFx1IU5q2WZMKWMyODGtVP1i7/MiOF /9MRAKEA5XY1CHNSKX9y
L1vVvVPQVzgNu80hmeMedMKIWhNC88YRweBCXSXFfadwHEMSrX6sWiNR2jOBkAOvVIFZ
bmsdYjekFQIBANCcHtLOj1lr+xNt0@b8oF9vmXilWWOTwhL 3jxpM8jO0ecN1yMoHBkz8
+xe5V5yhIfbQ93YWzuQD70breZOhar3v7P8CQEz7C4stHAnDcv40iZqrVThpKWQH
h1tk4/B4vKLtuWeAP1+TWekDb7hr8KhKpyDCe432U+uxGzeoPj6SYES/yaECQAZzQ
1sLXFisCouPnQyplRIOHNRbEs1kqPGqZUo7LT5KIuJjh5kw8X7LARYyp8qAuP1M/ i
+B265im1Kx/TZQtA+30CQEZyf1A2wHMOWXIhWjcBHa/kTxEgobDTzeYkkPixztdt
/GrdpmbnBtwSNw1FCmpoysZ7w85ZSd25LYoivP4PBDQ=

----- END RSA PRIVATE KEY-----

Figure 55  Appending the private key on CipherTrust
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11. Save this file and upload it to the KMIP interface.

12. Upload signed certificate and private key to KMIP interface.
a. Click Admin Settings -> Interfaces
b. Click the ellipses symbol next to KMIP interface, and then click Edit
c. After you click Edit, the Configure KMIP screen is displayed

Local Trusted CAs

CA

/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA u

External Trusted CAs

CA

Download Certificate

Upload Certificate

-

Certificate Format

+B265im 1 Kx/TZQtA+30CQEZyfIA2WwHMOWXIhWjcBHa/kTxEgobDTzeYkkPixztdt — N
/GrapmbnBtwSNwIFCmpoysZ7w85ZSd25LYoivP4PBDQ=
----- END RSA PRIVATE KEY---

Password (optional)

Password to the encrypted key

Upload New Certificate

Figure 56 Edit and upload new certificate on Gemalto

. Certificate—Contains the signed certificate contents along with the appended private key.
. Format—PEM

13. Click Upload New Certificate.

14. Click Update

Note—A green check mark is displayed after uploading the new certificate.

If you are using a older version of the k170v (versions 1.10 and below), you will need to restart the KMIP
services.

Go to System -> Services -> Restart KMIP
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Create a user that represents the iDRAC on CipherTrust Manager

1. Click Users = Create New User.

Create a New User

Username Email
S3ST001_R750 email
Password Password Match

+ Length is between 8 and 30 characters « Has atleast 1 uppercase(s) | v Has at least 1 lowercase(s) + Has at least 1 number(s)
« Has at least 1 special character(s)

Require user to reset password on next login
Allow user to login using certificate
Connection (fixed)

local_account

Figure 57 Create iDRAC user on CipherTrust Manager

Note—The username must match the Common Name field in the iIDRAC CSR.

2. After you create this user, add this user to the Key Users group:
a. Click Access Management -> Groups -> search for “Key Users”.
b. Add your newly created user to the group.

Members of the Key Users group

Name User ID Member?
admin local | 96467264-8895-4bea-9a1e-394e1689b3c5

global local|91e776ce-7b9a-457c-be64-90de66002161

S$3ST001_R750 local | 8cb66fa9-b92a-40a1-83¢5-c495a01fffde E

Add

Add

Remove

3 Users

10 per page ~

Figure 58 Add new user to the group on CipherTrust Manager
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4.3 Set up SEKM on iDRAC

Licensing and firmware update

SEKM is a licensed feature with the iDRAC Enterprise or Data Center license as a pre-requisite. To avoid an
additional iDRAC firmware update, it is recommended that the SEKM license is installed first and then the
iDRAC firmware updated to a version that supports SEKM. This is because an iDRAC firmware update is
always required after the SEKM license is installed irrespective of whether the existing firmware version
supports SEKM or not. The existing interface methods for installing license and firmware update can be used
for SEKM.

Set up SSL certificate

The SEKM solution mandates two-way authentication between the iDRAC and the KMS. iDRAC
authentication requires generating a CSR on the iDRAC and then getting it signed by a CA on the KMS and
uploading the signed certificate to iDRAC. For KMS authentication, the KMS CA certificate must be uploaded
to iDRAC.

4.4 Configure SEKM by using the iDRAC GUI

Generate the CSR file

Configure SEKM

Upload the
on De“. EMC same CA used
PowerEdge to sign KMS
Servers using "*"Tg'l;:::f“’

&, iDRAEL GUI
o, aé(
G?C(‘e‘fﬁﬂt,
O g
’o,:, )

€

For the Key Management Server, this workflow will be using the CipherTrust Manager as the Key
Management Server (KMS).

1. Start iDRAC by using any supported browser.
2. Click iDRAC Settings - Services.
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3. Expand the SEKM Configuration menu and click Generate CSR.

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Autherity

Serial Nurmber

Subject Information

Common Mame (CH) RDz4134

Country Cade (CC) us

Locality (L) Round Rock

Organization Name (0} Dell EMC

Organization Unit (OU) 156G

State Texas

Walid From Jun 17 22:51:51 2020 GMT
STEP1 Generate a Certificate Signing Request (CSR)

Generate CSR

Figure 59 Generate CSR on iDRAC

4. Inthe Generate Certificate Signing Requests (CSR) dialog box, enter the certificate information.
5. Click Generate.

The CSR file is generated.
6. Save it to your system.

Generate Certificate Signing Request (CSR) 1]

Instructions: Generate a CSR

Certifying Authority. If you |

Commeon Name (CN) RD24154
Country Code (CC United States ¥
Locality (L Round Rock

Dell EMC

ISG
State Texas
Email* tester@dell.com

L
nclude

DRAC IP Address in CSR nclude

=

Figure 60 Specify CSR properties on iDRAC GUI

7. Get the full CSR file contents signed on the CipherTrust Manager.
8. Download the signed image file, and then upload it to iDRAC.
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MIIC/4CCReYCADRWgYExCaATBgNVEAYTA] VIMO4wDATIV)QIDAVI ZXhhezETMBEG
L1 UEBwwKUmS 1 bmgUmd 5 asEEMARCR 1 UECgwIREV b CEFTIMx DTALEgHVEASMEFRL
30 CTANBGHVEBAMMEG] kemE dHN1 ok cxR14TUT = AcBykghki 5w IBCQENDIR1
£3R1ckBEZRKs LoNvbTCCAS IwDQY TRoZ ThvoRJEBECADggE PADCCADCCggEBAKN]
Tmg33hzKzSrwdtuhSpEethnSn T gT+Manligi 4 SUtnX EkT6aE 1EHKEEE / cRINSTOL
JcBrétegSkIFZdtHnANeEq M1 82 Tuz0ERRFaD] T 7 Omgw tgmBhi dn INT 6¥a+ LWV
1i/0yLyaJ711SKnudUpUEFL S cpYubDSpT112Z5bwilotBklrbLalHpY1c9kEgniae
LEXSghw/kIc+EockUal4 kuWkVEXnr 3xBEpt Cugk¥ne DS EY0boN4LLOCHMFLogple
76vqTYEVnT 20 yinMiepShehy0Thaleizoc¥PeX01k T odenb 3/ alli KETSG1/ KRAZg
VWAV I+m2 ILLNyEC+ SMCAwERRa R pMC oiCEgES Th3DOEIDS 2 aMBgw Q¥ DVROTER Tw
ADALBgNVHOES EBRMCBe Ry QY JEoZ ThycHACELBQRDggERRA DS KELEDD+uliai BLTHa
V3t5LEma s 135071 4bald0nglios THaOvv/ qermEPiWn 0200/ 21 Fkpvuw oY T 1dHI +
ewedZntbal fkvExIDcCRER0/ fUadtMs28+pKlnIFT840sVaTi vAFheaBi38dtod
Kt 3m2 JoUur+eElxt+arugSivuE £t Z2FJEsHleUol 6aK1 cTuBhpmEXi B/ TUmrgF 1L
Epl L¥HSuwLS7E] SlomeBVEE1 G2 Lwk Fz sHVFIwGmz0t /AB21 6UP1 CapHxF02yRdy
kjwHEHE0s 6TnYpToyxISC] 2RmddES 6Z¥YUUED02DLTiALsb k]t fovlpioSpEED21p
16R=

————— END CERTIFICATE RECUEST-————

Figure 61 CSR certificate signed by CipherTrust Manager

Log in to CipherTrust Manager.

2. Click CA - Local Certificate Authority.

Get the CSR file signed by CipherTrust Manager

Local Certificate Authorities

Subject Serial #

/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA 113498589839509946571059955900228142124

Activation

5 days ago

Expiration

in 10 years

Figure 62 Copy Local Certificate properties

3. Click Upload and Sign CSR.

Upload Externally Generated CSR

4pM70MyV7UmBDr+ICqj5SKEKiDOD8rupgSCT+UWGX57BWISbW)I+0cGYNSEX)SBEL
LYBHDT97igMfiO00BIzQS/nLYNXAqGEs8eXeerCWCTjiezxJj3FRM88Yvs9jn

Certificate Purpose

client

Duration in days

365

Issue Certificate

Figure 63 Issue certificate on CipherTrust Manager

Certificate Purpose: client
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Note—After you issue the certificate, it will become available to download and save to your system. It will
be the most recent certificate listed under “Subject”.

4. To upload the file you just got signed by CipherTrust Manager, on the iDRAC GUI, on the SEKM
Certificate page, click Upload Signed CSR.
A message is displayed to indicate the successful upload.
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4.5.1 Download the server CA from CipherTrust Manager and upload to iDRAC
1. On the CipherTrust Manager Ul, click CA.

882 THALES CipherTrust Manager ®
BB Products . e
External Certificate Authorities
Qa Access Management v
Subject Serial # Activation Expiration
£ Keys
© Data Protection v
L Alarms
i= Records +  Local Certificate Authorities
Qs Admin Settings v
Subject Serial # Activation Expiration
/C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA 113498589839509946571059955900228142124 5 days ago in 10 years

Figure 64 Download CA and upload to iDRAC

2. Click the ellipses symbol (...) in the right corner, download, and then save it to your system.
3. Upload it as the KMS CA Certificate on the iDRAC.
A message is displayed to indicate that the upload was successful.

KMS CA Certificate Upload
Serial Numbsr 0o
Subject Information Issuer Information
Common Name (CN) Local CA Common Name (CN)
Country Code (CC) uUs Country Code (CC)
Locality (L) Round Rock Locality (L)
Organization Name (C) Dell EMC Organization Name (C)
Organization Unit (OU) 1SG Organization Unit (OU)
State Texas State
Valid From Apr 6 21:31:28 2020 GMT Valid To

STEP 1 Log into the Key Management Server and download the Key Management Server Certifying Authority(CA) Certificate. @@

STEP 2 Upload the KMS CA Certificate.

Figure 65 Upload KMS CA certificate to iDRAC
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4.6 Configure the Key Management Server (KMS) settings on iDRAC

1. Enter or select data in the fields, and then click Apply.

v SEKM Configuration

KMS Information

Set-up upstream communications with the Key Management Server.

KMS (IP Address or FQDN)*

Port Mumber* 5595
Redundant KMS Information

Port Number 5696

Redundant KMS 1 (IP Address or FQDN)

=+ Add Redundant KMS

Figure 66 Configure KMS on iDRAC

Note—The User ID and Password fields (if applicable) must match the user you've created on the Next
Generation KeySecure in the steps above.

2. Go to the Job Queue page and ensure that the job ID is marked as successfully completed.
3. If you see any job status failures, view Lifecycle Logs for more information about the failure.

© information
RACO&09: The job JID_925070986474 has been successfully added to the job quaue.

The status of jobs can be viewsd on the Job Queue page.

ome | o

Figure 67 Create job to Configure KMS on iDRAC

4. Go to the Job Queue to check the job status.

Job Queue
O bw Job Status
+ [ RID_319130367938 Reboot: Power cycle Reboot Completed (100%)
+ [ RID_319007247652 Reboot: Power cycle Reboot Completed (100%)
4+ O RID_919000641413 Reboot: Power cycle Reboot Completed (100%)
+ 0O JiD_925070986474 SEKM Status Change Completed (100%)

Figure 68 Check the status of job for creating a job to Configure KMS on iDRAC
The IDRAC SEKM configuration is completed.
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4.7 Enable SEKM on the iDRAC PERC

1. On the iDRAC GUI, click Configuration — Storage Configuration.
2. Select your storage controller.
3. Expand Controller Configuration.
4. From the Security (Encryption) down-down menu, select Secure Enterprise Key Manager.
5. Click Add to Pending Operations.
Configuration Current Value
Controller Mode RAID hd
Patrol Read Mode Auto b
Patrol Read Rate 30 E
Manual Patrol Mode Action Action v
Patrol Read Unconfigured Areas Enabled w
Check Consistency Mode Norma hd
Copyback Mode on v
Load Balance Mode Auto hd
Check Consistency Rate 54 %
Rebuild Rate 30 %
BGI Rate 30 =,
Reconstruct Rate 30 %
Enhanced Auto Import Foreign Config Disabled v
Security (Encryption Status) Mone
Securrty (Encryption) Secure Enterpnse Key Manager v

Figure 69 Enable SEKM on iDRAC PERC

6. Select At Next Reboot.
A message is displayed indicating that the job ID is created
7. Go to the Job Queue page and ensure that this job ID is marked as Scheduled.
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8. Restart the server to run the configuration job.

© nformation

RACO509: The job JID_825072810726 has been successfully added to the job gueue.

The status of jobs can be viswed on the Job Qusue page.

roome ] o

Figure 70 Start a job to Enable SEKM on iDRAC PERC

9. Go to the Job Queue to view the scheduled job

10. After restarting the server, the configuration job is run in the Automated Task Application to enable SEKM
on the PERC. The server is automatically restarted.

11. After the POST or Collecting Inventory operation is completed, ensure that the job ID has been marked
as Completed on the Job Queue page.

Job Queue
O bw Job Status
+ O Reboot: Power cycle Reboot Completed (100%)
+ O Reboot: Powsr cycle Reboot Completed (100%)
+ O Reboot: Powsr cycle Reboot Completed (100%)
+ O Configure: RAID ntegrated. -1 Completed (100%)
+ O JID_924350003403 SEKM Status Change Completed (100%)

Figure 71 Check the status of job to Enable SEKM on iDRAC PERC
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4.8 Ensure SEKM is enabled on iDRAC PERC
1. On the iDRAC GUI, click Storage > Overview.
2. Expand your storage controller and ensure the following statuses:

e Security Status = Security Key Assigned
e Encryption Mode = Secure Enterprise Key Manager

= Controllers

Rollup Status Name Device Description
+ BOSS-S1 AHCI controller in slot 3
- PERC HT40P Mini (Embedded) Integrated RAID Controller 1

Advanced Properties

Status
Controller Mode RAID
Security Status Sscurity Key Assigned
ncryption Made Securs Enterprize Key Manager
SAS Adoress Ox54CD9EF0T0122D00
Cl Wendor 1D 0x1000
PCI Subvendor 1D 0x1028

Figure 72 Ensure SEKM is enabled on iDRAC PERC

4.9 Viewing the iDRAC key ID on CipherTrust Manager

HH THALES CipherTrust Manager
EB Products
Keys
Sa Access Management ~v
Name ~
© v Filters ® Basic Raw
A Alarms
[ Types v ] [ Size v ] [ Status
i= Records v
Latest Version Onl
L& Admin Settings v tJ M
Key Name Version Owner
4 ks-a1f21db64d4347838768fc285a94185a57¢31bc6850... 0o local | X004_R840
4 ks-7f59eabbc0384aebbdf568301c1e00821af969a26dd... (0] local | X004_R840

Figure 73 View iDRAC key ID on CipherTrust Manager

The SEKM setup operation is completed. You can now start creating locked RAID volumes and perform key
exchanges.
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Configure SEKM solution by using iDRAC RACADM CLI

In this workflow example, IDRAC RACADM is used to set up the complete SEKM solution for iDRAC.

1. Configure iDRAC SEKM certificate attributes. These must be configured first before you generate a CSR
2. To set each attribute, run the SET command. The examples here use the default iDRAC username and
password (root/calvin)

3. Replace it with an appropriate iDRAC username and password set up on the PowerEdge server

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac.sekmcert
[Key=idrac.Embedded.1#SEKMCert.1]
#CertificateStatus=NOT_PENDING
CommonName=

CountryCode=

EmailAddress=

LocalityName=

OrganizationName=
OrganizationUnit=

StateName=

SubjectAltName=

Userld=

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert. CommonName idrac-
PTC8502

[Key=idrac.Embedded.1#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert.CountryCode US
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120-u root -p calvin --nocertwarn set idrac.sekmcert.EmailAddress
tester@dell.com

[Key=idrac.Embedded.1#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert.LocalityName "Round
Rock"

[Key=idrac.Embedded.1#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert.OrganizationName "Dell
EMC"
[Key=idrac.Embedded.1#SEKMCert.1]
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Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert.OrganizationUnit "ISG"
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.sekmcert.StateName Texas
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

4. Generate a CSR by getting the CSR contents signed on the Key Management Server
5. Download the signed file, and then upload it back to iDRAC. Run the following at the RACADM CLI:

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sslcsrgen -g -t 3 -f sekm_csr
CSR generated and downloaded from RAC successfully

6. Upload the CSR certificate to the iDRAC. Run the following command at the RACADM CLI:
C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sslcertupload -t 6 -f
signed_sekm_ssl_cert.pem
Certificate successfully uploaded to the RAC.

7. Upload the Server CA file to the iDRAC

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sslcertupload -t 7 -f server_ca_new.pem
Certificate successfully uploaded to the RAC.

8. Configure Key Management Server settings on iDRAC

Note — Ensure you have a user created on the Key Management Server (KMS) you will be using for key
exchange with the iDRAC. For the username, make sure it matches the same value in the CSR certificate
property you selected for the KMIP Username field in client certificate Authentication Settings.
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9. Run the following command at RACADM CLI:

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac.kms
[Key=idrac.Embedded.1#KMS.1]
NiDRACPassword="******* (\Nrite-Only)
iDRACUserName=
KMIPPortNumber=5696
PrimaryServerAddress=
RedundantKMIPPortNumber=5696
RedundantServerAddress1=
RedundantServerAddress2=
RedundantServerAddress3=
RedundantServerAddress4=
RedundantServerAddress5=
RedundantServerAddress6=
RedundantServerAddress7=
RedundantServerAddress8=
Timeout=10

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac.kms.iDRACUserName idrac-
PTC8502

[Key=idrac.Embedded.1#KMS.1]

Object value modified successfully

C:\>racadm -r 192.168.0.120-u root -p calvin --nocertwarn set idrac.kms.iDRACPassword Dell123!
[Key=idrac.Embedded.1#KMS.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sekm enable
SEKMO0212: The operation is successfully started.

To view the status of a job, run the "racadm jobqueue view -i JID_348909866879" command at the
Command Line Interface (CLI).

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn jobqueue view -i JID 348909866879
JOB

[Job ID=JID_348909866879]

Job Name=SEKM Status Change

Status=Completed

Scheduled Start Time=[Not Applicable]

Expiration Time=[Not Applicable]

Actual Start Time=[Not Applicable]

Actual Completion Time=[Not Applicable]

Message=[SEKMO020: The SEKM feature on the iDRAC is enabled.]

Percent Complete=[100]
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C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sekm getstatus
SEKM Status = Enabled
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Configure SEKM using Server Configuration Profile (SCP)

In this workflow example, the Server Configuration Profile feature is used to set up complete SEKM solution
for iDRAC.

1. Using SCP, import the signed SSL certificate, Server CA, iDRAC KMS attributes
2. Enable SEKM on iDRAC

For the signed SSL certificate, a CSR is already generated, signed on the Key Management Server, and then
downloaded. The Server CA is also downloaded from the Key Management Server.

3. In the SCP, copy the contents of the signed SSL certificate and Server CA as shown in the example SCP
file below.

4. SCP example for configuring iDRAC SEKM configuration

This SCP file has been edited to show you only the SEKM configuration changes required to enable SEKM on
iDRAC:

<SystemConfiguration Model="PowerEdge R750" ServiceTag="JHK6TYG" TimeStamp="Fri Oct 22 03:55:37
2021">

<Component FQDD="iDRAC.Embedded.1">

<Attribute Name="SEKM. 1#IPAddressInCertificate">Disabled</Attribute>
<Attribute Name="SEKM.1#SEKMStatus">Enabled</Attribute>

<Attribute Name="SEKM.1#KeyAlgorithm">AES-256</Attribute>

<Attribute Name="SEKM.1#Rekey">False</Attribute>

<Attribute Name="SEKM.1#KMSKeyPurgePolicy">Keep All Keys</Attribute>
<Attribute Name="SEKM. 1#AutoSecure">Disabled</Attribute>

<Attribute Name="KMS.1#PrimaryServerAddress">100.64.40.167</Attribute>
<Attribute Name="KMS.1#KMIPPortNumber">5696</Attribute>

<Attribute Name="KMS.1#RedundantServerAddress1"/>

<Attribute Name="KMS.1#RedundantServerAddress2"/>

<Attribute Name="KMS.1#RedundantServerAddress3"/>

<Attribute Name="KMS.1#RedundantServerAddress4"/>

<Attribute Name="KMS.1#RedundantServerAddress5"/>

<Attribute Name="KMS.1#RedundantServerAddress6"/>

<Attribute Name="KMS.1#RedundantServerAddress7"/>
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<Attribute Name="KMS.1#RedundantServerAddress8"/>

<Attribute Name="KMS.1#Timeout">10</Attribute>

<Attribute Name="KMS.1#iDRACUserName">idrac-PTC8502</Attribute>

<Attribute Name="KMS.1#iDRACPassword">Dell123!</Attribute>

<Attribute Name="KMS.1#RedundantKMIPPortNumber">5696</Attribute>

<Attribute Name="SEKMCert.1#CommonName">idrac-PTC8502</Attribute>

<Attribute Name="SEKMCert.1#OrganizationName">Dell EMC</Attribute>

<Attribute Name="SEKMCert.1#OrganizationUnit">ISG</Attribute>

<Attribute Name="SEKMCert.1#LocalityName">Round Rock</Attribute>

<Attribute Name="SEKMCert.1#StateName">Texas</Attribute>

<Attribute Name="SEKMCert.1#CountryCode">US</Attribute>

<Attribute Name="SEKMCert.1#EmailAddress">tester@dell.com</Attribute>

<Attribute Name="SEKMCert.1#SubjectAltName"/>

<Attribute Name="SEKMCert.1#Userld"/>

<Attribute Name="SecurityCertificate. 1#CertData">-----BEGIN CERTIFICATE-----
MIIFgTCCA2mgAwIBAgIQbL1BtEWBL3fNQCM|T47 TDANBgkghkiGOWOBAQsFADBa
MQswCQYDVQQGEwJVUzELMAKGATUECBMCTUQXEDAOBgNVBACTBOJIbGNhbXAXEDAO
BgNVBAoTBOdIbWFsdG8xGjAYBgNVBAMTEUtleVNIY3VyZSBSb290IENBMB4XDTIx
MDYyMzEOMDUON10XDTMxMDYyMTEOMDUON 1owW]ELMAKkGA1UEBhMCVVMxCzAJBgNV
BAgTAk1EMRAwWDgYDVQQHEwdCZWxjYW1wMRAwDgYDVQQKEwdHZW1hbHRVMRowGAYD
VQQDEXFLZXITZWN1cmUgUm9vdCBDQTCCAilwDQYJKoZIhveNAQEBBQADggIPADCC
AgoCgglIBANbjXWXrloVYosJiwxpSz2fCXGLWQQfUIF CEwUPFw+R8fAO29ISo6tHa
sQ3Tx+QMZIFEa9DaZbhcuOyQsolUoG1V+0BpZSvx1+QTVcO6PRM8Tv3RD75xI36Y
KDQXxJoABB414laHM9pyAmkl1dnHs7wQhHBrb7PBW8O0I2+Qzk3CDAyaa4t/s332/
KIDQs18JTBHceMnNEdXkG9rVcYmpjZXvrhjYHSvWwVoGZWCtzuKvszL6NOK]j7ruUT
ug2WSSBRjiwPSysJNtubcGNravOm4FCgSNZiOv1bgKFTBqOIXgamhScjylHGkrFm
a071v10mDtjih7c69gtOQG+yyCKPkNrxh5CVEU7yoJDWa1ak7TJaiYczH2cvMDY2
3rouFWdfeMOE4EQ5kM5KvVLXzygM8F xzZE3XkrekFw+6kOZuZmfOFoptQYATOaQpK

xGrTWGjlcAInoQDgINGjZFD70y/mf01JkS/UWtdX0yZysw/iNDzgmh7ELy9dsR2s
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PkXyMIAOVW!/ydIFRcY+s32kMgRXIFKgy8vuyPMLhIi/tMGNpvJ4N6vnjzHfDpsWK
d5n/T7tDMAf/zImUSvwhtsHkMnXyCPpAR/uVW5DMwbfod6TCJs7ofIFpsSptkw53
UDL7ThX9klgOOWV5FbGBIY10fNMeX6LIwJ+v3A1VVNFNiYXCUTA/AGQMBAAGjQzBB
MA4GA1UdDwEB/WQEAwIBBJAPBgNVHRMBAfSBEBTADAQH/MB4GA1UdEQQXMBWBE3N1
cHBvcnRAZ2VtYWx0by5jb20wDQY JKoZlhveNAQELBQADggIBANFZGyBqQ6u26G/C
P2vhir5i3UrlOyLF C+erX2IGU68GFloHF26ZKBej3kAkFiGnaThR3vjOlj2crM6+
PZIyW/JTpmBa0OaVfyfVIKytOmkXXM27bPheeBInDPOFfgJROG7xiMfMKRdDwMJ+B
iyYX+rHO8xc72e7FUnF72dUN1AK+2sLvaF SAWYWQ/Aj2Dm5gXxRqw3YPtToax3m1
c+O3Wb5jCW01s+7w+E74CPRCIiFISRsP23gDJV3xGbMF7pTwJEDzIQTtrXT5DX0OXa
07yJm9Uyw5QF589agesVybH8KsJJZLN+wW75NHUp+OnTuC/gy8viccaYzCCXuqGH
R3aX/k9UBkaOcAI9MEbGHN7XwsJWKsyWHtsCqJKyGvo9+48kgg0dximWDwUBMB;jx
tPOIMOMOLCcgE3xB72L20tpNZHIU/4w87sLVxPJyrDRT+Zn1zjFdBDGUdANEW2di+2
gqW1xwoy8TQK/cOKC5/cMQVqQr4PriRTBhnUSWD SfQ/fuiyGmU+L9/LOrjL/S2/8C
RTsQzOmQC+1ADOXHedMFPhsRZcMTZgSWXThERr46ZiuO+yvBvh5rfvNf6JH+LLL
uwpUDmwzRF3rmXqGzeuk0ou620kQuylK4nnyii3GsCgq/Z0On6Gqz+afcUoCPN39n
6CTqqYiFHUXI4pZJrrXhQ+Vkxh6t

————— END CERTIFICATE-----</Attribute>
 1CkKMI62gLdCcoKB3ASWz5FyDYmDn8ql7 TKvp3g

THDYCNKCsr4z3eVdQcJwvILzV3PnvObNdBNwi0GjC24P70/VhPSjZMFvg6x/3mcn
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wj/bec3BrxbxGT24koxpyip24wgJ829qA064R1Z6fWPGiZhBMY8h0r3BXG6uVzHG1
2Ue2FoqYBocs9EkKUmM7RB5Ia3m0g7B2nVRggc5UCqgXelYBmdzVhdU4XoJ5z11Gtpb
dpLQQZIKrapKBGC2nfrL3RVPAzDOe6hWnQIDAQABozUwMzAOBgNVHQE8BAfSEBAMC
A4gwEWYDVROIBAWWCgYIKwYBBQUHAwWIwWDAYDVROTAQH/BAIWADANBgkghkiGOwW0OB
AQsFAAOCAgEAMDs2mfdD1N2POKvDOcbfhUX8/edAyBDEEe+ylXAplgPiJ/HISWU4
LGUdDNVg6NKGBoXyQKePxP8fcR35xN6MSzThM8tRRR32TFfRelNxmfGB2YeyngY8
aZ8eFg405+sbYyV/josXfbr27mryuWy4KuDUgtzUrZnP5waKpS6ZpkqgXvA+hS7
TEtj7THZIWF6PWMy6rdbwOKSVzZUgOBFTh6bS062qY SFx+jxclaZHEBYCmT+g1mPN
K+AjbXi41YeMVa5iXrFIsQt8jNIU+XVt5yyO4AH+50ZQPJ6YIveTOr9lec0Bdn43
Ac4PlazRyTQ7iCAtdYOFKItDQZwvaodSzUe8/NxzanGnCjhNdR/SfZ7+Fe7fONFd
gc3KrrD8n2+iuwAXWGdEeFres1JV]LEDGM2UwmcUK3wOUUaaJHMGCyg2WylgWZO0l
DV7LIyQEaBpHIBxIdQFHdPs44S/LtnGUxXTZHPUELVIGcLvQmM/+GPt49m0tnVX40
HmMXJNEYdTaKYYvrdCLcec+TfDp7wJICNspgT1Wfaw+pthGréuHyAdXcBzH3Cg1V
330zhpRDxvolSYexvgLbHOdHIVI8P+srORZm7v8bB54qlrb//1UJBtlyJ5sI7/IR
rSEXSX3hC04a+BVoYAhzLf1ZVPpOsX+agKJQv8osHIMqze9lf2nI8qE=

————— END CERTIFICATE-----</Attribute>

<Attribute Name="SecurityCertificate.2#CertType">SEKM_SSL_CERT</Attribute>
</Component>

</SystemConfiguration>

5. Run the RACADM set command to import this SCP file which is located on a HTTP share

6. Ensure the SCP import job is marked as completed.
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7. Check to validate iDRAC SEKM is enabled, SEKM SSL and KMS server certificates are installed.
C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn ssicertview -t 7
Serial Number : 6CBD418ED13004BDDF35008C8D3E3B4C

Subject Information:

Country Code (CC) :US

State (S) : MD

Locality (L) : Belcamp

Organization (O) : Gemalto

Organizational Unit (OU) : Not Available
Common Name (CN) : KeySecure Root CA

Issuer Information:

Country Code (CC) :US

State (S) : MD

Locality (L) : Belcamp

Organization (O) : Gemalto

Organizational Unit (OU) : Not Available
Common Name (CN) : KeySecure Root CA
Valid From :Jun 23 14:05:47 2021 GMT
Valid To :Jun 21 14:05:47 2031 GMT

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sslcertview -t 6
Serial Number : D3A4EE0676049B17ED51F94F89A5C 185

Subject Information:

Country Code (CC) :US

State (S) : Texas

Locality (L) : Round Rock
Organization (O) : Dell EMC
Organizational Unit (OU) : ISG

Common Name (CN) :RD24154_R640

Issuer Information:

Country Code (CC) :US

State (S) : MD

Locality (L) : Belcamp

Organization (O) : Gemalto

Organizational Unit (OU) : Not Available
Common Name (CN) : KeySecure Root CA
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Valid From : Oct 20 19:29:08 2021 GMT
Valid To : Oct 20 19:29:08 2022 GMT

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sekm getstatus
SEKM Status = Enabled
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14 IDRAC initiated KMS key purge

This section describes the ability for iDRAC to purge unused keys at the Key Management Server (KMS).

As part of the SEKM solution, iDRAC allows users to rekey the secured storage devices on the server. Every
time a rekey operation is request, iDRAC generates a new key at the KMS to rekey all the storage devices on
the server to this newly generated key. The old key continues to remain at the KMS. Over time the number of
unused keys at the KMS continues to grow — the problem gets compounded when users have multiple
iDRACs with SEKM enabled.

1. Configure KMIP to delete keys

The following setting must be enabled on the CipherTrust Manager KMS so that when iDRAC requests a key
to be deleted at the KMS the metadata associated with the key is also deleted. If this setting is not enabled,
then the key is deleted but the key ID associated with the key is still retained and displayed at the KMS.

Configure KMIP

Enable hard delete o Auto Registration Registration Token *

gaPp0zZ93m1XbXEx36ypjDf3nWI2gQa3T0

Note: This setting is not required on other supported Key Management servers.
2. Key Purge Policy

iDRAC will provide a policy setting that will allow users to choose if they wish iDRAC to purge old unused
keys at the KMS when they perform a Rekey operation. iDRAC attribute KMSKeyPurgePolicy can be set by
the user to one of the following values:

o Keep All Keys - this is the default setting and is the existing behavior where iDRAC will leave all
the keys on the KMS untouched.

e Keep N and N-1 keys — iDRAC will delete all keys at the KMS except the current (N) and
previous key (N-1).

Below is an example of setting this attribute using the RACADM interface.

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac. SEKM.KMSKeyPurgePolicy
[Key=idrac.Embedded.1#SEKM.1]

KMSKeyPurgePolicy=Keep All Keys

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac. SEKM.KMSKeyPurgePolicy "Keep N and
N-1 Keys"

Object value modified successfully
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C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac. SEKM.KMSKeyPurgePolicy
[Key=idrac.Embedded.1#SEKM.1]

KMSKeyPurgePolicy=Keep N and N-1 keys

On a Rekey operation, iDRAC will check the policy and purge keys as per the policy and log a message to
LCL to indicate success or failure.

Below is an example of a LC log entry after a Rekey operation with the Purge policy set to “Keep N and N -1
keys”:

SEKMO036 The Key Purge operation is successfully completed at the KMS. 5 keys are
purged.

3. Purge Old keys

Once iDRAC key purge policy is set, iDRAC will tag keys it generates using the server service tag. This
allows iDRAC to identify keys that it has generated and purge them. But users may have keys generated by
an older firmware version of iIDRAC that do not have a server service tag associated with them. To purge
such keys iDRAC attribute KMSPurgeOldKeys has been added with a default value of Disabled. Users can
set the value of this attribute to Enabled and when they perform a Rekey operation, iDRAC will delete all old
keys it has access to that do not have a server service tag associated with them. Once iDRAC is done with
the delete process, it will reset the value of this attribute back to Disabled.

Warning: If users have shared keys between different iDRACs or if the keys from other iDRACs are in the
same KMS Domain all such keys will be deleted.

Below is an example of setting this attribute using the RACADM interface.
C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac. SEKM.KMSPurgeOldKeys
[Key=idrac.Embedded.1#SEKM.1]

KMSPurgeOldKeys=Disabled

C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn set idrac. SEKM.KMSPurgeOldKeys "Enabled"

[Key=idrac.Embedded.1#SEKM.1]

Object value modified successfully
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C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn get idrac. SEKM.KMSPurgeOldKeys
[Key=idrac.Embedded.1#SEKM.1]

KMSPurgeOldKeys=Enabled

NOTE: Make sure the user that represents your iDRAC on the KMS is not configured as a Key Admin during
KMSPurgeOldKeys operation.

4. KMS Key Purge on SEKM disable

This section describes ability for IDRAC to purge unused keys at the Key Management Server (KMS) when
SEKM is disabled.

As part of the SEKM solution, iDRAC allows users to disable SEKM on iDRAC. Once SEKM is disabled on
iDRAC, the keys generated by iDRAC at the KMS are unused and remain at the KMS. This feature is for
allowing iDRAC to delete those keys when SEKM is disabled.

iDRAC will provide a new option “-purgeKMSKeys” to existing legacy command “racadm sekm disable” which
will let users purge keys at the KMS when SEKM is disabled on iDRAC.

NOTE: If SEKM is already disabled and you want to purge old keys, you must re-enable SEKM, then disable
passing in option -purgeKMSKeys

Below is an example of running this command using the RACADM interface.
C:\>racadm -r 192.168.0.120 -u root -p calvin --nocertwarn sekm disable -purgeKMSKeys

On a SEKM disabled operation, iDRAC will check the additional option and purge keys which are tagged with
server service tag, log a message to LCL indicating success or failure. Old keys that were generated with no
server service tag can be deleted by iDRAC as part of SEKM disabled if user sets the KMSPurgeOldKeys
attribute to Enabled.”
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Troubleshoot issues while setting up SEKM on iDRAC

This section addresses some of the common issues encountered when using SEKM.

| installed the SEKM license, but | cannot enable the SEKM on
iDRAC?

Make sure you update the iDRAC firmware after you install the SEKM license. This is required even if you
had a SEKM supported iDRAC firmware version prior to installing the SEKM license.

| set up the KMS information and uploaded SEKM SSL certificates,
but | am still unable to enable SEKM on iDRAC?

There are many possible reasons why iDRAC is unable to enable SEKM. Check the SEKM enable job Config
Results for information about the job failure. Also, check the Lifecycle Controller logs for possible reasons for
failure to enable SEKM. Also, check the following SEKM settings:

e Ensure that the:
o Primary and Redundant KMS IP addresses are correct
Primary and Secondary KMIP port numbers are correct.
KMS CA certificate is the same as the one used to sign the KMS Server certificate.
CA used to sign the iDRAC CSR is in the Trusted CA list on the KMS server.
SSL Timeout value is large enough to allow iDRAC to be able to establish the SSL connection to
the KMS.
o User name of the iDRAC account on the KMS is entered in the correct field—It should match the
value chosen in the “Username field in the Client Certificate” authentication property on the KMS.
o If the “Require Client Certificate to contain Source IP” option is enabled on the KMS then ensure that the
iDRAC CSR contains the IP address in the Common Name field.

o O O O

| am unable to switch PERC to SEKM mode?

o Make sure the PERC firmware has been upgraded to a version that supports SEKM.
o Make sure the SEKM status on iDRAC is Enabled. You can use the “racadm sekm getstatus”
command to see the current SEKM status.

| set up SEKM on iDRAC and PERC and rebooted the host, but
PERC shows the Encryption Mode as SEKM Failed?

The primary reason for this is that the PERC could not get the key from the iDRAC. In this case the iDRAC
SEKM status will change to Failed. Therefore, refer to the troubleshooting tips mentioned earlier and make
sure iDRAC can communicate to the KMS.
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| checked the SEKM status on iDRAC and it shows “Unverified
Changes Pending”. What does that mean?

This means that changes were made to the SEKM settings on iDRAC, but these changes were never
validated. Use the racadm command “racadm sekm enable” to enable SEKM to ensure that iDRAC can
validate the changes made and set the SEKM status back to either Enabled or Failed.

| changed the KMIP authentication settings on the KMS and now
IDRAC SEKM status has changed to “Failed™?

e If you changed the user name or password of the iDRAC account on the KMS then make sure you
change the corresponding properties on the iDRAC as well and enable SEKM.

e If you changed the value of the “Username field in the Client Certificate” option on the KMS, then you
need to generate a new CSR from iDRAC by setting the appropriate CSR property to the username, get
the CSR signed by the KMS CA and then upload it to iDRAC. For example, if you change the value of the
“Username field in the Client Certificate” option on the KMS from “Common Name” to “Organizational
Unit” then generate a new CSR by setting the OU property to the iDRAC KMS username, sign it using the
KMS CA and then upload it to iDRAC.

e If you enabled the “Require Client Certificate to contain Source IP” property on the KMS then generate a
new CSR by selecting the “Include iDRAC IP Address in CSR”, sign it using the KMS CA and then upload
it to iDRAC.

| moved a SED from one SEKM enabled PERC to another SEKM
enabled PERC on another server and now my drive shows up as
Locked and Foreign. How do | unlock the drive?

Because each iDRAC is represented on the KMS by a separate user account, the keys created by one
iDRAC are by default not accessible to another iDRAC. To enable the other iDRAC to get the key generated
by the first iDRAC and provide it to PERC to unlock the migrated SED, create a Group to include the two
iDRAC usernames and then give the key group permissions so that the iDRACs in the group can share the
key. The steps to do this for the Gemalto KeySecure are described below.

1. Log in to the KeySecure Management Console and click Users and Groups - Local Users and

Groups.

To create a new group, click Add in the Local groups section.

Select the newly created group and click Properties.

In the User List section, click Add, and then add both the iDRAC user names to this group.

After the group is created, click Security > Keys.

Identify the key created by the first IDRAC using the iDRAC unique user name.

Select the key and click Properties.

Click the Permissions tab, and then click Add under Group Permissions.

Enter the name of the newly created Group in step 2 above.

0. Remove and insert the drive to initiate a key exchange.
Now the second iDRAC should be able to get the key and provide it to PERC to successfully unlock the
drive. The SED should appear as Foreign and Unlocked, and now you can import or clear the foreign
configuration on the drive.

20N~ WD
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The steps to do this for the CipherTrust Manager k170v are also described below.

1. Log in to the CipherTrust Manager and click Keys and Access Management -> Groups.

To create a new group, insert the name of your new group in the Create New Group section, then click

Add.

Select your newly created group and add the desired users to the group.

4. After the group is created and the users are added, click Keys to identify the key you want to be shared
between iDRACs.

5. Select the desired key, click Edit then find your newly created group and add the key to the group, then
click Update.

w

8.8 | moved a SEKM enabled PERC to another server and now my
PERC encryption mode shows as SEKM Failed. How do | enable
SEKM on the PERC?

Follow the steps outlined in | moved a SED from one SEKM enabled PERC to another SEKM enabled PERC
on another server and now my drive shows up as Locked and Foreign. How do | unlock the drive? and restart
the host.

8.9 What key size and algorithm is used to generate the key at the
KMS?

In this release, iIDRAC uses the AES-256 to generate keys at the KMS.

8.10 | had to replace my motherboard. How do | now enable SEKM on
the new motherboard?

After a mother board replacement, the Easy Restore feature will restore the SEKM license and all SEKM
attributes to the newly replaced iDRAC. But it will not restore the SEKM certificates as these are iDRAC
specific.

1. Update the iDRAC firmware to a version that supports SEKM. This is irrespective of the version that came
with the new iDRAC.

Generate a CSR on the new iDRAC, get it signed by the KMS CA, and then upload it to the new iDRAC.
Upload the KMS CA certificate to iDRAC.

Enable SEKM on the new iDRAC.

Ensure that the job is successfully completed.

aokrowbd

8.11 Il replaced a SEKM enabled PERC with another PERC and now |
see that the new PERC encryption mode is None. Why is the new
PERC encryption mode not SEKM?

On a Part Replacement, iDRAC will set the encryption mode of the new PERC to SEKM only if the firmware
version on the new PERC is SEKM capable. Make sure that the replacement PERC has a firmware version
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that supports SEKM. If not, then perform a firmware update of the PERC to a version that supports SEKM and
then check the PERC encryption mode.

| replaced a SEKM enabled PERC and now | see that iDRAC has
generated a new key. Why was the key from the original PERC not

used?

Each PERC needs its own key for SEKM — so when a PERC is replaced the new PERC will request iDRAC to
create a new key and it will use the old key to unlock the drives and then rekey them with its own new key.
Hence you will see iDRAC creating a new key after PERC part replacement.

| am unable to rollback iDRAC firmware — what could be the reason
for rollback to be blocked?

Make sure that there are no storage devices that are in SEKM mode. iDRAC will block a rollback to a version
that does not support SEKM if there are any storage devices that are in the SEKM mode. This is to prevent
data lockout since after rollback iDRAC will not be able to provide keys to the storage devices to be unlocked.

| rebooted the host and key exchange failed because of a network
outage and the PERC is in SEKM failed state. The network outage
has been resolved — what do | need to do to put PERC back in
SEKM mode?

Ideally, you do not have do anything because iDRAC will periodically try to connect to the KMS. After the
network is started, iDRAC should be able to connect to the KMS, get the keys and provide them to PERC,
and put it back in the SEKM mode. After five minutes, if the PERC is still in SEKM Failed state then reboot the
host and check if key exchange is successful.

| would like to change the keys on a PERC—is that possible?

Yes, iDRAC allows a rekey operation, with which, you can rekey all storage devices supported for SEKM or a
specific storage device. These rekey operations are supported by using either iDRAC GUI, RACADM, or
Server Configuration Profile (SCP).

| did a system erase, but the PERC encryption mode continues to
show as SEKM

This is an expected behavior—system erase does not change the encryption mode of the storage controller.
To delete security on the PERC, use any of the supported iDRAC interfaces and switch the PERC encryption
mode to None.

| cannot switch PERC to SEKM mode when it is in LKM mode

This is an expected behavior—switching from LKM to SEKM mode is currently not supported.
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| migrated an SED, locked by a PERC in LKM mode, to a PERC in
SEKM mode. The drive is indicated as Locked and Foreign. Why

was it not unlocked?

This is an expected behavior. Because the SED was locked by a PERC in LKM mode, it must be unlocked
manually by providing the LKM passphrase by using any of the IDRAC interfaces. After unlocking, the foreign
configuration on the drive can be imported, and then the drive will be locked by the SEKM key.

| cannot switch PERC to SEKM mode when it is in eHBA personality

mode
This is an expected behavior. In eHBA personality mode, the SEKM encryption mode is not supported.

Where can | get more information about any type of failures when
setting up SEKM or for key exchange failures, successful key

exchanges or rekey operations?

In all these cases, refer to the iDRAC Lifecycle logs for detailed log entries. Alongside checking iDRAC
Lifecycle logs for detailed log entries, check logs on the key management server for any key exchange
activity.

Will SEKM key exchange functionality continue to work after | delete
the SEKM license?

Yes, SEKM key exchange will continue to work even if the SEKM license is deleted.

NOTE: Updating the iDRAC firmware without a SEKM license will cause iDRAC to lose SEKM functionality.
To recover from this, re-install the SEKM license and update the iDRAC firmware again to restore SEKM
functionality.

Will SEKM key exchange functionality continue to work after an
IDRAC reset?

SEKM key exchange will continue to work after a racreset, as long as the SEKM attributes and certs on
iDRAC are still valid.

NOTE: racresetcfg will be blocked while SEKM is enabled. To perform a racresetcfg operation, you will need
to disable SEKM on iDRAC first.

SEKM key exchange failed after a warm reboot but the drives part of

my secured volumes are still online and secured?

Drives will not lose power on a warm reboot and will stay Online and Unlocked. Only during a cold reboot will
the drives lose power and become Foreign and Locked.
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.
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