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Abstract

Dell EMC Open Manage Integration for VMware vCenter (OMIVV) supports
driver and firmware updates of vVSAN clusters. This technical white paper
illustrates how OMIVV can be used to manage vSAN clusters.
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Terminology

Terminology Description

OMIVV OpenManage Integration for VMware vCenter
iDRAC Integrated Dell Remote Access Controller
HSM Hardware Support Manager

HSP Hardware Support Package

VSAN Virtual Storage Area Network

(O] Operating System

HCL Hardware Compatibility List

OOB Out-of-band

CIFS Common Internet File System

NFS Network File System

BIOS Basic Input/output System

FC Fiber Channel

DRM Dell EMC Repository Manager

RAID Redundant Array of Independent Disks
NIC Network Interface Controller

HCG Hardware Compatibility Guide

OEM Original Equipment Manufacturer




Executive summary

OpenManage Integration for VMware vCenter (OMIVV) is designed to streamline the management processes
in a data center environment by allowing to use VMware vCenter server to manage full server infrastructure
includes both virtual and physical.

OMIVV also enables you to set the baselines (desired state) for server configuration, firmware, and driver levels
with cluster- aware updates for vSphere and vSAN clusters.

This technical white paper is intended to explain the detailed steps involved in creating custom firmware and
driver repository profiles through VMware Compatibility Guide (VCG) and Dell EMC Repository Manager
(DRM), attach the created firmware and driver repository to a vSAN cluster, compute the drift, and perform
firmware remediation through OMIVV.

This technical white paper describes standard OMIVV workflows. For more information about how OMIVV
works with vSphere Lifecycle Manager in vCenter 7.0 and later, see Dell EMC OMIVV as a Hardware Support
Manager for VMware vSphere Lifecycle Manager.
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1.1

1.2

Introduction

VSAN is an enterprise-class, storage virtualization software that allows you to manage compute and storage
with a single platform when combined with vSphere. With vSAN, you can reduce the cost and complexity of
traditional storage and take the easiest path to hyper-converged infrastructure and hybrid cloud.

Dell EMC vSAN Ready Nodes are jointly tested and certified solutions that takes away your effort to build the
solutions. Based on trusted and proven PowerEdge servers, Dell EMC vSAN Ready Nodes offer powerful
processors, high core counts, maximum memory densities, lots of fast internal storage, and innovative modular
Network Interface Card (NIC) technology.

You will also get benefit from the simplicity of having a single trusted source for the entire solution—which can
be installed, implemented, and supported globally by Dell EMC.

You can also build vSAN solutions using the supported components as listed in the VMware Compatibility Guide
(VCG). There are wide range of options for selecting a host model, storage controller, flash devices, and
magnetic disks.

It is extremely important that you follow the VCG to select these hardware components. This online tool is
regularly updated to ensure that you always have the latest guidance from VMware based on hardware vendor
certifications.

Importance of compliance baselines for vSAN

OMIVV provides capability of creating cluster profiles which enables you to set baselines to track against
managed servers across server configuration, firmware, or driver levels to maintain corporate or support
compliance levels of mentioned vSAN clusters.

Before you begin the compliance and drift detection in the vSAN clusters, ensure that you have the following in
your environment:

e System profile (which determines the physical server configuration)

e Repository profile for both firmware and drivers

e Homogenous server models within the cluster

e VSAN service is enabled for the cluster

e Create a host credential profile for at least one host in the vSAN cluster where inventory is running
successfully.

Hardware compatibility for vSAN clusters

VMware Compatibility Guide (VCG) is a repository maintained by VMware where specific supported
benchmarks for firmware and driver support on vSphere and vSAN components are shown using certification
testing and Original Equipment Manufacturer (OEM) submissions.

For instance, it makes specific recommendation for storage 1/0O controllers, Solid State Drives (SSDs), PCle
flash cards, NVMe storage devices, and disk drives. It also specifies which drivers have been fully tested with
VSAN, and in many cases — identifies minimum levels of firmware required.

The minimum supported version is specified for BIOS, NICs, and SSDs. The exact supported version is
specified for storage 1/0 Controllers and NVMe drives. For a vSAN cluster, ensure that the storage components



have the recommended combination of firmware and driver versions maintained for the version of vSAN on the
cluster.

OMIVV can help you to update and maintain vSAN solution up to date with VMware recommended firmware
and driver.

To use OMIVV as a solution for vSAN firmware and driver update, you should know how to create firmware and
driver repository that is compatible with VCG.



2 Custom repositories

2.1 Create custom firmware repository using Dell EMC Repository

Manager (DRM)

Ensure that you have installed following in your environment:

¢ Dell EMC Repository Manager (DRM). For more information, see Dell EMC Repository Manager.
e OMIVV is installed and configured. For more information, see OMIVV 5.2 Install Guide.

Launch VMware Compatibility Guide.

In the Supported Releases section, select an ESXi version as installed in your vSAN solution,
In the Brand Name section, select brand name as DELL.

In the Device Type section, select device type for the component.

Click Update and View Results.

Search Compatibility Guide: ? (e.g. compatibility or esx or 3.0)

arwnNE

What are you looking for:  [NELU - Compatibility Guides Help Current Results: |§|

Need Help? Try out the vSAN ReadyNode™ Configurater.

VSAN VCG Notification Service @

Subscribe for vSAN announcements and updates

STEP 1: Refer to the 'vSAN Hardware Quick Reference Guide' for guidance on how to build a vSAN Ready Node.

STEP 2: There are two ways to build a vSAN ReadyNode:
1. VMware strongly recommends using Certified vSAN ReadyNodes™ that are validated to provide predictable performance and scalability for your vSAN deployment.

2. If you would still like to build your own vSAN, then you can do so using the following certified components, and you must confirm that all your components including drives are
supported by the OEM server manufacturer.

Search For:

Keyword:Q

Update and View Results

Reset

Posted Date Range:
| Tan -

Supported Rell Device Type: VvSAN Type:

/O Controller o | [An o | [An [an
HDD ESXi 7.0 U1 (vSAN 7.0 Update 1) SAS
SsD ¥ | |ESXi 70 (VSAN 7.0} SAS-RAID

ESXi 67 U3 (vSAN 6.7 Update 3) SAS/SATA-RAID

ESXi 67 U2 (VSAN 6.7 Update 2) SATA
Brand Name: ESXi 67 U1(vSAN 67 Update 1)
Al - ESXi 67 (VSAN 67)
Adaptec by PMC VSAN 6.6 (ESXi 6.5.0d)
ASUSTeK Computer ESXi 6.5 U2 (WSAN 6.61U3)
Broadcom ESXi 6.5 U2 (VSAN 6.61 U2)
Cisco ESXi 6.5 U1 (VSAN 661)
DELL ESXi 6.5 (VSAN 6.5)
Fujitsu ESXi 6.0 U3 (VSAN 6.2 Update 3)
Hewlett Packard Enterprise N~ ESXi 6.0 U2 (VSAN 6.2) A


https://www.dell.com/support/article/en-us/sln283183/support-for-dell-emc-repository-manager-drm?lang=en
https://www.dell.com/support/manuals/us/en/04/openmanage-integration-vmware-vcenter-v5.2/omivv_5.2_ig/install-and-configure-omivv?guid=guid-6f4fb8ea-84f9-4cd0-9703-e48c0f3f50a8&lang=en-us
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsanio

The result is displayed as shown in the screenshot below.

Click here to Read Important Support Information
Click on the "Model’ for details.

mark | Print | Export to CEWV

Search Results: Your seanch for” ¥SAN KO Controller * refumed 23 results. Back fo Top Tumn Off Auto Scroll Display:

Brand Name Model Type Feature Product Description Supported Releases
CELL PERC HT30F Mini All Flash Pass-Through  Device Type: SAS-RAID ESXiT.0U1(vSANT.0 Updste 1)  Subscribe
Fybrid VID: 1000 SVID: 1022 ESXi 7.0 (VSAN 7.0}
DID: 0050 SSID: 1747 ESXi&.7 U3 (vSAN 6.7 Update

ESXiET U2 (WSANETU
ESXi&.7 U1 [vSAN 6.7 Update 1)
ESXiE.7 (WSANET)
WSAN 8.6 (E516.5.0d)
ESXiE5 U3 (VEANE.S
ESXi&.5 UZ (vSAN 6.
ESXiE5 U1 [vSANBET)
ESXiE5 (VAN 6.5)
ESXi8.0 U3 (v3AN 6.2 Updste )
ESXi 8.0 U2 (vSAN 6.
ESXig.0 UT[vSANE.T)
ESXi&.0 (WSAN 8.0}

View History

CELL PERC HT30F Mini Al Flash Pass-Through  Device Type: SAS-RAID ESXiT.0U1(vSAN 7.0 Updste )  Subscribe
Fybrid VID: 1000 SVID: 1022 ESXi7.0 (VSAN 7.
DID: 005D SSID: 1742 ESXig.7 U3 (vSAN 6.7 Updste 3)  View History
ESXi&7 U2 (vSAN 8.7 Update 2)
ESXi 8.7 U1 (vSAN 6.7 Update 1)
ESXi&.7 (WSANB.T)
wSAN 6.6 (E5Xi6.5.0d)
ESXi8.5 U3 (vSAN 6.6.1U3)
ESXi§.5 U2 (vSAN 6.6.1 U2)
ESXiE5 U1 (vSANBE 1)
ESXi8.5 (vSANB.5)
ESXi8.0 U3 (vSAN 6.2 Updste 3)
ESXi8.0 U2 (v5AN 6.2)
ESXi8.0 U1 (vSAN 6.1}
ESXi&.0 (vSAN 8.0}

DELL PERC HT30P S&m All Flash Pass-Through Device Type: SAS-RAID ESXi7.0U1{vSAN 7.0 Updste 1)  Subscribe
Hybrid VID: 1000 SVID: 1022 ESXiT.0 (WSAN 7.0}
DID: 005d S5ID: 174f ESXiB.T U3 (vEANB.T Updste 3)  View History

(VSAN 6.5.1 2]

5 U [vSAN 85.1)
ESXiE5 (VAN 6.5)

ESXi8.0 U3 (v3AN 6.2 Updste )
ESXi8.0 U2 (v5AN 8.2)

ESXig.0 UT[vSANE.T)
ESXi&.0 (WSAN 8.0}

Frevcus 1 : I nex

6. Click the component for which you want to download firmware or drivers. For example, the PERC
H730P Mini Adapter is selected in the following screenshot.
After selecting the component, you will be redirected to the page (as shown in screenshot) where you
can see the list of driver and firmware version which are compatible with each other.

VMware Compatibility Guide

< Back to Search Results Subscribe Print

Model Details

Wodel - PERC H730P Mini

Device Type: SAS-RAID DID - 005d
Brand Name: DELL SVID . 1028
SSID 1147
VID : 1000

MNote(s) While this coniroller will continue fe be supported on vSAN for the full service life, DelEMC strongly recommends using the HBA330 pass-through
controller for vSAN deployments. The HBA330 is specifically designed for Software Defined Storage applications like vSAN, and does not introduce
the unnecessary RAID processing overhead involved with the H730 PERC RAID family of controllers.

View History | rss feed B}

Click here to export this page: Export fo C5V

Model Release Details Expand All | Collapse All
VMiare roduct Name 55 70 U1 54N 70 Upsste ] |

Release Device Driver Firmware Package Firmware Version Queue Driver VvSAN Type Fealures
Version Deptn Type
= ESXi7.0 U1 (vSBAN 7.0 Update 1) Isi_mr3 version 7.712.51.00- 25560009 N/A 916 inbox All Flash View
Tvmw.701 Hybrid
Feature Category Fealures
vSAN Compatible All Flash,Hybrid,Pass-Through
(=] ESXI7.0U1(vSAN 7.0 Update 1) Isi_mr3 version 7.713.08.00- 25.5.7.0005 NiA 916 async All Flash fiew
10EM 700 Hybrid
Feature Category Features
VvSAN Compatible All Flash,Hybrid,Pass-Through
Footnotes : Download driver from https.//my.vmware com/en/web/ DT-ESXIT0-AVAGO-LSI-MR3-77130800-
10EM&producticd=974

Back to Search Results m Print




Once you have the firmware and driver compatible version, download the firmware from Dell support
web site and drivers from VMware Web site.

To download firmware, go to https://www.dell.com/support/, in the Search Support section, search
for PowerEdge servers. You can use Service Tag or server model name. You can also use the Browse
all products option to navigate to the server page.

@ DéALTechnobogies Support v Vinat can we help you find? & smin M can

Solutions Services Support Community

Knowledge Base Warranty & Contracts Servi spatch Status Order Support Contact Support

Drivers & Downloads

Drivers & Downloads

Identify your product to get the latest available updates.

Which product can we help you with? Search support

e T Enter a Dell Service Tag, Dell EMC Product ID, or Model.

Get proactive support and Pow m

R740Xd

@ identify your PC with o= 3
SupportAssist

| Download & Install SupportAssist

Search for the component as shown in the following screenshot. If you do not see the firmware as
latest, click the older version to see the list of all firmware.

Find a driver for your PowerEdge R740xd

Keyword Operating system Dorit see the one you need?
PERC H730P Mini Q Windows Server 2016 v
Category Format
SAS RAID v Al v

This is a comprehensive list of all available downloads. Some may already be installed on your system. Use the filters above to find a specific driver,

Sortby | Urgent w
MNumber of Drivers : 10

MAME CATEGORY RELEASE DATE ACTION
Dell PERC H730/H730P/HB30/FD33x5/FD33xD Minl/Adapter RAID Controllers o~

, SAS RAID 08 Dec 2020 Download w ~
firmware version 25.5.8.0001 POPULAR
Version Last Updated Date
25.5.8.0001, A16 22 Jan 2021
File Name File size
SAS-RAID_Firmware_WRF3Y_WN64_25.5.8.0001_A16.EXE 9.11 MB

Description
Dell PERC HT30/HT30P/HEI0/FD33x5/FDO33xD Mini/Adapler RAID Controllers firmware version 25.5.8.0001

Important infermation
Starting with firmware 25.5.7
PERC H330 maximum Read

05, Rald Level Migration (RLM) or Capacity Expansion is blocked when a VD with the Maximum Target ID is present



https://www.dell.com/support/

Older versions

VERSION RELEASE DATE IMPORTANCE
25.5.7.0005, A15 11 Sep 2020 Urgent
25.5.6.0009, A14 17 Sep 2019 Urgent
25.5.5.0005, A13 17 May 2018 Recommended
25.5.4.0006, A12 11 Jan 2018 Urgent
25.5.3.0005, A11 19 Sep 2017 Urgent
25.5.2.0001, A09 21 Mar 2017 Recommended

Close

After you have downloaded the firmware, integrate firmware to your existing catalog or repository share.
To get the firmware components that are not present in VCG, use the latest online catalog
(http://downloads.dell.com/catalog/Catalog.gz).

10. To integrate the firmware to existing catalog or repository share, import the firmware in DRM and create

a new repository using the export option.

For example, if you already have a repository share for vSAN solution as shown in the following

screenshot, integrate the downloaded firmware to it.

“ Home Share

View

@ - 1 | | » This PC » Local Disk (C) » Demo » vSAN
a
- Favorites Name Date modified Type Size
B Desktop FOLDER06204556M 8/16/2020 6:35PM  File folder
4 Downloads FOLDER06469013M 8/16/2020 6:35 PM  File folder
+» Recent places E;-_;‘ VSAN_1.01_Catalog 8/16/2020 6:48 PM XML File 21 KB

a) Launch Dell EMC Repository Manager (DRM).

b) To import above catalog to DRM, click Add Repository.
¢) From the Base Catalog drop-down menu, select Choose File, and then select the catalog.


http://downloads.dell.com/catalog/Catalog.gz

=t Add Repository

Repository Name * vSAN

Description Add vSAN Catalog

VSAN_1.01_Catalog.xml|

Repository Type
Choose the type of repository you want to add.

Manual Inventory Integration

—
Select Systems
Specify the systems whose components are to be included in this repository.

All systems in base catalog

Custom

After the catalog is successfully imported, you will see the imported catalog as shown in the following
screenshot.

d. To select the downloaded firmware, click IMPORT.

DEALEMC Repository Manager s

2k ADD REPOSITORY il DELETE OMPA COPY £ REFRESH ADD BU S ++ CLONE

O Name Version Size Date Modified Label Description

~ [ PowerEdge R740xd (Windows x64) 732 27.49 MB 7/2/20 System Bundle (Windows x...

[0 BIOS_R6HXJ_WN64_2.6.4.EXE 264 27.49 MB 4/9/20 Urgent - Updated the Processor Mi...



e. Once you have selected the firmware, to import the firmware in existing catalog, click OPEN, and then
click IMPORT (as shown in the following screenshots).

Browse
Select afile or a folder

C:\Demo\Firmware-vSAN\SAS-RAID_Firmware_N3T11_WN64_2¢

K Recently Used E
DUPS [} SASRAID_Firmware_N3T11_WN64_25 5.7.0005_A15 EXE

Catalog
New Catalog
Firmware-vSAN

VSAN

Network
[ New Folder

CANCEL OPEN

[E Import Components

Choose the components that you want to import.

Choose Location * C:\Demo\Firmware-vSAN\SAS-RAID_Firmwar % BROWSE

v Verify Component Signature

CANCEL IMPORT

After the firmware is successfully imported, you can see the imported firmware in the list as shown in the
following screenshot.



Repository Manager w

DELETE compaRe | Elicopy | S ReFrResH | EappBunpLes | +sclone | & pownioap | EivrorT | AExporT [

O Name Version Size Date Modified Label Description

36.68 MB Add vSAN Catalog

= [] PowerEdge R740xd (Windows x64) 36.68 MB 7/2/20 System Bundle (Windows x...

[] BIOS_R6HXJ_WN64_2.6.4.EXE 27.49 MB 4/9/20 Urgent - Updated the Processor Mi...

25.5.7.0005 9.19 MB 7/20/20 Recommended  Dell PERC H7SDIH73I]PIHBI

I [0 sAS-RAID_Firmware N3T11_WN64_25.5.7.0005_A15.EXE

f.  Select the repository to export the new catalog along with firmware to the same location or new

location.
g. Click EXPORT, and then click BROWSE to select the location.

A Export Deployment Tools

Selected repositories

VSAN

Deployment Tool Type
Choose the type of the update deployment tool to be created

AWwarning: Some plugins are not available for export. Click to Configure

Share
—

bl BROWSE

SuuU IS0 Smart Deployment Seript

Smart Bootable ISO

Choose Location C:\Demo\vSAN\

[ Export only catalog

h. After the job is successfully completed, the new catalog created at same location (if you have used the
existing location) along with the firmware as below.

Home Share View

® - |l » ThisPC » Local Disk (C) » Demo b VSAN

-

I | Documents
I lg Downloads
I M Music

4 ';{ Favorites Name Date modified Type Size
I Desktop | FOLDER06204556M 8/16/2020 6:35 PM  File folder
l4 Downloads | FOLDERD6469013M 8/16/2020 6:35PM  File folder
25 Recent places | FOLDER06852796M 2/23/2021 10:33 A..  File folder
- SAS-RAID_Firmware_N3T11_WN&4_25.5.7.0005_A15 2/23/2021 10:31 A..  Application 9412 KB
1 1 This PC =/ ySAN 1 01 Catalog 8/16/2020 6:48 PM XML File 21KB
I Desktop H VvSAN_1.04_Catalog I 2/23/2021 10:39 A..  XMLFile 32KB

After the new repository is created you need to create firmware repository profile in OMIVV. OMIVV
supports CIFS, NFS, and HTTPS share as firmware repository. For more information about creating the
firmware repository, see create repository profile.




2.2 Create custom driver repository
1. Launch VMware Compatibility Guide.

2. To search the compatible driver and firmware, complete the steps 1-8 listed in the Create custom
firmware repository using Dell Repository Manager (DRM) section.

VMware Compatibility Guide

< Back to Search Results Subscribe

Print

Mode! Details

Model - PERC H730P Mini

Device Type: SAS-RAID DID - 0050
Brand Name: DELL SVID © 1028
SSID: 147
VID : 1000
Note(s). While this controller will continue 1 be supported on vSAN for the MI service life, DeSEMC strongly recommends using the HBA330 pass-through
controller for vSAN The HBA330 is designed for Software Defined Storage appiications like vSAN, and does not introduce

the unnecessary RAID processing overhead involved with the N73° PERC RAID family of controliers.

View History | rss feed B)
Click here to export this page: Expartfo CSV

Mode! Release Details Expand All | Collapse Al
VMware Product Name : | ESX) 70 Ut (vSAN 70 Upcate ) v
Reease Device Driver Firmware Package Firmware Version Queue Driver VSAN Type Features
Version Depth Type
= ESXI7.0U1(vSAN 7.0 Update 1) Isi_mr3 version 7.712.51.00- 25560009 NA 916 inbox. Al Flash View
1vmw.701 Hybrid
Feature Category Features
VSAN Compatibie All Flash, Hybrid, Pass-Through
=) ESXI7.0U1(vSAN 7.0 Update 1) Esi_mr3 version 771308 00- 25.5.7.0005 NA 916 async All Flash View
10EM 700 Hybrid
Feature Category Features
VSAN Compatible All Flash Hybrid Pass-Through
Footnotes : Download driver from hitps /my vmware. cor i DT-ESXI70-AVAGO-LSI-MR3-77130800-

10EMBproductid=974

< Back to Search Results Print

3. After the list of compatible drivers and firmware is listed, expand the + button and it will have the link to
that driver.

VMware Compatibility Guide

< Back to Search Results Subscribe Print

Mode! Detads
Mode! . PERC HT30P Mini

Device Type: SAS-RAID DID - 0050
Brand Name: DELL SVID : 1028
SSID | 147
VID : 1000
Note(s) While this controlier will continue o be supported on vSAN for the full service Iife, DeIEMC strongly recommends using the HBA130 pass-through

controlier for VSAN deployments. The HBA330 s specifically designed for Software Defined Storage appiications like VSAN, and coes not introduce
the unnecessary RAID processing overnead nvolved with the K730 PERC RAID family of controliers.

View History | rss fees )
Click here to export this page: Exportto CSV

Modei Reiease Detais Expand Al | Colapse Al

VMware Product Name : [ 5 70 U (VSAN 70 Upcete 1] v |

Redease Device Driver Frmware Package  Frmware Version  Queue Driver VSAN Type Features
Version Depth Type
- ESXi7.0U1(vSAN 7.0 Update 1) Isi_me3 version 7.712 51 00- 25.5.6.0009 NA 916 L Al Flash View
1vmw. 701 Hybrid
Feature Category Features
VSAN Compatidie Al Flash Hybnd Pass-Through
= ESXITOU1T(VSAN 7.0 Update 1) Isi_me3 version 7.713.08.00- 255.7.0005 NA 916 async Al Flash View
10EM 700 Hybnd
Feature Category Features
VSAN Compatibie ANl Flash Hybnd Pass-Through
Footnotes : Download driver from hitps //my vmware ¢ DT-ESXITO-AVAGO-LSI-MR3-77130800-
10EMBproductid=974

< Back to Search Results Print



https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsanio

4. To go to the driver download page, click the link.
5. To download the driver, click DOWNLOAD NOW.

Home / VMware ESXi 7.0 Isi-mr3 7.713.08.00-10EM SAS Driver for Broadcom Megaraid SAS/Tri-Mode 12Gbps Based SAS Adapters

Download Product

Product Resources

Version 7.713.08.00-10EM
View My Download History
Release Date 2020-05-13 Product Information
Documentation
Type Drivers & Tools

vSphere Community
Support Resources

|, Download Free Trial

Product Downloads

File Information

VMware ESXi 7.0 Isi-mr3 7.713.08.00-10EM SAS Driver for Megaraid SAS/Tri-Mode 12Gbps Based Adapters

Fil 33K8

Read More

6. Once the driver is downloaded, you need to extract the zip file.
7. Copy the zip file which is the offline bundle to any share.

@ - 1T |\ » ThisPC » Local Disk(C:) » Demo » vSAN Driver » Broadcom-lsi-mr3_7.713.08.00-10EM.700.1.0.15843807_16200647-package »
PS
¢ Favorites Name Date modified Type Size
B Desktop | doc 2/10/2021 800 PM  File folder
i Downloads 1 Broadcom-Isi-mr3_7.713.08.00-10EM.700.1.0.15843807_16200647 2/10/2021 8:00 PM  Compressed (zipp... 102 KB

=& Recent places

Once you have the offline bundle in share you need to create a repository profile of type driver in OMIVV.
OMIVV supports CIFS and NFS share as driver repository. For more information about creating driver
repository, see create repository profile.
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Manage firmware and driver repositories using repository
profile

Repository Profile

A repository profile enables you to create and manage driver or firmware repositories. The driver profile is
used to update the drivers and the firmware profile is used to update firmware for the vSAN cluster.

These profiles can also be associated to Cluster Profile and the profile created is used to baseline the vSAN
Cluster. While creating firmware and driver repository profiles, there is a step to provide driver and firmware
share. The firmware and driver shares created in the earlier sections will be provided during firmware and
driver profile creation.

The default OMIVV firmware catalogs are Dell EMC Default Catalog and Validated MX Stack Catalog. These
cannot be used to update or baseline vSAN clusters.

Create repository profile

1. On the OMIVV home page, click Compliance & Deployment > Profiles > Repository Profile.
2. Click CREATE NEW PROFILE or EDIT.

vm vSphere Client

OpenManage Integration

DpenMinage" Integration for VMware vC.. -

Repository Profile @

Compliance >
Deployment
Profiles v Profie Name t  Descripion Type Share Path

Host Credential Profile

Chassis Credential Profile

No items selected




On the Repository Profile page, read the instructions, and then click GET STARTED.

Create Repository Profile 3
Repository Profile @
The Repository Profile enables you to create and manage driver or firmware repositories.
You can use the firmware and driver repositories to:
« Update firmware version of all the hosts
« Update driver version of hosts that are part of vSAN clusters
« Create cluster profile and baselining the clusters

(4 % S

Enter repositery profile name Profile settings Synchronize
Enter name and description of the Specify repository type, repository share To only update the profile name or review
Repository Profile. location (CIFS or NFS), and credentials. information, clear the Synchronize with

repository location check box so that the
catalog remains unchanged in OMIVV

GET STARTED

On the Profile Name and Description page, enter profile name and description. The description field is
optional and limited to 255 characters.

Repository Profile Profile Name and Description @

1 Welcome
Profile Name Profile Name

2 Profile Name

Profile Description Prof

3 Profile settings

4 synchronize P

5 Summary

CANCEL BACK

Click NEXT.

The Profile Settings page is displayed.



Repository Profile Profile settings @

1 Welcome

2 Profile Name
3 Profile settings
4 Synchronize Driver ()

5 Summary

)

@ Test connection should be successfully performed before proceeding further

Choose a Repository Type
©Q Firmware (D)

Specify the Repository Location

Repository Share Location (T)

CANCEL

BACK ‘

6. On the Profile Settings page, select Firmware or Driver.

7.

The following are applicable for driver repository profile:

Driver repository profile can have a maximum of 10 drivers. If more than 10 drivers are present,
OMIVV randomly selects 10 drivers while creating driver repository profile.

Only offline driver bundles (.zip files) are used.

Download and extract the offline driver bundles (.zip files) and save to the shared location by
providing the full path of the shared location. OMIVV automatically creates the catalog inside the
OMIVV appliance. Driver bundles are available

at https://my.vmware.com/web/vmware/downloads.

OMIVV requires write access to the CIFS or NFS.

Files within the subfolders are ignored.

Files exceeding 10-MB sizes are ignored.

Driver repository is applicable only for vSAN clusters.

In the Repository Share Location area, perform the following tasks:

a. Enter the repository share location (NFS or CIFS).
b. For CIFS, enter the credentials.

OMIVV supports only Server Message Block (SMB) version 1.0 and SMB version 2.0 based CIFS shares.

NOTE: For SMB 1.0 share used for driver repository, add the file separator at the end of the directory path.



https://my.vmware.com/web/vmware/downloads

Repository Profile Profile settings
Choose a Repository Type
1 Welcome O Firmware (T)
(O Driver ()

2 Profile Name

3 Profile settings B R .
Specify the Repository Location

4 Synchronize Repository Share Location @
5 Summary W00.96.21.50cH\Users\Administrator\Desktop\wSAN_Catalog\wSAN FW catalog vO1_

User Name administrator

Password ~ seseees

Verify Password =~ sessees

CANCEL BACK
Repository Profile Profile settings
1 Welcome Choose a Repository Type
2 Profile Name O Firmware @
© Driver ()

3 Profile settings

4 Synchronize Specify the Repository Location

Repositery Share Location
5 Summary @

WO00.96.21.5c\Users\Administrator\Desktop\Zips8

User Name administrator

Password ~ esesees

CANCEL BACK

To validate the catalog path and credentials, click BEGIN TEST.
To continue creating a repository profile, you must complete this validation process.

The test connection results are displayed.



Repository Profile Profile settings @
1 Welcome User Name administrator
Passweord sarsaes
2 Profile Name
Verify Password
3 Profile settings
RSV Test Settings
D SIIIET ‘ @ Repository access ‘
| @ Repository authentication |
CANCEL
8. Click NEXT.
The Synchronize with repository location page is displayed.
Repository Profile Synchronize with repository location @

1 Welcome

2 Profile Name

The Dell Default Catalog and Validated MX Repository Profiles autematically check for changes after
3 Profile settings every 24 hours or every reboct and update automatically.

To update the offline catalogs fellowing steps, complete the following steps:
4 Synchronize « Update the catalog in the offline store (CIFS/NFS) using DRM or SUU. In case of drivers,

just replace the driver bundles.

5 Summary « Edit the repository profile and select the “Synchronize with repository location™ check

box to capture changes for the OMIVV to reference. This process takes a few minutes.

= To update the firmware version in a configuration compliance baseline, ensure to edit

the respective cluster profiles and save

CANCEL

NEXT

9. Click NEXT.

The Summary page is displayed that provides the information about the repository profile.



Repository Profile

5 Summary

Summary

Profile Details

profile Name
Profile Description
Repository Type DRIVER

Repository Location

Repositery Synchronization true

10. Click FINISH.

After creating the catalog, it downloads, parses, and the status is displayed on the home page of the
repository profile.

Successfully parsed repository profiles are available during the cluster profile creation and during the
firmware update.

Create Cluster Profile

OMIVV allows you to maintain single image that comprises of firmware and driver repositories. You can maintain
the same firmware and driver versions across the cluster.

This can be achieved by creating cluster profile in OMIVV and associating the cluster profile with firmware
repository and/or driver repository.

The cluster profile will not refresh itself when the source repository changes. To identify the updated profiles
that are associated with cluster profile, go to the Cluster Profiles page. Yellow warning icon will be displayed
next to the updated cluster profile.

To update the cluster profile with the latest available driver or firmware, select the impacted cluster profile, click
Update Profiles on the Cluster Profile page. For more information, see OMIVV 5.2 User’s guide.

Drift view for the cluster

When Cluster profile is created and associated to specific cluster, OMIVV shows the deviation of each hosts in
that cluster to the firmware and driver repository versions present in the cluster profile. In this way, you can view
the holistic view of hosts and get the drift of both firmware and driver versions of host compared to the versions
present in cluster profile.

When a new host is added to a cluster after the cluster profile is created (and added to host credential profile
in OMIVV), the host automatically gets added to the list of hosts for the drift detection process during the next
scheduled run of the drift detection job. For more information, see OMIVV 5.2 User’s quide.



https://www.dell.com/support/manuals/us/en/04/openmanage-integration-vmware-vcenter-v5.2/omivv_5.2_ug/introduction?guid=guid-a3c890d1-2d13-4a93-b2de-ef79ece5578d&lang=en-us
https://www.dell.com/support/manuals/us/en/04/openmanage-integration-vmware-vcenter-v5.2/omivv_5.2_ug/introduction?guid=guid-a3c890d1-2d13-4a93-b2de-ef79ece5578d&lang=en-us
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Remediation of cluster (firmware and/or drivers)

Remediation of firmware and driver drifts can be achieved by using the firmware update
functionality which is available as cluster action.

Right-click cluster and select OMIVV firmware update action. While updating the cluster,
you must choose the suitable firmware or driver repositories that are created for the
selected cluster (which is selected by you for an update action).

Once the cluster-aware update is triggered, if the host requires reboot, OMIVV puts hosts in
maintenance mode. For more information about vSAN cluster firmware update, see OMIVV
5.2 User’'s Guide.



https://www.dell.com/support/manuals/en-us/openmanage-integration-vmware-vcenter-v5.2/omivv_5.2_ug/update-firmware-and-driver-on-vsan-cluster?guid=guid-dad2f5ee-24ff-4d34-baec-6207fa21beb4&lang=en-us
https://www.dell.com/support/manuals/en-us/openmanage-integration-vmware-vcenter-v5.2/omivv_5.2_ug/update-firmware-and-driver-on-vsan-cluster?guid=guid-dad2f5ee-24ff-4d34-baec-6207fa21beb4&lang=en-us
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Common issues when using OMIVV to create repository

profiles

Issue: The creation of Driver Profile fails with an error message

Category Date and Time

(I) Error 08/16/2020 03:53:04 PM (GMT+05:30)
@ Error 08/16/2020 03:53:04 PM (GMT+05:30)
@ Info 08/16/2020 03:53:04 PM (GMT+05:30)
@ Info 08/16/2020 03:53:01 PM (GMT+05:30)

Description

Unable to create the driver catalog for repository profile CP with id 1008. Provide a repository path that
has valid offline driver bundle(s) (or) components.

Unable to parse the driver file(s) for repository profile CP with id 1008. Provide a repository path that has
valid offline driver bundle(s) (or) components.

Successfully downloaded 2 file(s) for repository profile CP with id 1008.
Repository profile CP with id 1008 is created or updated successfully.

Resolution: Check the offline bundle in the location. For more information, see Create repository profile.

The zip folder obtained from the VCG needs to be extracted to get the offline bundle.



Conclusion

It is very important for the components of the vSAN cluster to be compliant with VMware Compatibility Guide
(VCG) for vSAN. OMIVV has been offering an ability to baseline clusters in the vCenter against drivers,
firmware and configuration drift, and provides an ability to report the drift with periodical checks and allows
you to remediate the firmware drift against the baseline. Using these functionalities, the you can make sure
the components are compliant with VCG for vSAN by performing cluster-aware update.



9 Technical Support and Resources

Dell.com/support

OMIVV product page

OMIVV Documentation page



https://www.dell.com/support/home/en-us?c=&l=&s=
https://www.dell.com/support/home/en-us?c=&l=&s=
https://www.dell.com/support/article/en-us/sln311238/openmanage-integration-for-vmware-vcenter?lang=en
https://www.dell.com/support/article/en-us/sln311238/openmanage-integration-for-vmware-vcenter?lang=en
https://www.dell.com/support/home/en-us/products/software_int/software_virtualization_solutions?c=&l=&s=
https://www.dell.com/support/home/en-us/products/software_int/software_virtualization_solutions?c=&l=&s=

