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Update Dell ControlVault Drivers and Firmware

*  Dell ControlVault drivers and firmware that are installed on Dell computers at the factory are outdated and should be
updated by following this procedure, in this order.

* If an error message is received during DDP |EE or DDP|ESS installation prompting you to exit the installer to update
Dell ControlVault drivers, the message may be safely dismissed to continue with the installation of DDP |EE or
DDP|ESS. The Dell ControlVault drivers (and firmware) can be updated after DDP|EE or DDP|ESS installation is

complete.



Download Latest Drivers

1 Go to www.support.dell.com.
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Product support Top resources Orders & support requests

Support for your product—drfvers, diagnostics,

Chack the status of your orders and sUpport requests

Identify and resolve fssues quickly with a variety of
and find answers Lo common queitlons.

troubleshooting tools and resounces.

manuals, parts, warranty informatfon and more.
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Product support
Getting started with your Dell product

Our tutorials will help you get set up, connect to the intemet, create a Dell account, and more.,

Got st up and connected

Identify the product you need to support



Select your computer model.
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Product support

Identify the product you need to support

Auto-detect your product.

D Product
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Select a product

Desktops & All-in-Ones Laptops

Maonitors & Projectors

Have a Dell Account? Select from a list of your products.

Top resources

Online diagnostics

We can fix: your Windows-based device or send you
replacemant parts in just minutes. Running the Quick
Test also irstalls SuppartAssist ta help vou
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Electronics & Accessories
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Enter a Service Tag or Express
Service Code.

IR LR Botth product 105 are located on the
back or bottom of your device. See

ety

Sarvers, Storage, & Networking

Printers

Help by topic

Orders & support requests
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Browse for a product.

@ View products

Tabdets & Mobile Devices

Software B Security

Find answers to your technolegy questions with our collaction of articles, videos and tutorials,

= Ho power, no POST, no boot and no video
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+ Getting started
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Diagnostics

Support topics &
articles

Drivers & downloads

Getting started

Parts & accessories

Product Support

Latitude E7450

Vieww & diffevent produset

@ Warranty

Windows 10 upgrade available

() System configuration

[Dell has tested this product to confirm that it can upgrade to Windaws 10,

Learn mare

Fix your device or get replacement parts without

calling tech support.

Quickly order compatible replacement parts (free if you're in warranty), get automated fixes and
troubleshooting steps—all onling—by running a diagnastic test of entering a diagnastic code below,

Run a quick test for common hardware problems. m

Estimated time: 10 minutes
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3 Select Drivers & Downloads.
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Product
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View a different product

() Warranty
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Support

(®) system configuration

Windows 10 is here

Your device is ready for an upgrade. Learn more
Heed help finding drivers compatible with Windows 102 Let us help

Optimize your system with drivers and updates. @

Get updates for your specific system. Explain thesa options [l

or Service Tag

View all available updates for Windows 8.1, 64-bit, wchange 05

Refine your results:

4 Sclect the Operating System of the target computer.
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View all available updates for Windows 8.1, 64-bit. achame s

wos

3 Ubuniku 12.04
Uburitu 14.04

J Windaws 10, 32-bit
Windaws 10, 64-bit

D Windows 7, 32-bit
Windaws 7. 64-bit

& Windows 8.1, t4-bit

Looking for a different OS2

Risfine your results:
Category

More filters

English @ | Clear all

View by:  Category

Show Al |

(@) application (2 fites)
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(=) Audio (1 file)

@ Backup and Recovery

View the list of Dell supported operating systems

- Importance -

Impartance Refease date Installation order

(1 file)



5 Expand the Security category.
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Change Software [ t Kit (2 files)
Chipset (6 files)

Dell Data Pratection (5 files)

Modem/Communications (2 files)

Mouse, Keyboard & Input Devices [2 files)

Netwnrk (10 Fles)

Security (2 files)

Dell ControlVault Firmware View detalls

ContralVault_Setup 2MYIC_AST_IPE.ewe | Hard-Drive (6 MB)
Sacurity | Release date 12 Dec 2014 | Last Updated 08 May 2015 | Recommendad

Verston 30.7.027.0,A37
This file will automatieally self-install after dawnloading.
& Download File Bl Add to download list

Dell ContrelVault Driver View detail

CV_DRV_Setup_YYV17_A18_6Ab_TPE.cn | Hard-Drive (15 M2)
Security | Release date 10 Dec 2014 | Last Updated 14 May 2015 | Recommanded

Version 3.0.00040.30.7.027, A18
This file will autamatically self-install after dawnloading.
&, Downtoad Fite B8 Add to download list

Sarial ATA (4 files)
System Utilithes (2 files)
Systerns Management (5 files]

Video (3 files)

6 Download and save the Dell ControlVault Drivers.
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7 Download and save the Dell ControlVault Firmware.

A Save As

'I-I Sl R /L e i s D i o COMEToiV AU Softwans
Organize = Mew folder

L Security * Neme Dete modified Type

- * CortrofVault_Setup_2NYIC_AJT_TPE.me SIS E15 AM Appheatien

i Desktep

& DLHGNE

I Decuments
B Dewnloads
& Music

£ Pactimes

B Vedeos

Bs Windows ()
s Data (F)
=
a8 Week Computer

Fie name
Save 5 fype | Applhcation (*.exe)

= Hide Folders

8 Copy the drivers and firmware to the target computers, if needed.

Install Dell ControlVault Driver

1 Navigate to the folder which you downloaded the driver installation file.
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% Documents
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& Pictures

B videos
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2 Double-click the Dell ControlVault driver to launch the self-extracting executable file.

TIP:  Be sure to install the driver first. The filename of the driver at the time of this document creationis
ControlVault_Setup_2MYJC_A37_ZPE.exe.

3 Click Continue to begin.

& Security: Dell ControlVault Driver ——

ﬁi Security: Dell Controlvault Type: Driver Version: A18

For Latitude: E7250/7250, E7450/7450, 7350, E5450/5450, E5550/5550,
ES5250/5250

On Windows 7 64-bit - Ultimate, Windows 8. 1 64-bit - 8.1 Pro, Windows 8. 1 64-bit -
8.1, Windows 7 64-bit - Professional

Languages: Chinese Simplified, Danish, French, Finnish, Hungarian, Korean,
Russian, Czech, Itakan, Chinese Traditional, Japanese, Spanish, Slovenian,
English, Dutch, Br Portuguese, Norwegian, Turkish, Arabic, Slovakian, Greek,
Croatian, Polish, Chinese Hong Kong, Romanian, German, Swedish, Hebrew

4 Click Ok to unzip the driver files in the default location of C:\Dell\Drivers\<New Folder>.

&p Security: Dell ControlVault Driver [

@ Select the folder where you want to unzip the files to.
=

(o] e |

5 Click Yes to allow the creation of a new folder.

& Security: Dell ControlVault Driver NS

! Folder 'C:\Dell\Drivers\JW22F' does not exist. Do
Ll you want to create it?

(=1« |

6 Click Ok when the successfully unzipped message displays.

&p Security: Dell ControlVault Driver RS

@I All files were succesfully unzipped.




7 The folder which contains the files should display after extraction. If not, navigate to the folder to which you extracted
the files. In this case, the folder is JW22FE
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8 Double-click CVHCI64.MSI to launch the driver installer. [this example is CVHCI64.MSI in this example (CVHCI for a
32-bit computer)].

9 Click Next at the Welcome screen.

15 Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard [

Welcome to the InstallShield Wizard for
Dell ControlVault Host Components
- Installer 64 bit

The InstallShield(R) Wizard will install Dell ControlVault Host
Components Installer 64 bit on your computer. To continue, click
Next.

WARNING: This program is protected by copyright law and
international treaties.




10 Click Next to install the drivers in the default location of C:\Program Files\Broadcom Corporation\Broadcom USIH Host

1"

Components\.

@ Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard

Destination Folder
Click Next to install to this folder, or click Change to install to a different

—~— Install Dell ControlVault Host Components Installer &4 bit to:

L—/ C:\Program Files\Broadcom Corporation\Broadcom USH Host
Componentsy

InstallShield

Change...

Select the Complete option and click Next.

ﬁ Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

ﬁ All program features will be installed. (Requires the most disk space.)
() Custom
Choose which program features you want installed and where they will
be installed. Recommended for advanced users.

InstallShield




12 Click Install to begin the installation of the drivers.

@ Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
| <gack || Fmstal || cancel |

13 Optionally check the box to display the installer log file. Click Finish to exit the wizard.

43 Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard v

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Dell
ControlVault Host Components Installer 64 bit. Click Finish to exit
the wizard.

[] Show the Windows Installer log

< Back Cancel




Verify Driver Installation

*  The Device Manager will have a Dell ControlVault device (and other devices) depending on the operating system and
hardware configuration.

Install Dell ControlVault Firmware

1 Navigate to the folder which you downloaded the firmware installation file.
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Documents
4 Music
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B videos
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2 Double-click the Dell ControlVault firmware to launch the self-extracting executable file.
3 Click Continue to begin.

& Security: Dell ControlVault Firmware e

%i Security: Dell ControlVault Type: Firmware Version: A37

For Latitude: E7250/7250, E7450/7450, 7350

On Windows 7 32-bit - Professional, Windows 8.1 32-bit - 8. 1 Pro, Windows 7
64-bit - Ultimate, Windows 10 32-Bit - Home, Windows 8. 1 64-bit - 8.1 Pro,
Windows 8. 1 64-bit - 8.1, Windows 7 64-bit - Professional, Windows 8.1
32-bit - 8. 1, Windows 10 64-Bit - PRO, Windows 10 64-Bit - Home, Windows 7
32-bit - Ulbmate, Windows 10 32-Bit - PRO

Languages: English

4 Click Ok to unzip the driver files in the default location of C:\Dell\Drivers\<New Folder>.
&p Security: Dell ControlVault Firmware M

@ Select the folder where you want to unzip the files to.
—

[ o | e |




5 Click Yes to allow the creation of a new folder.

& security: Dell ControlVault Firmwa... ERES

! Folder 'C:\Dell\Drivers\2MYJC' does not exist. Do
! you want to create it?

1w |

6 Click Ok when the successfully unzipped message displays.
& Security: Dell ControlVault Firmwa... ERESE

@ All files were succesfully unzipped.




7 The folder which contains the files should display after extraction. If not, navigate to the folder to which you extracted
the files. Select the firmware folder.
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8 Double-click ushupgrade.exe to launch the firmware installer.



9 Click Start to begin the firmware upgrade.

"

== ControlVault Firmware Upgrade v2.2.2.31 @Eﬁ
Status

This program will update the ControlVault firmware
from 30.7.27.0 to 30.7.27.0.

Once started, do not interrupt process.

Start ] [ Cancel

IMPORTANT: You may be asked to enter the admin password if upgrading from an older version of firmware. Enter Broadcom as the
password and click Enter if presented with this dialog.



Several status messages display.

"

== ControlVault Firmware Upgrade v2.2.2.31

-

= E

Status

This program will update the ControlVault firmware
from 30.7.27.0 to 30.7.27.0.

Once started, do not interrupt process.

Going to stop Host Services.
Credential Vault Host Control Service ... stopped.
Credential Vault Host Storage ... stopped.

Going to stop Host and DCP tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 B0 CustiD 7
Going to update the SBI.

"

== ControlVault Firmware Upgrade v2.2.2.31

Status

This program will update the ControlVault firmware
from 30.7.27.0 to 30.7.27.0.

Once started, do not interrupt process.

Going to stop Host Services.
Credential Vault Host Control Service _.. stopped.
Credential Vault Host Storage ... stopped.

Going to stop Host and DCP tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 B0 CustiD 7
Going to update the SBI.

Going to clear SCD.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)




== ControlVault Firmware Upgrade v2.2.2.31

Status

This program will update the ControlVault firmware
from 30.7.27.0 to 30.7.27.0.

Once started, do not interrupt process.

Going to stop Host Services.

Credential Vault Host Control Service ... stopped.

Credential Vault Host Storage ... stopped.
Going to stop Host and DCP tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 BO CustlD 7
Going to update the SBI.

Going to clear SCD.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)

"

== ControlVault Firmware Upgrade v2.2.2.31

Status
Going to stop Host Services.

Credential Vault Host Control Service ... stopped.

Credential Vault Host Storage ... stopped.
Going to stop Host and DCP tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 BO CustiD 7
Going to update the SBI.

Going to clear SCD.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)
Not going to update PBA

Going to update the RFID parameters.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)

111

‘|




10 Click Restart to complete the firmware upgrade.

== ControlVault Firmware Upgrade v2.2.2.31 @@E

Status
Going to stop Host and DCP tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 B0 CustiD 7

Going to update the SBI.

Going to clear SCD.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)
Not going to update PBA

Going to update the RFID parameters.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)

The ControlVault firmware has been updated successfully.
The system must be restarted to activate new firmware.

1

The update of the Dell ControlVault drivers and firmware is complete.
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