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Notes, cautions, and warnings
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Getting Started

Dell EMC Networking OS10 Enterprise Edition is a network operating system (OS) supporting multiple architectures and
environments. The networking world is moving from a monolithic stack to a pick-your-own-world. The OS10 solution allows
disaggregation of the network functionality.

DevOps .. |.| NetOps ..-
Mative Linux Apps 3rd Party Apps 0510 Apps
Common
Management Tools Management g
Services (CMS) ]
Q
B
2
Pclicy conet §
Development Environment via Control Plane Services (CPS) %
2
0OS10 OPEN Edition (Native Linux) —§
&
Platform Abstraction via Switch Abstraction Interface (SAl) 2
L]

Solutions

e Integrates enabled devices into an existing infrastructure

e Provides up-to-date security fixes that supports a large community of engineers and security experts
e Utilizes an open distribution to simplify customized applications or open source applications

Requirements

e Open network installation environment (ONIE)-enabled Dell EMC device

e (0S10 software image stored on an HTTP server or universal serial bus (USB) media
e Familiarity with any Linux release

Supported Hardware

The Dell EMC switches supported are:
e S3048-ON

e 54048-0ON, S4048T-ON

e SAM2F-ON, S4112T-ON

e S4128F-ON, S4128T-ON

e S4148F-ON, S4148FE-ON, S4148T-ON, S4148U-ON

e S4248FB-ON, S4248FBL-ON

e SbH7148F-ON

e SbB212F-ON, S5224F-ON, S5232F-ON, S5248F-ON, S5296F-ON
e S6010-ON

e 79100-ON

e 79264F-ON

26 Getting Started



®| NOTE: Starting from release 10.4.2.1, OS10 supports the S5148F-ON platform.

Download OS10 image and license

0OS10 Enterprise Edition may come factory-loaded and is available for download from the Dell Digital Locker (DDL). A factory-
loaded OS10 image includes a perpetual license. An OS10 image that you download has a 120-day trial license and requires a
perpetual license to run beyond the trial period. For more information, see the Setup Guide shipped with your device and the
following FAQs:

e Frequently asked Questions

e My Account FAQs

Download an OS10 image and license to:
e Re-install the license on a Dell EMC ONIE switch with a factory-installed OS10 image and license.
e Install OS10 on a Dell EMC ONIE switch without an OS or license installed:
o A device converted from OS9 or a third-party OS after you uninstall the original OS
o A replacement device received from Dell EMC return material authorization (RMA)
e Upgrade an existing OS10 image.

Your OS10 purchase allows you to download software images posted within the first 90 days of ownership. To extend the
software entitlement, you must have a Dell EMC ProSupport or ProSupport Plus contract on your hardware.

Re-install license on factory-loaded 0S10

0OS10 Enterprise Edition runs with a perpetual license on a device with OS10 factory-loaded. The license file is installed on the
switch. If the license becomes corrupted or wiped out, you must download the license from DDL under the purchaser's account
and re-install it.

Sign in to DDL using your account credentials.

Locate the hardware product name with the entitlement ID and order number.

Check that the device service tag displays in the Assigned To: field on the Products page.
Click Key Available for Download.

Select how to receive the license key — by email or downloaded to your local device.

Click Submit.

Save the License.zip file and follow the instructions in Install license to install the license.

NooNoN S

Download OS10 for a switch without OS installed

You can purchase the OS10 Enterprise Edition image with an after point-of-sale (APOS) order for a Dell EMC ONIE-enabled
device that does not have a default OS or license installed. After the order is complete, you receive an email notification with a
software entitlement ID, order number, and link to the DDL.

To extend the entitled download period, bind the software entitlement to the switch service tag to be the same time as the
support contract. By default, OS10 software entitlement allows you to download OS10 software images posted before the
purchase date and within 90 days of the date.

1. Sign into DDL using your account credentials.

2. Locate your entitlement ID and order number sent by email, then select the product name.

3. On the Product page, the Assigned To: field on the Product tab is blank. Click Key Available for Download.

4. Enter the device service tag you purchased the OS10 Enterprise Edition for in the Bind to: and Re-enter ID: fields.
This step binds the software entitlement to the service tag of the switch.

5. Select how to receive the license key — by email or downloaded to your local device.

6. Click Submit to download the License.zip file.

7. Select the Available Downloads tab.

8. Select the OS10 Enterprise Edition release to download, then click Download.

9. Read the Dell End User License Agreement. Scroll to the end of the agreement, then click Yes, | agree.

10. Select how to download the software files, then click Download Now.

11. After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server.
To unpack the .tar file, follow these guidelines:

e Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE
prompt, enter:

tar -xf tar filename
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e Generate a checksum for the downloaded OS10 binary image by running the md5sum command on the image file. Ensure
that the generated checksum matches the checksum extracted from the .tar file.

mdSsum image filename

e Copy the OS10 image file to a local server using the copy command.
To install an OS10 Enterprise Edition image and license, see Installation using ONIE and Install OS10 license.
Download an image for OS10 upgrade
To upgrade an existing OS10 image, download a new OS10 Enterprise Edition image from DDL.

Sign into DDL using your account credentials.

Locate the entry for your entitlement ID and order number, then select the product name.

Select the Available Downloads tab on the Product page.

Select the OS10 Enterprise Edition image to download, then click Download.

Read the Dell End User License Agreement, then scroll to the end of the agreement and click Yes, | agree.
Select how to download the software files, then click Download Now.

After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server.
To unpack the .tar file, follow these guidelines:

e Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE
prompt, enter:

NooN NS

tar -xf tar filename

e Generate a checksum for the downloaded OS10 binary image by running the md5sum command on the image file. Ensure
that the generated checksum matches the checksum extracted from the .tar file.

mdSsum image filename

8. Copy the OS10 image file to a local server using the copy command.
To upgrade OS10, follow the procedure in OS10 upgrade.
RMA replacement

A replacement switch comes without an OS or license installed. If you receive a replacement switch, you must assign the STAG
of the replacement switch to the SW entitlement in DDL and install the OS10 software and license.

To download OS10 Enterprise Edition and the license, follow the steps for an ONIE switch without an OS installed. For complete
installation and license information, see Installation and Install OS10 license.

Installation using ONIE

Following the procedure laid out in this section, will lead to wiping out of all configurations present
on the switch.

If you purchase an ONIE-only switch or if you want to replace an existing OS, you can install an OS10 software image using
ONIE-based auto-discovery or a manual installation:

e Automatic installation — ONIE discovers network information including the Dynamic Host Configuration Protocol (DHCP)
server, connects to an image server, and downloads and installs an image automatically.

e Manual installation — Manually configure your network information if a DHCP server is not available or if you install the
0S10 software image using USB media.

If OS10 is pre-installed on a switch, zero-touch deployment (ZTD) is enabled by default. ZTD automatically downloads and
installs an OS10 image in the standby partition. For more information, see Zero-touch deployment.

System setup

Before installation, verify that the system is connected correctly:

e Connect a serial cable and terminal emulator to the console serial port — serial port settings are 115200, 8 data bits, and no
parity.

e Connect the Management port to the network to download an image over a network. To locate the Console port and the
Management port, see the platform-specific Installation Guide at www.dell.com/support.

Install 0S10
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For an ONIE-enabled switch, navigate to the ONIE boot menu. An ONIE-enabled switch boots up with pre-loaded diagnostics
(DIAGs) and ONIE software.

| *ONIE: Install OS

| ONIE: Rescue

| ONIE: Uninstall OS
| ONIE: Update ONIE
| ONIE: Embed ONIE

| ONIE: Diag ONIE

Install OS — Boots to the ONIE prompt and installs an OS10 image using the Automatic Discovery process. When ONIE
installs a new OS image, the previously installed image and OS10 configuration are deleted.

Rescue — Boots to the ONIE prompt and allows manual installation of an OS10 image or ONIE update.

Uninstall OS — Deletes the contents of all disk partitions, including the OS10 configuration, except ONIE and diagnostics.
Update ONIE — Installs a new ONIE version.

Embed ONIE — Formats an empty disk and installs ONIE.

EDA DIAG — Runs the system diagnostics.

After the ONIE process installs an OS10 image and you later reboot the switch in ONIE: Install 0OS mode (default), ONIE
takes ownership of the system and remains in Install mode (ONIE Install mode is sticky) until an OS10 image successfully installs
again. To boot the switch from ONIE for any reason other than installation, select the ONIE: Rescue or ONIE: Update
ONIE option from the ONIE boot menu.

During an automatic or manual 0OS10 installation, if an error condition occurs that results in an
unsuccessful installation and if there is an existing OS on the device, select Uninstall OS to clear the partitions.
If the problem persists, contact Dell EMC Technical Support.

Automatic installation

You can automatically install, also known as zero-touch install, an OS10 image on a Dell EMC ONIE-enabled device. After the
device successfully boots to ONIE: Install OS, auto-discovery obtains the hostname, domain name, Management interface IP
address, and the IP address of the domain name server (DNS) on your network from the DHCP server and DHCP options. The
ONIE automatic-discovery process locates the stored software image, starts installation, then reboots the device with the new
software image.

If you insert USB device, auto-discovery searches the USB storage supporting FAT or EXT2 file systems. It also searches SCP,
FTP, or TFTP servers with the default DNS of the ONIE server. DHCP options are not used to provide the server IP. Auto
discovery repeats until a successful software image installation occurs and reboots the switch.

Example for automatic installation
1. Usethemv image name onie-installer command to rename the image as onie-installer

mv PKGS 0S10-Base-10.3.1B.l144-installer-x86 64.bin onie-installer

2. After renaming, the system enters the ONIE: Install mode. Enter the command onie-discovery-start, which
automatically discovers the onie-installer image from the DHCP server.

ONIE:/ # onie-discovery-start

discover: installer mode detected. Running installer.
Starting: discover... done.
ONIE:/ # Info: eth0O: Checking link... up.

Info: Trying DHCPv4 on interface: ethO

ONIE: Using DHCPv4 addr: eth0O: 10.10.10.17 / 255.0.0.0

Info: ethl: Checking link... down.

ONIE: ethl: link down. Skipping configuration.

ONIE: Failed to configure ethl interface

ONIE: Starting ONIE Service Discovery

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-dellemc s4148fe c2338
Info: Fetching tftp://10.10.10.2/onie-installer-dellemc s4148fe c2338
Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-bcm

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64

Info: Fetching tftp://10.10.10.2/onie-installer

ONIE: Executing installer: tftp://10.10.10.2/onie-installer
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Press <DEL> or <F2> to enter setup.
Welcome to GRUB!

GNU GRUB version 2.02~beta2+ed4alfe391
0S10-B

EDA-DIAG

ONIE Booting "OS10-A'

Loading 0S10

.883826] kvm: already loaded the other module
.967628] dummy-irqg: no IRQ given. Use irg=N
.973212] mic_init not running on X100 ret -19
.980168] esas2r: driver will not be loaded because no ATTO esas2r devices were

w w w w

ound
4.021676] mtdoops: mtd device (mtddev=name/number) must be supplied
5.092316] 18042: No controller found
5.108356] fmc write eeprom fake-design-for-testing-f001: fmc write eeprom: no
busid passed, refusing all cards
[ 5.120111] intel rapl: driver does not support CPU family 6 model 77
[ 4.226593] systemd-fsck[493]: 0S10-SYSROOT1: clean, 23571/426544 files,
312838/1704960 blocks
Debian GNU/Linux 8 0S10 ttySO
Dell EMC Networking Operating System (0S10)
0S10 login:

—

Manual installation

If a DHCP server is not available, you can manually install an OS10 software image. If the IP address for the Management
port (eth0) is not automatically discovered, ONIE sets the IP address to 192.168.3.10. You must manually configure the
Management port and configure the software image file to start installation.

1. Save the OS10 software image on an SCP/TFTP/FTP server.
2. Power up the switch and select ONIE Rescue for manual installation.
3. (Optional) Stop DHCP discovery if the device boots to ONIE Install.

$ onie-discovery-stop

4. Configure the IP addresses on the Management port, where x.x.x.x represents your internal IP address. After you configure
the Management port, the response is up.

$ ifconfig eth0 x.x.x.x netmask 255.255.0.0 up

B. Install the software on the device. The installation command accesses the OS10 software from the specified SCP, TFTP, or
FTP URL, creates partitions, verifies installation, and reboots itself.

$ onie-nos-install image filename location
For example, enter
ONIE:/ # onie-nos-install ftp://a.b.c.d/PKGS 0OS10-Enterprise-x.x.xx.bin

Where a.b.c.d represents the location to download the image file from, and x.x.xx represents the version number of the
software to install.

The OS10 installer image creates several partitions, including OS10-A (active and default) and OS10-B (standby). After
installation completes, the switch automatically reboots and loads OS10.

Install manually using USB drive

You can manually install the OS10 software image using a USB device. Verify that the USB device supports a FAT or EXT?2 file
system. For instructions to format a USB device in FAT or EXT2 format, see the accompanying Windows documentation for FAT
formatting or Linux documentation for FAT or EXT2 formatting.

1. Plug the USB storage device into the USB storage port on the switch.
2. Power up the switch to automatically boot using the ONIE: Rescue option.
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3. (Optional) Stop ONIE discovery if the device boots to ONIE: Install.

$ onie-discovery-stop

4. Create a USB mount location on the system.

$ mkdir /mnt/media

5. Identify the path to the USB drive.
$ fdisk -1
6. Mount the USB media plugged in the USB port on the device.

$ mount -t vfat usb-drive-path /mnt/media

7. Install the software from the USB, where /mnt /media specifies the path where the USB partition is mounted.
$ onie-nos-install /mnt/media/image file

The ONIE auto-discovery process discovers the image file at the specified USB path, loads the software image, and reboots the
switch. See the ONIE User Guide for more information.

Log into OS10

To log in to OS10 Enterprise Edition, power up the switch and wait for the system to perform a power-on self test (POST).
Enter admin for both the default user name and user password. For better security, change the default admin password
during the first OS10 login. The system saves the new password for future logins. After you change the password through the
CLI, enter the write memory command to save the configuration.

0S10 login: admin

Password:

Last login: Wed Mar 6 07:26:37 UTC 2019 from 10.16.127.145 on pts/0
Linux AG2 4.9.110 #1 SMP Debian 4.9.110-3+deb%u4 x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
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This product is protected by U.S. and international copyright and
intellectual property laws. Dell EMC and the Dell EMC logo are
trademarks of Dell Inc. in the United States and/or other
jurisdictions. All other marks and names mentioned herein may be
trademarks of their respective companies.

WARNING: Cluster manager is still using default credentials
$Warning : Default password for admin account should be changed to secure the system

Install OS10 license

If OS10 is factory-loaded on your switch, you do not need to install an OS10 license. If you download OS10 on a trial basis, OS10
comes with a 120-day trial license. To continue with uninterrupted use, purchase and install a perpetual license to avoid the
0S10 device rebooting every 72 hours.
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After you install OS10 and log in, install the license to run OS10 Enterprise Edition beyond the trial period. For more information,
see Download OS10 image and license. The OS10 license is installed in the /mnt/license directory.

1
2.
3.

Download the License.zip file from DDL as described in Download OS10 image and license.
Open the zip file and locate the license file in the Dell folder. Copy the license file to a local or remote workstation.
Install the license file from the workstation in EXEC mode.

license install {ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:} filepath/
filename

ftp://userid:passwd@hostip/filepath — Copy from a remote FTP server.

http://hostip/filepath — Copy from a remote HTTP server.

http://hostip — Send request to a remote HTTP server.

localfs://filepath — Install from a local file directory.

scp://userid:passwd@hostip/filepath — Copy from a remote SCP server.
sftp://userid:passwd@hostip/filepath — Copy from a remote SFTP server.

tftp://hostip/filepath — Copy from aremote TFTP server.

usb://filepath — Install from a file directory on a storage device connected to the USB storage port on the switch.
filepath/filename — Enter the directory path where the license file is stored.

Install license — SCP

0S10# license install scp://user:userpwd@10.1.1.10/CFNNX42-NOSEnterprise-License.xml

License installation success.

Install license — localfs

Follow these steps to install a license from a local file directory:

1

Copy the license file from the ftp server location to the home directory on the system.

0S10# copy ftp://admin:admin@10.11.95.101//home/admin/LADF/7B900Q2-NOSEnterprise-
License.XML home://7B900Q2-NOSEnterprise-License.XML

(optional) Use the show copy-file status command to check the status of the file copy.

0S10# show copy-file status

File Transfer State: idle

State Detail: idle

Task Start: 2019-02-15T00:46:357Z
Task End: 2019-02-15T00:46:36%
Transfer Progress: 100 %

Transfer Bytes: 3795 bytes

File Size: 3795 bytes

Transfer Rate: 8 kbps

Verify that the license is present in the home directory of your system.

0S10# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2019-02-15T00:47:25Z 3795 7B900Q2-NOSEnterprise-License.XML

Execute the 1icense install command specifying the path to the home directory location where the license was
downloaded in step 1.

0S10# license install localfs://home/admin/7B900Q2-NOSEnterprise-License.XML
[ 5784.994389] EXT4-fs error (device dm-0): ext4 has uninit itable:3039: comm
CPS API instanc: Inode table for bg 0 marked as needing zeroing

License installation success.

Verify license installation

0S10# show license status
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System Information

Vendor Name : Dell

Product Name 3 S30480N

Hardware Version 3 AQ1

Platform Name 3 x86 64-dell s3000 c2338-r0
PPID g CNOB8YWFG282983APSU02
Service Tag : 7B900Q2

Product Base 3
Product Serial Number:
Product Part Number
License Details

Software : 0S10-Enterprise

Version g 10.4.3.0

License Type : PERPETUAL

License Duration: Unlimited

License Status : Active

License location: /mnt/license/7B900Q2.1ic

Troubleshoot license installation failure

An error message displays if the installation fails.
License installation failed

1. Verify the installation path to the local or remote license location.

2. Check the log on the remote server to find out why the FTP or TFTP file transfer failed.

3. Ping the remote server from the switch — use the ping and traceroute commands to test network connectivity. Check
the following if ping fails:
e |f the remote server is reachable through the management route, check if the management route is configured correctly.
e |f the remote server is reachable through a front-panel port, check if the static or dynamic route is present.

4. Install the server with the license file on the same subnet as the switch.

5. Check if the server is up and running.

Zero-touch deployment

Zero-touch deployment (ZTD) allows OS10 users to automate switch deployment:
e Upgrade an existing OS10 image.

e Execute a CLI batch file to configure the switch.

e [Execute a post-ZTD script to perform additional functions.

ZTD is enabled by default when you boot up a switch with a factory-installed OS10 for the first time or when you perform

an ONIE: 0OS Install from the ONIE boot menu. When a switch boots up in ZTD mode, it starts the DHCP client on all

interfaces — management and front-panel ports. ZTD configures all interfaces for untagged VLAN traffic. The switch obtains

an |IP address and a ZTD provisioning script URL from a DHCP server running on the network, and downloads and executes the

ZTD script.

e /TD is supported only in an IPv4 network. ZTD is not supported by DHCPVG.

e At least one of the front-panel ports connected to the network on which the DHCP server is running must be in non-
breakout mode.

e After booting up in ZTD mode, if a switch receives no DHCP server response with option 240 within five minutes, it
automatically exits ZTD mode. During this time, you can abort ZTD by entering the ztd cancel command. The command
unlocks the switch configuration so that you can enter OS10 CLI commands.

e When ZTD is enabled, the command-line interface is locked so that you cannot enter OS10 configuration commands. Only
show commands are available.

According to the contents of the provisioning script, ZTD performs these tasks in this sequence. Although Steps 2, 3

and 4 are each optional, you must enter a valid URL path for at least one of the IMG_FILE, CLI CONFIG FILE, and

POST_SCRIPT_ FILE variables. For example, if you only want to configure the switch, enter only a CLI CONFIG FILE URL

value. In this case, ZTD does not upgrade the OS10 image and does not execute a post-ZTD script.

1. ZTD downloads the files specified in the ZTD provisioning script — OS10 image, CLI configuration batch file, and post-ZTD
script.
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e In the provisioning script, enter the file names for the IMG_FILE, CLI CONFIG FILE, and POST SCRIPT FILE
variables as shown in ZTD provisioning script.

e If no file names are specified, OS10 immediately exits ZTD and returns to CLI configuration mode.
e |f the download of any of the specified files fails, ZTD stops. OS10 exits ZTD and unlocks the CLI configuration mode.

2. If an OS10 image is specified for IMG_FILE, ZTD installs the software image in the standby partition. If no configuration file
is specified for CLI_CONFIG_FILE,ETD reloads the switch with the new OS10 image.

3. If an OS10 CLI batch file with configuration commands is specified for CLI CONFIG FILE, ZTD executes the commands in
the PRE-CONFIG and POST-CONFIG sections. After executing the PRE-CONFIG commands, the switch reloads with the
new OS10 image and then executes the POST-CONFIG commands. For more information, see ZTD CLI batch file.

4. If a post-ZTD script file is specified for POST SCRIPT FILE, ZTD executes the script. For more information, see Post-ZTD
script.

NOTE: The ZTD process performs a single switch reboot. The switch reboot occurs only if either a new OS10 image is
installed or if the PRE-CONFIG section of the CLI batch file has configuration commands that are executed.

ZTD prerequisites
e Store the ZTD provisioning script on a server that supports HTTP connections.

e Store the OS10 image, CLI batch file, and post-ZTD script on a file server that supports either HTTP, FTP, SFTP, or TFTP
connections.

e Configure the DHCP server to provide option 240 that returns the URL of the ZTD provisioning script.

In the ZTD provisioning script, enter the URL locations of an OS10 image, CLI batch file, and/or post-ZTD script. Enter at
least one URL, otherwise the ZTD fails and exits to CLI configuration mode.

ZTD guidelines

e You can store the ZTD provisioning script, OS10 image, CLI batch file, and post-ZTD script on the same server, including the
DHCP server.

Write the ZTD provisioning script in bash.
Write the post-ZTD script in bash or Python. Enter #! /bin/bash or #!/usr/bin/python as the first line in the script.
The default python interpreter in OS10 is 2.7.

Use only common Linux commands, such as curl, and common Python language constructs. OS10 only provides a limited set
of Linux packages and Python libraries.

e /TD is disabled by default on automatically provisioned switch fabrics, such as Isilon backend, PowerEdge MX, and VxRail.
Cancel ZTD in progress

To exit ZTD mode and manually configure a switch by entering CLI commands, stop the ZTD process by entering the ztd
cancel command. You can enter ztd cancel only when ZTD is in a waiting state; that is, before it receives an answer from
the DHCP server. Otherwise, the command returns an error message; for example:

0S10# ztd cancel

o)

% Error: ZTD cancel failed. ZTD process already started and cannot be cancelled at this
stage.

Disable ZTD
To disable ZTD, enter the reload command. The switch reboots in ZTD disabled mode.
Re-enable ZTD

To automatically upgrade OS10 and/or activate new configuration settings, re-enable ZTD by rebooting the switch. Enter the
reload ztd command. You are prompted to confirm the deletion of the startup configuration.

@ NOTE: To upgrade OS10 without losing the startup configuration, back up the startup configuration before ZTD runs the
provisioning script. Then use the backup startup configuration to restore the previous system configuration.

0S10# reload ztd
This action will remove startup-config [confirm yes/no]:

View ZTD status

0S10# show ztd-status

ZTD Status : disabled
ZTD State : completed
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Protocol State : idle
Reason : ZTD process completed successfully at Mon Jul 16 19:31:57 2018

ZTD logs

ZTD generates log messages about its current status.

[osl0:notify], %Dell EMC (0S10) %ZTD-IN-PROGRESS: Zero Touch Deployment
applying post configurations.

ZTD also generates failure messages.

[osl0:notify], %$Dell EMC (0S10) %$ZTD-FAILED: Zero Touch Deployment failed to
download the image.

Troubleshoot configuration locked

When ZTD is enabled, the CLI configuration is locked. If you enter a CLI command, the error message configuration is
locked displays. To configure the switch, disable ZTD by entering the ztd cancel command.

0S10# configure terminal

o)

% Error: ZTD is in progress(configuration is locked) .
0S10# ztd cancel

ZTD DHCP server configuration

For ZTD operation, configure a DHCP server in the network by adding the required ZTD options; for example:

option domain-name "example.org";
option domain-name-servers nsl.example.org, ns2.example.org;
option ztd-provision-url code 240 = text;

default-lease-time 600;
max—-lease-time 7200;

subnet 50.0.0.0 netmask 255.255.0.0 {
range 50.0.0.10 50.0.0.254;
option routers rtr-239-0-1l.example.org, rtr-239-0-2.example.org;

}

host ztd-leafl {

hardware ethernet 90:bl:1c:f4:a9:bl;
fixed-address 50.0.0.8;

option ztd-provision-url "http://50.0.0.1/ztd.sh";
}

ZTD provisioning script

Create a ZTD script file that you store on an HTTP server. Configure the URL of the script using DHCP option 240 (ztd-
provision-url) on the DHCP server.

ZTD downloads and executes the script to upgrade the OS10 image, configure the switch, and execute a post-ZTD script to
perform additional functions.

e Write the ZTD provisioning script in bash. Enter #! /bin/bash as the first line in the script. You can use the sample script
in this section as a basis.

e For IMG FILE, enter the URL path of the OS10 image to download and upgrade the switch. The image is written to the
standby partition.

e For CLI CONFIG_ FILE, enter the URL path of the CLI batch file to download and execute.
e For POST SCRIPT_ FILE, enter the URL path of the script to execute.

®| NOTE: Enter each ZTD file URL in the provisioning script with a Unix-style line ending.

e ZTD fails and exits to CLI configuration mode if:
o You do not specify at least one valid URL for the IMG_FILE, CLI CONFIG FILE, and POST_ SCRIPT FILE variables.
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o Anyofthe IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE entries are invalid or if specified, the files
cannot be downloaded.

For the IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE files, you can specify HTTP, SCP, SFTP, or TFTP URLs.
For example:

scp://userid:passwd@hostip/filepath
sftp://userid:passwd@hostip/filepath

Example

#!/bin/bash

FHE A A A A R A A A R A A R R

Example 0S10 ZTD Provisioning Script

S e e e e e

idddadsassaasasassassadsad s aaiad s sadsaa st RanRan it

##4#4# #4444 UPDATE THE BELOW CONFIG VARIABLES ACCORDINGLY ##########4#
##4## #4444 ATLEAST ONE OF THEM SHOULD BE FILLED ###############44##4

IMG FILE="http://50.0.0.1/0S10.bin”
CLI CONFIG FILE="http://50.0.0.1/cli config"
POST SCRIPT FILE="http://50.0.0.1/no_post script.py"”

#H#HFHHFFHAFHFFHHH#F DO NOT MODIFY THE LINES BELOW ######H###FHHFFFHFHFFHFHH
sudo 0s10 ztd start.sh "$IMG FILE" "SCLI CONFIG FILE" "SPOST SCRIPT FILE"

FHERFE A S AR AHENDE FHAFFERF AR A AR AR

ZTD CLI batch file

Create a CLI batch file that ZTD downloads and executes to configure a switch. The ZTD CLI batch file consists of two sections:
PRE-CONFIG and POST-CONFIG.

ZTD executes the PRE-CONFIG commands first using the currently running OS10 image, not the OS10 image specified in the
provisioning script. ZTD saves the PRE-CONFIG settings to the startup configuration.

If PRE-CONFIG commands are present, ZTD reloads the switch before executing the commands in the POST-CONFIG section.
Enter OS10 configuration commands that require a switch reload, such as switch-port-profile, in the PRE-CONFIG
section. If ZTD installs a new OS10 image (IMG_FILE), the new image is activated after the reload.

ZTD then executes the POST-CONFIG commands and saves the new settings in the startup configuration. No additional switch
reload is performed.

POST_CONFIG — Designed to take the entire show running config output.

Example

# PRE-CONFIG
switch-port-profile 1/1 profile-2

# POST-CONFIG

snmp-server community public ro
snmp-server contact NOC@dell.com
snmp-server location delltechworld
|

clock timezone GMT 0 O
|

hostname LEAF-1
|

ip domain-list networks.dell.com

ip name-server 8.8.8.8 1.1.1.1
|

ntp server 132.163.96.5 key 1 prefer
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ntp server 129.6.15.32
|

|
logging server 10.22.0.99

Post-ZTD script

As a general guideline, use a post-ZTD script to perform any additional functions required to configure and operate the switch.
In the ZTD provisioning script, specify the post-ZTD script path for the POST SCRIPT_ FILE variable. You can use a script to
notify an orchestration server that the ZTD configuration is complete. The server can then configure additional settings on the
switch.

For example, during the ZTD phase, you can configure only a management VLAN and IP address, then allow an Ansible
orchestration server to perform complete switch configuration. Here is a sample curl script that is included in the post-ZTD
script to contact an Ansible server:

/usr/bin/curl -H "Content-Type:application/json" -k -X POST
--data '{"host config key":"'7d07e79ebdc8f7c292e495daacOfelbb"'"}"'
-u admin:admin https://10.16.134.116/api/v2/job_templates/9/callback/

ZTD commands

reload ztd

Reboots the switch and enables ZTD after the reload.

Syntax reload ztd
Parameters None
Default ZTD is enabled.

Command Mode EXEC

Usage Use the reload ztd command to automatically upgrade OS10 and/or activate new configuration
Information settings. When you reload ZTD, you are prompted to confirm the deletion of the startup configuration.
Example

0S10# reload ztd

Supported 10.4.1.0 or later
Releases

show ztd-status

Displays the current ZTD status: enabled, disabled, or canceled.

Syntax show ztd-status
Parameters None
Default None

Command Mode EXEC

Usage None
Information

Examples
0S10# show ztd-status

ZTD Status : disabled
ZTD State : completed
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Supported
Releases

ztd cancel

Protocol State : idle
Reason : ZTD process completed successfully at Mon Jul 16

19:31:57 2018

ZTD Status : disabled

ZTD State : failed

Protocol State : idle

Reason : ZTD process failed to download post script file

e 7TD Status — Current operational status: enabled or disabled.

e 7TD State — Current ZTD state: initialized, in-progress, successfully completed, failed, or canceled
while in progress.

e Protocol State — Current state of ZTD protocol: initialized, idle while waiting to enable or
complete ZTD process, waiting for DHCP post-hook callback, downloading files, installing image,
executing pre-config or post-config CLI commands, or executing post-ZTD script file.

e Reason — Description of a successful or failed ZTD process.

10.4.1.0 or later

Stops ZTD while in progress. After you cancel ZTD, you can enter CLI commands to configure the switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ztd cancel
None

ZTD is enabled.
EXEC

When ZTD is enabled, the command-line interface is locked. You cannot enter OS10 configuration
commands. Use the ztd cancel command to cancel the ZTD process and return to CLI configuration
mode. You can enter ztd cancel only when ZTD is in a waiting state; that is, before it receives an
answer from the DHCP server. Otherwise, the command returns an error message.

0S10# ztd cancel

10.4.1.0 or later

Remote access

You can remotely access the OS10 command-line interface (CLI) and the Linux shell. When you install OS10 the first time,
connect to the switch using the serial port.

Configure remote access

e Configure the Management port IP address
e Configure a default route to the Management port
e Configure a user name and password

Remote access OS10 CLI
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1. Open an SSH session using the |IP address of the device. You can also use PuTTY or a similar tool to access the device
remotely.

ssh admin@ip-address
password: admin

2. Enter admin for both the default user name and password to log into OS10. You are automatically placed in EXEC mode.
0S10#
Remote access Linux shell

ssh linuxadmin@ip-address
password: linuxadmin

Configure Management IP address

To remotely access OS10, assign an IP address to the management port. The management interface is used for out-of-band
(OOB) management purposes.

1. Configure the management interface from CONFIGURATION mode.

interface mgmt 1/1/1

2. By default, DHCP client is enabled on the Management interface. Disable the DHCP client operations in INTERFACE mode.

no ip address dhcp

3. Configure an IPv4 or IPv6 address on the Management interface in INTERFACE mode.

ip address A.B.C.D/mask

ipv6 address A:B/prefix-length

4. Enable the Management interface in INTERFACE mode.
no shutdown
Configure Management interface

0S10 (config) # interface mgmt 1/1/1

0810 (conf-if-ma-1/1/1)# no ip address dhcp

0S10 (conf-if-ma-1/1/1)# ip address 10.1.1.10/24
0S10 (conf-if-ma-1/1/1)# no shutdown

Management Route Configuration

To set up remote access to OS10, configure a management route after you assign an IPv4 or IPv6 address to the Management
port. The Management port uses the default management route to communicate with a different network. Management routes

are separate from IPv4 and IPv6 routes and are only used to manage the system through the Management port.

management route 192.168.100.0/24 1.1.1.1
ip route 192.168.200.0/24 2.2.2.2

management route 192.168.30.0/24 managementethernet
ip route 192.168.40.0/24 interface ethernet 1/1/1

Before configuring the static IPv4 address for Management port, remove the DHCP setting using the no ip address dhcp

command.
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Configure a management route to the network in CONFIGURATION mode. Repeat the command to configure multiple routes for
the Management port.

management route {ipv4-address/mask | ipvé6-address/prefix-length}
{forwarding-router-address | managementethernet}

e ipv4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a subnet mask in /
prefix-length format (/x).

® ipvé6-address/prefix-length — Enter an IPv6 address in x:x:x:x::x format with the prefix length in /x format. The
prefix range is /0 to /128.

e forwarding-router-address — Enter the next-hop IPv4/IPv6 address of a forwarding router for network traffic from
the Management port.

e managementethernet — Configures the Management port as the interface for the route, and associates the route with
the Management interface.

Configure management route

0S10 (config) # management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

Configure user name and password

To set up remote access to OS10, create a new user name and password after you configure the management port and default
route. The user role is a mandatory entry.

Enter the password in clear text. It is converted to SHA-512 format in the running configuration. A password must have at least
nine alphanumeric and special characters, and at least five different characters from the password previously used for the same
username.

For backward compatibility with OS10 releases 10.3.1E and earlier, passwords entered in MD-5, SHA-256, and SHA-512 format
are supported.

To increase the required password strength, use the password-attributes command.

e Create a user name and password in CONFIGURATION mode.
username username password password role role

0 username username — Enter a text string. A maximum of 32 alphanumeric characters; 1 character minimum.
o password password — Enter a text string. A maximum of 32 alphanumeric characters; 9 characters minimum.
o role role — Enter auser role:

= sysadmin — Full access to all commands in the system, exclusive access to commands that manipulate the file
system, and access to the system shell. A system administrator can create user IDs and user roles.

" secadmin — Full access to configuration commands that set security policy and system access, such as password
strength, AAA authorization, and cryptographic keys. A security administrator can display security information, such
as cryptographic keys, login statistics, and log information.

" netadmin — Full access to configuration commands that manage traffic flowing through the switch, such as routes,

interfaces, and access control lists (ACLs). A network administrator cannot access configuration commands for
security features or view security information.

" netoperator — Access to EXEC mode to view the current configuration. A network operator cannot modify any
configuration setting on a switch.

Create user name and enter password in clear text

0S10 (config) # username user05 password alphad404! role sysadmin

CLI Basics

The OS10 CLlI is the software interface you use to access a device running the software — from the console or through a
network connection. The CLI is an OS10-specific command shell that runs on top of a Linux-based OS kernel. By leveraging
industry-standard tools and utilities, the CLI provides a powerful set of commands that you can use to monitor and configure
devices running OS10.
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User accounts

0810 defines two categories of user accounts — use admin for both the username and password to log into the CLI, or use
linuxadmin to log into the Linux shell.

®| NOTE: You cannot delete the default admin and linuxadmin usernames.

Key CLI features

Consistent Commands that provide the same type of function have the same name, regardless of the portion of the
command names system on which they are operating. For example, all show commands display software information and
statistics, and all c1lear commands erase various types of system information.

Available Information about available commands is provided at each level of the CLI command hierarchy. You can

commands enter a question mark (?) at any level and view a list of the available commands, along with a short
description of each command.

Command Command completion for command names (keywords) and for command options is available at each level

completion of the hierarchy. To complete a command or option that you have partially entered, click the Tab key

or the Spacebar. If the partially entered letters are a string that uniquely identifies a command, the
complete command name appears. A beep indicates that you have entered an ambiguous command, and
the possible completions display. Completion also applies to other strings, such as interface names and
configuration statements.

CLI command modes

The OS10 CLI has two top-level modes:
e EXEC mode — Monitor, troubleshoot, check status, and network connectivity.
o CONFIGURATION mode — Configure network devices.

When you enter CONFIGURATION mode, you are changing the current operating configuration, called the running configuration.
By default, all configuration changes are automatically saved to the running configuration.

You can change this default behavior by switching to the Transaction-Based Configuration mode. To switch to Transaction-
Based Configuration mode, enter the start transaction command. When you switch to the Transaction-Based
Configuration mode, you update the candidate configuration. Changes to the candidate configuration are not added to the
running configuration until you commit them, which activates the configuration. The start transaction command applies
only to the current session. Changing the configuration mode of the current session to the Transaction-Based Configuration
mode does not affect the configuration mode of other CLI sessions.

e After you explicitly enter the commit command to save changes to the candidate configuration, the session switches back
to the default behavior of automatically saving the configuration changes to the running configuration.

e \When a session terminates while in the Transaction-Based Configuration mode, and you have not entered the commit
command, the changes are maintained in the candidate configuration. You can start a new Transaction-Based Configuration
mode session and continue with the remaining configuration changes.

e All sessions in Transaction-Based Configuration mode update the same candidate configuration. When you enter the
commit command on any session in Transaction-Based Configuration mode or you make configuration changes on any
session in Non-Transaction-Based mode, you also commit the changes made to the candidate configuration in all other
sessions running in the transaction-based configuration mode. This implies that inconsistent configuration changes may be
applied to the running configuration. Dell EMC recommends only making configuration changes on a single CLI session at a
time.

e \When you enter the 1ock command in a CLI session, configuration changes are disabled on all other sessions, whether

they are in Transaction-Based Configuration mode or Non-Transaction-Based Configuration mode. For more information, see
Candidate configuration.

CLI command hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function are grouped together under the same
level of hierarchy. For example, all commands that display information about the system and the system software are grouped
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under the show system command, and all commands that display information about the routing table are grouped under the
show ip route command.

CLI command categories

There are several broad groups of CLI commands available:

copy Copies files from one location on a device to another, from a device to a remote system, or from a remote
system to a device.

configure Enters CONFIGURATION mode to configure routing protocols, interfaces, network management, and user
access.

exit Moves up one command mode. To go directly to EXEC mode, use the end command.

CONFIGURATION Mode

When you initially log in to OS10, you are placed in EXEC mode. To access CONFIGURATION mode, enter the configure
terminal command. Use CONFIGURATION mode to manage interfaces, protocols, and features.

Interface mode is a sub-mode of CONFIGURATION mode. Interface mode is where you configure Layer 2 (L2) and Layer 3 (L3)
protocols, and IPv4 and IPv6 services specific to an interface:

e Physical interfaces include the Management interface and Ethernet ports
e | ogical interfaces include Loopback, port-channel, and virtual local area networks (VLANS)

Breakout
Configuration M—

Range

Port-Channel

Loopback

From CONFIGURATION mode, you can also configure L2 and L3 protocols with a specific protocol-configuration mode, such as
Spanning-Tree Protocol (STP) or Border Gateway Protocol (BGP).

Command help

To view a list of valid commands for any CLI mode, enter 2.

1. Enter ? to view the commands available in EXEC mode.

0S10# 2
alarm Alarm commands
alias Set alias for a command
batch Batch Mode
boot Tell the system where to access the software image at
bootup
clear Clear command
clock Configure the system clock
commit Commit candidate configuration
configure Enter configuration mode
copy Perform a file copy operation
crypto Cryptography commands
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debug

Debug command

delete Perform a file delete operation on local file system
dir Show the list of files for the specified system folder
discard Discard candidate configuration

exit Exit from the CLI

generate Command to generate executed functionality

help Display available commands

image Image commands

kill-session Kill a CLISH session

license License and digital fulfillment commands
location-led Set location LED

lock Lock candidate configuration

move Perform a file move/rename operation on local filesystem
no No commands under exec mode

ping ping -h shows help

ping6 ping6 -h shows help

reload Reboot Networking Operating System

show Show running system information

start Activate transaction based configuration
support-assist-activity Support Assist related activity

system System command

terminal Set terminal settings

traceroute traceroute --help shows help

unlock Unlock candidate configuration

validate Validate candidate configuration

write Copy from current system configuration

ztd Cancel the current ZTD process.

2. Enter CONFIGURATION mode.

0S10# configure terminal
0S10 (config) #

3. Enter ? to show the commands available in CONFIGURATION mode.

0S10 (config) # ?

aaa Configure AAA

alias Set alias for a command
banner Configure banners

bfd Enable bfd globally
class-map Configure class map

clock Configure clock parameters
control-plane Control-plane configuration
crypto Crypto commands

dcbx DCBX commands

default Configure default attributes
dotlx Configure dotlx global information
end Exit to the exec Mode

errdisable
eula-consent

Configure errdisable parameters
eula-consent configuration

evpn Ethernet Virtual Private Network (EVPN)
exec—-timeout Set timeout (in seconds) for all CLI sessions
exit Exit from current mode

fcoe Configure FCoE

feature Enable feature

hardware Hardware specific configurations
hash-algorithm Hash algorithm configurations

help Display available commands
host-description Set the system host description
hostname Set the system hostname

interface Select an interface

ip Global IP configuration subcommands
ipv6 Global ipv6 configuration

iscsi Enable iscsi globally

lacp LACP commands

line Configure a terminal line
link-bundle-utilization Configure link bundle utilization trigger threshold
11ldp Configure LLDP parameters
load-balancing Load balancing configurations

logging Logging commands

login Configure login parameters

mac MAC config commands
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Check device status

management
monitor
no
ntp
nve
openflow
password-attributes
policy-map
gos-map
radius-server
parameters
rest
route-map
router
scale-profile
sflow
snmp-server
spanning-tree
support-assist
system
tacacs-server

communication parameters

track

trust
uplink-state-group
username

userrole
virtual-network
vlt-domain

vrrp

wred

management interface commands

Create a session for monitoring traffic

To delete / disable commands in config mode

Configure NTP

Create a Network Virtualization Edge (NVE) instance
Configure OpenFlow

Configure the password attributes

Configure policy map

Configure QoS map

Specify radius server host and configure its communication

Configure rest interface

Creates route-map

Enable a routing process

Configure scale profile

Configure sflow parameters

Configure SNMP server

Spanning Tree Subsystem

Support Assist feature configuration

System configuration

Specify TACACS+ server host and configure its

Configure object tracking
Configure trust

Create uplink state group

Create or modify users

Create custom user role

Create a Virtual Network

VLT domain configurations
Configure VRRP global attributes
Configure WRED profile

Use show commands to check the status of a device and monitor activities.
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0S10# show ?
acl-table-usage
alarms
alias
bfd
boot

candidate-configuration

class-map

clock
command-history
control-plane
copy-file
crypto

diag

diff

discovered-expanders

dotlx
environment
errdisable
eula-consent
evpn
exec-timeout
fcoe

file

fips
hardware
hash-algorithm
hosts

image
interface
inventory

Getting Started

Enter show 2 from EXEC mode to view a list of commands to monitor a device.

Show ACL table utilization

Display all current alarm situation in the system
Show list of aliases

Show bfd session commands

Show boot information

Current candidate configuration

Show QoS class-map configuration

Show the system date and time

Show command history of the current user

Display control-plane related informations

Show file copy operation information

Display cryptographic information

Show diagnostic information for port adapters/modules
Display differences between two configuration set
discovered expanders info

Show dotlx information

Show the environmental information of the system
Show errdisable information

Shows eula-consent for various modules

Show Ethernet Virtual Private Network

Show the timeout value of CLI session (in seconds)
show fcoe

Display file content in specified location

Show fips mode status

Show hardware information

Show hash algorithm information

show information about DNS

Show image information

Interface status and configuration

Show the system inventory information



ip show IP commands

ipv6 Display IPv6 neighbor information

iscsi Show iscsi

lacp Show LACP information

license Show license and digital fulfillment related information

link-bundle-utilization

the bundle

Display the link-bundle utilization for the interfaces in

11ldp Show 1ldp

load-balance Show global traffic load-balance configuration
logging Show logging messages

login Show login parameters

mac MAC forwarding table

monitor Show port monitoring sessions

network-policy Show network policy

ntp NTP associations

nve Display NVE related info

parser-tree
policy-map
port-channel

Show parser tree
Show policy-map information
LAG status and configuration

processes Show processes statistics
gos Show ingress or egress QoS configuration
queuing Show egress QoS counters

route-map
running-configuration
sessions

sflow

snmp

spanning-tree
startup-configuration
storm-control
support-assist
switch-operating-mode

Show route map information

Current operating configuration

Show active management sessions

Show sflow

Display all current snmp configuration

Show spanning tree information

Contents of startup configuration

Show storm control configuration

Show information about the support assist module
Switch operating mode

system Show system status information

tech-support Collection of show commands

terminal Show terminal configurations for this session

trace Show trace messages

track Show object tracking information

uplink-state-group Display the uplink state group configurations

uptime Show the system uptime

users Show the current list of users logged into the system ,
and show the session id

version Show the software version on the system

virtual-network Virtual-network info

vlan Vlan status and configuration

vlt Show VLT domain info

vIrrp VRRP group status

ztd-status Show ztd status

Enter show command-history from EXEC mode to view trace messages for each executed command.

0S10# show command-history

1 Thu Apr 20 19:44:38 UTC 2017 show vlan

2 Thu Apr 20 19:47:01 UTC 2017 admin

3 Thu Apr 20 19:47:01 UTC 2017 monitor hardware-components controllers view 0
4 Thu Apr 20 19:47:03 UTC 2017 system general info system-version view
5 Thu Apr 20 19:47:16 UTC 2017 admin

6 Thu Apr 20 19:47:16 UTC 2017 terminal length 0

7 Thu Apr 20 19:47:18 UTC 2017 terminal datadump

8 Thu Apr 20 19:47:20 UTC 2017 %abc

9 Thu Apr 20 19:47:22 UTC 2017 switchshow
10 Thu Apr 20 19:47:24 UTC 2017 cmsh
11 Thu Apr 20 19:47:26 UTC 2017 show version
12 Thu Apr 20 19:47:28 UTC 2017 cmsh
13 Thu Apr 20 19:47:30 UTC 2017 show version
14 Thu Apr 20 19:47:32 UTC 2017 show system
15 Fri Apr 21 12:35:31 UTC 2017 BIOS 3.20.0.3

e FEnter clear command-history to clear the trace messages in show command-history.

0S10# clear command-history

e Check the show command-history to verify that the trace messages are cleared.
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e Enter show system from EXEC mode to view the system status information.

0S10# show system

Node Id 1

MAC 34:17:eb:f2:9a:c4

Number of MACs 256

Up Time 2 days 05:57:17

== Unig 1 ==

Status up

System Identifier 1

Down Reason unknown

Digital Optical Monitoring disable

System Location LED off

Required Type 54048

Current Type 54048

Hardware Revision X01

Software Version 10.4.3.0

Physical Ports 48x10GbE, 6x40GbE

BIOS 3.21.0.4

System CPLD 15

Master CPLD 12

Slave CPLD 5

-- Power Supplies --

PSU-ID Status Type AirFlow Fan Speed(rpm) Status

1 not-present

2 up UNKNOWN NORMAL 1 10704 up

-- Fan Status --

FanTray Status AirFlow Fan Speed(rpm) Status

1 up NORMAL 1 10108 up
2 10069 up

2 up NORMAL 1 9954 up
2 10108 up

3 up NORMAL 1 9867 up
2 9867 up

Candidate configuration

When you enter OS10 configuration commands in Transaction-Based Configuration mode, changes do not take effect
immediately and are stored in the candidate configuration. The configuration changes become active only after you commit
the changes using the commit command. Changes in the candidate configuration are validated and applied to the running

configuration

The candidate configuration allows you to avoid introducing errors during an OS10 configuration session. You can make changes

and then check them before committing th

To check differences between the running

em to the active, running configuration on the network device.

configuration and the candidate configuration, use the show diff command. After

comparing the two, decide if you will commit the changes to the running configuration. To delete uncommitted changes, use the

discard command.

e Enter show ? from EXEC mode to view a list of commands to monitor a device.

0S10# show ?
acl-table-usage
alarms
alias
bfd
boot
candidate-configuration
class-map
clock
command-history
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Show ACL table utilization

Display all current alarm situation in the system
Show list of aliases

Show bfd session commands

Show boot information

Current candidate configuration

Show QoS class-map configuration

Show the system date and time

Show command history of the current user



control-plane
copy-file
crypto

diag

diff
discovered-expanders
dotlx
environment
errdisable
eula-consent
evpn
exec-timeout
fcoe

file

fips

hardware
hash-algorithm
hosts

image
interface
inventory

ip

ipvé6

iscsi

lacp

license

link-bundle-utilization
the bundle

11ldp

load-balance
logging

login

mac

monitor
network-policy

ntp

nve

parser-tree
policy-map
port-channel
processes

gos

queuing

route-map
running-configuration
sessions

sflow

snmp

spanning-tree
startup-configuration
storm-control
support-assist
switch-operating-mode
system
tech-support
terminal

trace

track
uplink-state-group
uptime

users

and show the session id

version
virtual-network
vlan

vit

vrrp

ztd-status

Compressed configuration

Display control-plane related informations

Show file copy operation information

Display cryptographic information

Show diagnostic information for port adapters/modules
Display differences between two configuration set
discovered expanders info

Show dotlx information

Show the environmental information of the system
Show errdisable information

Shows eula-consent for various modules

Show Ethernet Virtual Private Network

Show the timeout value of CLI session (in seconds)
show fcoe

Display file content in specified location

Show fips mode status

Show hardware information

Show hash algorithm information

show information about DNS

Show image information

Interface status and configuration

Show the system inventory information

show IP commands

Display IPv6 neighbor information

Show iscsi

Show LACP information

Show license and digital fulfillment related information

Display the link-bundle utilization for the interfaces in

Show 11ldp

Show global traffic load-balance configuration
Show logging messages

Show login parameters

MAC forwarding table

Show port monitoring sessions

Show network policy

NTP associations

Display NVE related info

Show parser tree

Show policy-map information

LAG status and configuration

Show processes statistics

Show ingress or egress QoS configuration

Show egress QoS counters

Show route map information

Current operating configuration

Show active management sessions

Show sflow

Display all current snmp configuration

Show spanning tree information

Contents of startup configuration

Show storm control configuration

Show information about the support assist module
Switch operating mode

Show system status information

Collection of show commands

Show terminal configurations for this session
Show trace messages

Show object tracking information

Display the uplink state group configurations
Show the system uptime

Show the current list of users logged into the system ,

Show the software version on the system
Virtual-network info

Vlan status and configuration

Show VLT domain info

VRRP group status

Show ztd status
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0OS10 offers the show candidate-configuration compressed and show running-configuration compressed
commands that display interface-related configuration in a compressed manner. These commands group similar looking
configuration. The compression is done only for interface-related configuration (VLAN and physical interfaces).

View compressed candidate configuration

0S10# show candidate-configuration compressed

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout

1/1/1

1/1/2

1/1/3

1/1/4

1/1/5

1/1/6

1/1/7

1/1/8

1/1/9

1/1/10
1/1/11
1/1/12
1/1/13
1/1/14
1/1/15
1/1/16
1/1/17
1/1/18
1/1/19
1/1/20
1/1/21
1/1/22
1/1/23
1/1/24
1/1/25
1/1/26
1/1/27
1/1/28
1/1/29
1/1/30
1/1/31
1/1/32

ipv6 forwarding enable

map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map

40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x

username admin password $65gq9QBeYjZ$jfxzVgGhkxX3smxJSHIDDz7/30Jc6om5wijF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9gq4dpWIgNs5BKH. role sysadmin
aaa authentication local
snmp-server contact http://www.dell.com/support
|
interface range ethernet 1/1/1-1/1/32
switchport access vlan 1
no shutdown
I
interface vlan 1
no shutdown
|
interface mgmtl/1/1
ip address dhcp
no shutdown
ipv6 enable
ipv6 address autoconfig
|

éupport—assist

|

éolicy—map type application policy-iscsi
|

élass—map type application class-iscsi
View compressed running configuration

0S10# show running-configuration compressed

interface
interface
interface
interface
interface
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breakout
breakout
breakout
breakout
breakout
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1/1/1
1/1/2
1/1/3
1/1/4
1/1/5

map
map
map
map
map

40g-1x
40g-1x
40g-1x
40g-1x
40g-1x



interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout
breakout

1/1/6

1/1/7

1/1/8

1/1/9

1/1/10
1/1/11
1/1/12
1/1/13
1/1/14
1/1/15
1/1/16
1/1/17
1/1/18
1/1/19
1/1/20
1/1/21
1/1/22
1/1/23
1/1/24
1/1/25
1/1/26
1/1/27
1/1/28
1/1/29
1/1/30
1/1/31
1/1/32

ipv6 forwarding enable
username admin password $65$gq9QBeYjZ$jfxzVgGhkxX3smxJSHIDDz7/30Jc6m5wiF8nnLD7/

VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

interface range ethernet 1/1/1-1/1/32

switchport access vlan 1
no shutdown

|
interface

vlian 1

no shutdown

interface mgmtl/1/1

ip address dhcp
no shutdown
ipv6 enable
ipv6 address autoconfig

support-assist

policy-map type application policy-iscsi

|

class-map type application class-iscsi
Show difference between candidate and running configurations

0S10# show diff candidate-configuration running-configuration

O0S10#

map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map
map

40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x
40g-1x

role sysadmin

() NOTE: If the show command does not return output, the candidate-configuration and running-

configuration files match.

Prevent configuration changes

You can prevent configuration changes on sessions other than the current CLI session using the 1ock command. To
respectively prevent and allow configuration changes on other sessions, use the 1ock and unlock commands in EXEC mode.

When you enter the 1ock command on a CLI session, users cannot make configuration changes across any other active CLI
sessions. When you close the CLI session where you entered the 1ock command, configuration changes are automatically

allowed on all other sessions.
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Lock configuration changes
0S10# lock
Unlock configuration changes

0S10# unlock

Change to transaction-based configuration mode

To change to Transaction-Based Configuration mode for a session, enter the start transaction command.

1. Change to Transaction-Based Configuration mode in EXEC mode.

start transaction

2. Enable, for example, an interface from INTERFACE mode.

interface ethernet 1/1/1
no shutdown

3. Save the configuration.

do commit

@ NOTE: After you enter the do commit command, the current session switches back to the default behavior of
committing all configuration changes automatically.

Save configuration changes manually

0S10# start transaction

0S10# configure terminal

0S10 (config) #

0S10 (config)# interface ethernet 1/1/1
0S10 (config-if-ethl/1/1)# no shutdown
0S10 (config-if-ethl/1/1)# do commit

Copy running configuration

The running configuration contains the current OS10 system configuration and consists of a series of OS10 commands. Copy
the running configuration to a remote server or local directory as a backup or for viewing and editing. The running configuration
is copied as a text file, which you can view and edit with a text editor. To copy the running configuration to the startup
configuration file, enter the copy running-configuration startup-configuration command.

Copy running configuration to local directory or remote server

0S10# copy running-configuration {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath}

0S10# copy running-configuration scp://root:calvin@l10.11.63.120/tmp/gaz.txt

Copy file to running configuration

To apply a set of commands to the current running configuration and execute them immediately, copy a text file from a
remote server or local directory. The copied commands do not replace the existing commands. If the copied command fails, the
successful copied commands before the failure is maintained.

0S10# copy {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath | http://userid@hostip/
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filepath}
running-configuration

0S10# copy scp://root:calvin@l0.11.63.120/tmp/gaz.txt running-configuration

Restore startup configuration

The startup configuration file, startup.xml, is stored in the config system folder. To create a backup version, copy the
startup configuration to a remote server or the local config: or home: directories.

To restore a backup configuration, copy a local or remote file to the startup configuration and reload the switch. After
downloading a backup configuration, enter the reload command, otherwise the configuration does not take effect until you
reboot.

Copy file to startup configuration

0S10# copy {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@Rhostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath} config://startup.xml

Back up startup file
0S10# copy config://startup.xml config://backup-9-28.xml
Restore startup file from backup

0S10# copy config://backup-9-28.xml config://startup.xml
0S10# reload

Back up startup file to server
0S10# copy config://startup.xml scp://userid:password@hostip/backup-9-28.xml
Restore startup file from server

0S10# copy scp://admin:admin@hostip/backup-9-28.xml config://startup.xml
0S10# reload

Reload system image

Reboot the system manually using the reload command in EXEC mode. You are prompted to confirm the operation.

0S10# reload
System configuration has been modified. Save? [yes/no]:yes
Saving system configuration

Proceed to reboot the system? [confirm yes/no]:yes
To configure the OS10 image loaded at the next system boot, enter the boot system command in EXEC mode.
boot system {active | standby}

e Enter active to load the primary OS10 image stored in the A partition.
e Enter standby to load the secondary OS10 image stored in the B partition.

Set next boot image

0S10# boot system standby
0S10# show boot
Current system image information:
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Type Boot Type Active Standby Next-Boot

Node-id 1 Flash Boot [A] 10.2.9999E [B] 10.2.9999E [B] standby

Filter show commands

You can filter show command output to view specific information, or start the command output at the first instance of a regular
expression or phrase.

display-xml Displays in XML format.

except Shows only text that does not match a pattern

find Searches for the first occurrence of a pattern and displays all the subsequent configurations
grep Shows only text that matches a pattern

no-more Does not paginate output

save Saves the output to a file

Display all output

0S10# show running-configuration | no-more

Alias command

The alias command allows you to create shortcuts for commonly used or long commands. You can also execute long
commands along with their parameters.

The alias supports the following modes:

e Persistent mode — The alias is persistent and is used in other sessions. The aliases created in Configuration mode are
persistent.

e Non-persistent mode — The alias is used only within the current session. After you close the session, the alias is removed
from the switch. The aliases created in Exec mode are non-persistent.

@ NOTE: You cannot use existing keywords, parameters, and short form of keywords as alias names, nor can you create a
shortcut for the alias command. The alias name is case-sensitive and can have a maximum of 20 characters.

e C(Create an alias in EXEC or CONFIGURATION mode — EXEC mode for non-persistent and CONFIGURATION mode for
persistent aliases. The alias value is the actual command where you use $n to enter the input parameters. You can substitute
$n with either numbers ranging from 1 to 9 or with an asterisk (*) and enter the parameters while executing the commands
using the alias. Use asterisk (*) to represent any number of parameters. The maximum number of input parameters is 9.

alias alias-name alias-value

Execute the commands using the alias in the respective modes.
View the current aliases.

show alias [brief | detail]

e Use the no form of the command to delete an alias.
no alias alias-name
Create alias

0S10# alias showint "show interface $*"
0S10 (config)# alias goint "interface ethernet $1"

View alias output for showint

0S10# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
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Eth 1/1/10
Eth 1/1/11
Eth 1/1/12
Eth 1/1/13
Eth 1/1/14
Eth 1/1/15
Eth 1/1/16
Eth 1/1/17
Eth 1/1/18
Eth 1/1/19
Eth 1/1/20
Eth 1/1/21
Eth 1/1/22
Eth 1/1/23
Eth 1/1/24
Eth 1/1/25
Eth 1/1/26
Eth 1/1/27
Eth 1/1/28
Eth 1/1/29
Eth 1/1/30
Eth 1/1/31
Eth 1/1/32

up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G
up 40G

View alias output for goint

0S10 (config) # goint 1/1/1
0S10 (conf-if-ethl/1/1)#

View alias information

0S10# show alias

Name Type
govlt Config
goint Config
shconfig Local
showint Local
shver Local
Number of config aliases
Number of local aliases : 3

View alias information brief. Displays the first 10 characters of the alias value.

0S10# show alias brief

Name Type
govlt Config
goint Config
shconfig Local
showint Local
shver Local
Number of config aliases
Number of local aliases : 3

2

2

"vlit-domain. ..

"interface

"show runni...
"show inter...
"show versi...

Getting Started

53



View alias information in detail. Displays the entire alias value.

0S10# show alias detail

Name Type Value

govlt Config "vlt-domain $1"

goint Config "interface ethernet $1"
shconfig Local "show running-configuration"
showint Local "show interface $*"

shver Local "show version"

Number of config aliases : 2

Number of local aliases : 3

Delete alias

0S10# no alias showint
0S10 (config) # no alias goint

Multi-line alias

You can create a multi-line alias where you save a series of multiple commands in an alias. Multi-line alias is supported only in the
Configuration mode.

You cannot use the exiting CLI keywords as alias names. The alias name is case-sensitive and can have a maximum of 20
characters.

e C(Create a multi-line alias in the CONFIGURATION mode. The switch enters the ALIAS mode.

alias alias-name

e Enter the commands to be executed prefixed by the 1ine n command in ALIAS mode. Enter the commands in double
quotes and use $n to enter input parameters. You can substitute $n with either numbers ranging from 1 to 9 or with an
asterisk (*) and enter the parameters while executing the commands using the alias. When you are using asterisk (*), you
can use all the input parameters. The maximum number of input parameters is 9.

line nn command

e (Optional) You can enter the default values to use for the parameters defined as $n in ALIAS mode.

default n input-value

e (Optional) Enter a description for the multi-line alias in ALIAS mode.

description string

e Use the no form of the command to delete an alias in CONFIGURATION mode.
no alias alias-name

You can modify an existing multi-line alias by entering the corresponding ALIAS mode.

Create multi-line alias

0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"
0S10 (config-alias-mTest)# line 3 "show configuration"
0S10 (config-alias-mTest) # default 1 "ethernet"
0S10 (config-alias-mTest)# default 2 "1/1/1"

(

0S10 (config-alias-mTest)# description InterfaceDetails
View alias output for mTest with default values

0S10 (config) # mTest

0S10 (config) # interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# no shutdown

0S10 (conf-if-ethl/1/1)# show configuration
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interface ethernetl/1/1
no shutdown
switchport access vlan 1

View alias output for mTest with different values

03510
0S10
0S10
0510
|
interface ethernetl/1/10
no shutdown

switchport access vlan 1

config) # mTest ethernet 1/1/10
config)# interface ethernet 1/1/10
conf-if-ethl/1/10)# no shutdown
conf-if-ethl1/1/10)# show configuration

Modify existing multi-line alias

0S10 (config) # alias mTest
0S10 (config-alias-mTest)# line 4 "exit"

View the commands saved in the multi-line alias

0S10 (config-alias-mTest) # show configuration
|

alias mTest

description InterfaceDetails

default 1 ethernet

default 2 1/1/1

line 1 "interface $1 $2"

line 2 "no shutdown"

line 3 "show configuration"

line 4 exit

View alias information

0S10# show alias

Name Type

mTest Config
Number of config aliases : 1
Number of local aliases : 0

View alias information brief. Displays the first 10 characters of each line of each alias.

0S10# show alias brief
Name Type Value

mTest Config

Number of config aliases : 1
Number of local aliases : 0

line 1 "interface ..."
line 2 "no shutdow..."
line 3 "show confi..."
default 1 "ethernet"
default 2 "1/1/1"

View alias detail. Displays the entire alias value.

0S10# show alias detail
Name Type

mTest Config

line 1 "interface $1 $2"
line 2 "no shutdown"

line 3 "show configuration"
default 1 "ethernet"
default 2 "1/1/1"
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Number of config aliases : 1
Number of local aliases : O

Delete alias

0S10 (config) # no alias mTest

Batch mode

Create and run a batch file to execute a sequence of multiple commands. A batch file is an unformatted text file that contains
two or more commands. Store the batch file in the home directory.

Use vi or any other editor to create the batch file, then use the batch command to execute the file. To execute a series of
commands in batch mode (non-interactive processing), use the batch command. OS10 automatically commits all commands in
a batch file — you do not have to enter the commit command.

If a command in the batch file fails, batch operation stops at that command. The remaining commands are not executed.

e C(Create a batch file (for example, b.cmd) on a remote device by entering a series of commands.

interface ethernet 1/1/1
no shutdown

no switchport

ip address 172.17.4.1/24

e Copy the command file to the home directory on the switch.

0S10# copy scp://oslOuser:o0sl0passwd@10.11.222.1/home/0sl10/b.cmd home://b.cmd
0S10# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2017-02-15T19:25:35% 77 b.cmd

e Execute the batch file using the batch /home/username/filename command in EXEC mode.

0S10# batch /home/admin/b.cmd

Jun 26 18:29:12 0S10 dn 13 core services[723]: Node.l-Unit.l:PRI:notice [oslO:trap],
$Dell EMC (0S10) %log-notice:IP _ADDRESS ADD: IP Address add is successful.

IP 172.17.4.1/24 in VRF:default added successfully

e (Optional) Verify the new commands in the running configuration.

0S10# show running-configuration interface ethernet 1/1/1
|

interface ethernetl/1/1
no shutdown

no switchport

ip address 172.17.4.1/24

Linux shell commands

You can execute a single command, or a series of commands, using a batch file from the Linux shell.
e Use the -c option to run a single command.

admin@0S10:/opt/dell/0sl0/bin$ clish -c "show version"

New user admin logged in at session 10

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
OS Version: 10.4.3.0

Build Version: 10.4.3.85
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Build Time: 2019-02-18T17:06:10-0800
System Type: S4048-ON

Architecture: x86 64

Up Time: 2 days 05:58:01

User admin logged out at session 10
admin@0S10:/opt/dell/0sl10/bin$

e Use the -B option along with a batch file to execute a series of commands.

configure terminal
router bgp 100
neighbor 100.1.1.1
remote-as 104

no shutdown

Execute the batch file.

admin@0S10:/opt/dell/osl0/bin$ clish -B ~/batch cfg.txt

New user admin logged in at session 15

Verify the BGP configuration executed by the batch file.

admin@0OS10:/opt/dell/osl10/bin$ clish -c "show running-configuration bgp"

New user admin logged in at session 16
|

router bgp 100
|

neighbor 100.1.1.1

remote-as 104

no shutdown
admin@0S10:/opt/dell/0sl0/bin$

User admin logged out at session 16

SSH commands

You can execute commands remotely using a secure shell (SSH) session. This is supported only for show commands.
e Enter the show command along with SSH.

$ ssh admin@Rip-address show-command

$ ssh admin@10.11.98.39 "show version"
admin@10.11.98.39's password:

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
O0S Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-0ON

Architecture: x86 64

Up Time: 2 days 05:58:01

0S9 environment commands

You can configure commands in an OS9 environment using the feature config-os9-style command.
e VLAN Interface mode

o tagged

0 no tagged

o0 untagged
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0 no untagged
e Port-channel Interface mode:
0 channel-member
0 no channel-member
e Enable the feature to configure commands in an OS9 environment in CONFIGURATION mode.

0S10 (config) # feature config-os9-style

0S10 (config) # exit

0S10# show running-configuration compressed
interface breakout 1/1/28 map 10g-4x
feature config-os9-style

e After you enable this feature, you can use the OS9 format of commands only in the new session. This configuration does not
take effect in the current session.

0S10 (config) # interface vlan 11
0S10 (conf-if-v1l-11)# tagged ethernet 1/1/15

0810 (conf-if-v1-11)# show configuration
|

interface vlanll

no shutdown

tagged ethernet 1/1/15

Common commands

alias

Creates a command alias.
Syntax alias alias-name alias-value

Parameters e alias-name — Enter the name of the alias. A maximum of 20 characters.

e alias-value — Enter the command to be executed within double quotes. Enter the $ followed by either
numbers ranging from 1 to 9 or with an asterisk (*) and enter the parameters while executing the commands
using the alias. Use asterisk (*) to represent any number of parameters.

Default Not configured

Command Mode gxEc
CONFIGURATION

Usage . Use this command to create a shortcut to long commands along with arguments. Use the numbers 1 to 9 along with
Information the $ to provide input parameters. The no version of this command deletes an alias.
Example In this example, when you enter showint status, note that the text on the CLI changes to show interface

status. The alias changes to the actual command that you have specified in the alias definition.

0S10# alias showint "show interface $*"
0S10# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 up 40G A 1 -
Eth 1/1/2 up 40G A 1 =
Eth 1/1/3 up 40G A 1 =
Eth 1/1/4 up 40G A 1 -
Eth 1/1/5 up 40G A 1 -
Eth 1/1/6 up 40G A 1 =
Eth 1/1/7 up 40G A 1 =
Eth 1/1/8 up 40G A 1 -
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Eth 1/1/9 up 40G A 1 =
Eth 1/1/10 up 40G A 1 -
Eth 1/1/11 up 40G A 1 -
Eth 1/1/12 up 40G A 1 =
Eth 1/1/13 up 40G A 1 =
Eth 1/1/14 up 40G A 1 -
Eth 1/1/15 up 40G A 1 -
Eth 1/1/16 up 40G A 1 =
Eth 1/1/17 up 40G A 1 =
Eth 1/1/18 up 40G A 1 -
Eth 1/1/19 up 40G A 1 -
Eth 1/1/20 up 40G A 1 =
Eth 1/1/21 up 40G A 1 =
Eth 1/1/22 up 40G A 1 -
Eth 1/1/23 up 40G A 1 -
Eth 1/1/24 up 40G A 1 =
Eth 1/1/25 up 40G A 1 =
Eth 1/1/26 up 40G A 1 -
Eth 1/1/27 up 40G A 1 -
Eth 1/1/28 up 40G A 1 =
Eth 1/1/29 up 40G A 1 =
Eth 1/1/30 up 40G A 1 -
Eth 1/1/31 up 40G A 1 -
Eth 1/1/32 up 40G A 1 =

In this example, when you enter goint 1/1/1, note that the text on the CLI changes to interface ethernet
1/1/1.

0S10 (config) # alias goint "interface ethernet $1"
0810 (config)# goint 1/1/1
0S10 (conf-if-ethl/1/1)#

Supported 10.3.0E or later
Releases

alias (multi-line)

Creates a mulit-line command alias.

Syntax alias alias-name
Parameters alias-name — Enter the name of the multi-line alias. A maximum of up to 20 characters.
Default Not configured

Command Mode CONFIGURATION

Usage ) Use this command to save a series of multiple commands in an alias. The switch enters ALIAS mode when
Information you create an alias. You can enter the series of commands to be executed using the 1ine command. The
no version of this command deletes an alias.

Example
0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"
0S10 (config-alias-mTest)# line 3 "show configuration"
Supported 10.4.0E(R1) or later
Releases
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batch

Executes a series of commands in a file in batch, non-interactive, processing.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

boot

batch /home/username/filename

e username — Enter the user name that was used to copy the command file.
e filename — Enter the name of a batch command file.

Not configured
EXEC

Use this command to create a batch command file on a remote machine. Copy the command file to the
home directory on your switch. This command executes commands in batch mode. OS10 automatically
commits all commands in a batch file; you do not have to enter the commit command. To display the files
stored in the home directory, enter dir home. Use the dir home command to view the files stored in
the home directory.

batch /home/admin/b.cmd

Jun 26 18:29:12 0S10 dn 13 core services[723]: Node.l-Unit.l:PRI:notice
[osl1l0:trap],

$Dell EMC (0S10) %log-notice:IP ADDRESS ADD: IP Address add is
successful.

IP 172.17.4.1/24 in VRF:default added successfully

10.2.0E or later

Configures which OS10 image to use the next time the system boots up.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

commit

boot system [active | standby]

e active — Reset the running partition as the next boot partition.
e standby — Set the standby partition as the next boot partition.

Not configured
EXEC

Use this command to configure the location of the OS10 image used to reload the software at boot
time. Use the show boot command to view the configured next boot image. This command is applied
immediately.

0S10# boot system standby

10.2.0E or later

Commits changes in the candidate configuration to the running configuration.

Syntax
Parameters
Default
Command Mode

Usage
Information

commit

None

Not configured
EXEC

Use this command to save changes to the running configuration. Use the do commit command to save
changes in CONFIGURATION mode.
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Example

Example
(configuration)

Supported
Releases

configure

0S10# commit

0S10 (config) # do commit

10.2.0E or later

Enters CONFIGURATION mode from EXEC mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

copy

configure {terminal}
terminal — Enters CONFIGURATION mode from EXEC mode.

Not configured
EXEC

Enter conf t for auto-completion.

0S10# configure terminal
0S10 (config) #

10.2.0E or later

Copies the current running configuration to the startup configuration and transfers files between an OS10 switch and a remote

device.

Syntax

Parameters

Default
Command Mode

Usage
Information

copy [running-configuration startup-configuration | config://filepath |
coredump://filepath | ftp://filepath | home://filepath | scp://filepath

| sftp://filepath | supportbundle://filepath | tftp://filepath | usb://
filepath]

e running-configuration startup-configuration — (Optional) Copy the current running
configuration file to the startup configuration file.

config://filepath — (Optional) Copy from the configuration directory.

coredump: //filepath — (Optional) Copy from the coredump directory.
ftp://userid:passwd@hostip/filepath — (Optional) Copy from a remote FTP server.
home: //username/filepath — (Optional) Copy from the home directory.
scp://userid:passwd@hostip/filepath — (Optional) Copy from a remote SCP server.
sftp://userid:passwd@hostip/filepath — (Optional) Copy from a remote SFTP server.
supportbundle: //filepath — (Optional) Copy from the support-bundle directory.
tftp://hostip/filepath — (Optional) Copy from a remote TFTP server.

usb: filepath — (Optional) Copy from a USB file system.

Not configured
EXEC

Use this command to save the running configuration to the startup configuration, transfer coredump files
to a remote location, backup the startup configuration, retrieve a previously backed-up configuration,
replace the startup configuration file, or transfer support bundles.
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Dell EMC Networking recommends that you avoid using a copy command to
download an 0S10 image to the switch. The downloaded image occupies a large amount of
disk space. Use the image download command to download an OS10 image.

When using the scp and sftp options, always enter an absolute file path instead of a path relative to the
home directory of the user account; for example, enter:

copy config://startup.xml scp://delloslO:password@10.1.1.1/home/dellosl10/
backup.xml

Example
0S10# dir coredump
Directory contents for folder: coredump
Date (modified) Size (bytes) Name
2017-02-15T19:05:417% 12402278 core.netconfd-
pro.2017-02-15 19-05-09.gz
0S10# copy coredump://core.netconfd-pro.2017-02-15 19-05-09.gz scp://
oslOuser:o0sl0passwd@10.11.222.1/home/0sl0/core.netconfd-pro.2017-02
-15 19-05-09.9gz
Example

(copy startup 0S10# dir config

configuration) Directory contents for folder: config

Date (modified) Size (bytes) Name

2017-02-15T20:38:127 54525 startup.xml

0S10# copy config://startup.xml scp://oslOuser:osl0passwd@10.11.222.1/
home/o0s10/backup.xml

Example
(retrieve backed-
up configuration)

0S10# copy scp://oslOuser:osl0passwd@10.11.222.1/home/o0s10/backup.xml
home://config.xml

0S10 (conf-if-ethl/1/5)# dir home
Directory contents for folder: home

Date (modified) Size (bytes) Name

2017-02-15T21:19:547%7 54525 config.xml

Example
(replace startup
configuration)

0S10# home://config.xml config://startup.xml

Supported 10.2.0E or later
Releases

default (alias)

Configures default values for input parameters in a multi-line alias.
Syntax default n value

Parameters e n — Enter the number of the argument, from 1 to 9.
e value — Enter the value for the input parameter.

62 Getting Started



Default
Command Mode

Usage
Information

Example

Supported
Releases

delete

Not configured
ALIAS
To use special characters in the input parameter value, enclose the string in double quotes. The no

version of this command removes the default value.

0S10 (config) # alias mTest

0S10 (config-alias-mTest)# default 1 "ethernet 1/1/1"

10.4.0E(R1) or later

Removes or deletes the startup configuration file.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

delete [config://filepath | coredump://filepath | home://filepath |
image://filepath | startup-configuration | supportbundle://filepath |
usb://filepath]

e config://filepath — (Optional) Delete from the configuration directory.

e coredump://filepath — (Optional) Delete from the coredump directory.

e home://filepath — (Optional) Delete from the home directory.

e image://filepath — (Optional) Delete from the image directory.

e startup-configuration — (Optional) Delete the startup configuration.

e supportbundle://filepath — (Optional) Delete from the support-bundle directory.
e usb://filepath — (Optional) Delete from the USB file system.

Not configured
EXEC

Use this command to remove a regular file, software image, or startup configuration. Removing the
startup configuration restores the system to the factory default. You need to reboot the switch using the
reload command for the operation to take effect.

@ NOTE:

e Use caution when removing the startup configuration.

e \When the config partition has low disk space, you will see a syslog message as below:

SYS STAT LOW DISK SPACE: Warning! Configuration directory has 0.0%
free. Please delete unnecessary files from home directory.

When you see such errors, please delete unwanted files from the home directory or you may
encounter degraded system performance.

0S10# delete startup-configuration

10.2.0E or later

description (alias)

Configures a textual description for a multi-line alias.

Syntax
Parameters

Default

description string
string — Enter a text string for a multi-line alias description.

Not configured
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Command Mode

Usage
Information

Example

Supported
Releases

dir

ALIAS

To use special characters as a part of the description string, enclose the string in double quotes.

Spaces between characters are not preserved after entering this command unless you enclose the
entire description in quotation marks, for example, “text description.”

e [Enter a text string after the description command to overwrite any previous text strings that you
configured as the description.
e The no version of this command removes the description.

0S10 (config) # alias mTest
0S10 (config-alias-mTest) # description "This alias configures interfaces"

10.4.0E(R1) or later

Displays files stored in available directories.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Example (config)

Supported
Releases

discard

dir {config | coredump | home | image | supportbundle | usb}

e config — (Optional) Folder containing configuration files.

e coredump — (Optional) Folder containing coredump files.

e home — (Optional) Folder containing files in user's home directory.

e image — (Optional) Folder containing image files.

e supportbundle — (Optional) Folder containing support bundle files.
e usb — (Optional) Folder containing files on a USB drive.

Not configured
EXEC

Use the dir config command to display configuration files. This command requires at least one
parameter.

O0S10# dir
config Folder containing configuration files
coredump Folder containing coredump files
home Folder containing files in user's home directory
image Folder containing image files

supportbundle Folder containing support bundle files

0S10# dir config
Directory contents for folder: config
Date (modified) Size (bytes) Name

2017-04-26T15:23:46% 26704 startup.xml

10.2.0E or later

Discards changes made to the candidate configuration file.

Syntax
Parameters
Default

Command Mode

discard
None
Not configured

EXEC
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Usage
Information

Example

Supported
Releases

do

None

0S10# discard

10.2.0E or later

Executes most commands from all CONFIGURATION modes without returning to EXEC mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

do command

command — Enter an EXEC-level command.
Not configured

INTERFACE

None

0S10 (config) # interface ethernet 1/1/7

0S10 (conf-if-ethl/1/7)# no shutdown

0S10 (conf-if-ethl/1/7)#% do show running-configuration
E .

interface ethernetl/1/7

no shutdown
|

10.2.0E or later

feature config-os9-style

Configure commands in an OS9 environment.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

feature config-os9-style
None
Not configured

CONFIGURATION

After you enable the feature to configure commands in OS9 format, log out of the session. In the next
session, you can configure the commands in OS9 format. This feature does not have an impact on the
show commands. Use the no form of the command to disable the feature.

0S10 (config) # feature config-os9-style
0S10# show running-configuration compressed
interface breakout 1/1/28 map 10g-4x
feature config-os9-style

10.3.0E or later
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exit

Returns to the next higher command mode.

Syntax exit
Parameters None
Default Not configured

Command Mode All

Usage None
Information

Example
0S10 (conf-if-ethl/1/1)# exit
0S10 (config) #

Supported 10.2.0E or later

Releases

hostname

Sets the system host name.

Syntax hostname name
Parameters name — Enter the host name of the switch, up to 64 characters.
Default 0S10

Command Mode CONFIGURATION

Usage The host name is used in the OS10 command-line prompt. The no version of this command resets the
Information host name to 0S10.
Example
0S10 (conf)# hostname R1
R1 (conf) #
Supported 10.3.0E or later
Releases
license

Installs a license file from a local or remote location.

Syntax license install [ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:]
filepath
Parameters e ftp: — (Optional) Install from the remote file system (ftp://userid:passwd@hostip/
filepath).
e httpl[s]: — (Optional) Install from the remote file system (http://hostip/filepath).
e http[s]: — (Optional) Request from remote server (http://hostip).
e localfs: — (Optional) Install from the local file system (localfs://filepath).
e scp: — (Optional) Request from the remote file system (scp://userid:passwd@hostip/
filepath).
e sftp: — (Optional) Request from the remote file system (sftp://userid:passwd@hostip/
filepath).
e tftp: — (Optional) Request from the remote file system (tftp://hostip/filepath).
e usb: — (Optional) Request from the USB file system (usb://filepath).
Default Not configured
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Command Mode

Usage
Information

Example

Supported
Releases

line (alias)

EXEC

Use this command to install the Enterprise Edition license file. For more information, see Download OS10
image and license. OS10 requires a perpetual license to run beyond the 120-day trial period. The license
file is installed in the /mnt/license directory.

0S10# license install scp://user:userpwd/10.1.1.10/CFNNX42-NOSEnterprise-
License.lic
License installation success.

10.3.0E or later

Configures the commands to be executed in a multi-line alias.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

lock

line nn command

e nn — Enter the line number, from 1to 99. The commands are executed in the order of the line
numbers.
e command — Enter the command to be executed enclosed in double quotes.

Not configured
ALIAS

The no version of this command removes the line number and the corresponding command from the
multi-line alias.

0S10 (config)# alias mTest

0S10 (config-alias-mTest)# line 1
0S10 (config-alias-mTest)# line 2
0S10 (config-alias-mTest)# line 3

"interface $1 $2"
"no shutdown"
"show configuration"

10.4.0E(R1) or later

Locks the candidate configuration and prevents any configuration changes on any other CLI sessions, either in Transaction or
Non-Transaction-Based Configuration mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

lock
None
Not configured
EXEC

The 1ock command fails if there are uncommitted changes in the candidate configuration.

0S10# lock

10.2.0E or later
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management route

Configures an IPv4/IPv6 static route the Management port uses. Repeat the command to configure multiple management

routes.

Syntax

Parameters

Default
Command Mode
Usage

Information

Example (IPv4)

Example (IPv6)

Supported
Releases

move

management route {ipv4-address/mask |
{forwarding-router-address |

ipvé-address/prefix—-length}
managementethernet}

e ipv4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a
subnet mask in prefix-length format (/xx).

e ipv6-address/prefix-length — Enter an IPv6 address in x:x:x:x::x format with the prefix
length in /xxx format. The prefix range is /0 to /128.

e forwarding-router-address — Enter the next-hop IPv4/IPv6 address of a forwarding router
(gateway) for network traffic from the Management port.

e managementethernet — Configure the Management port as the interface for the route; forces
the route to be associated with the Management interface.

Not configured
CONFIGURATION

Management routes are separate from IP routes and are only used to manage the system through the
Management port. To display the currently configured IPv4 and IPv6 management routes, enter the show
ip management-route and show ipv6 management-route commands.

0S10 (config) # management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

0S10 (config) # management route 10::/64 10::1

10.2.2E or later

Moves or renames a file on the configuration or home system directories.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Example (dir)

Supported
Releases

move [config: | home: | usb:]
e config: — Move from the configuration directory (config://filepath).
e home: — Move from the home directory (home://filepath).

e usb: — Move from the USB file system (usb://filepath).
Not configured
EXEC

Use the dir config command to view the directory contents.

0S10# move config://startup.xml config://startup-backup.xml

0S10# dir config

Directory contents for folder: config
Date (modified) Size (bytes) Name
2017-04-26T15:23:467 26704 startup.xml

10.2.0E or later
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no

Disables or deletes commands in EXEC mode.

Syntax no [alias | debug | support-assist-activity | terminal]
Parameters e alias — Remove an alias definition.

e debug — Disable debugging.

® support-assist-activity — SupportAssist-related activity.

e terminal — Reset terminal settings.
Default Not configured

Command Mode EXEC

Usage Use this command in EXEC mode to disable or remove a configuration. Use the no 2 in
Information CONFIGURATION mode to view available commands.
Example

0S10# no alias goint

Supported 10.2.0E or later
Releases

reload

Reloads the software and reboots the ONIE-enabled device.

Syntax reload
Parameters None
Default Not configured

Command Mode EXEC

Usage . ®| NOTE: Use caution while using this command as it reloads the OS10 image and reboots the device.
Information
Example
0S10# reload
Proceed to reboot the system? [confirm yes/no]:y
Supported 10.2.0E or later
Releases

show alias

Displays configured alias commands available in both Persistent and Non-Persistent modes.
Syntax show alias [brief | detail]

Parameters e Dbrief — Displays brief information of the aliases.
e detail — Displays detailed information of the aliases.

Default None
Command Mode EXEC

Usage None
Information

Example
0S10# show alias

Name Type
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Example (brief —
displays the first
10 characters of
the alias value))

Example (detail
— displays the
entire alias
value)

Supported
Releases

show boot

govlt Config

goint Config
mTest Config
shconfig Local
showint Local
shver Local
Number of config aliases
Number of local aliases : 3

0S10# show alias brief

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local

Number of config aliases
Number of local aliases : 3

0S10# show alias detail

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local

Number of config aliases
Number of local aliases : 3

10.3.0E or later

Displays detailed information about the boot image.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

show boot [detail]
None
Not configured

EXEC

0S10# show boot

Current system image information:

3

3

3

"vlit-domain..."
"interface "

line 1 "interface ..."
line 2 "no shutdow..."
line 3 "show confi..."
default 1 "ethernet"
default 2 "1/1/1"
"show runni..."

"show inter..."

"show versi..."

"vlt-domain $1"

"interface ethernet $1"

line 1 "interface $1 $2"
line 2 "no shutdown"

line 3 "show configuration"
default 1 "ethernet"

default 2 "1/1/1"

"show running-configuration"
"show interface $*"

"show version"

The Next-Boot field displays the partition that the next reload uses.
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Node-id 1 Flash Boot [A] 10.4.3E [B] 10.4.3E

Example (detail)
0S10# show boot detail

Current system image information detail:

Type: Node-id 1

Boot Type: Flash Boot

Active Partition: A

Active SW Version: 10.4.3E

Active SW Build Version: 10.4.3E.85

Active Kernel Version: Linux 4.9.110

Active Build Date/Time: 2019-02-18T09:06:102Z
Standby Partition: B

Standby SW Version: 10.4.3E

Standby SW Build Version: 10.4.3E.80
Standby Build Date/Time: 2019-02-17T15:36:08%7
Next-Boot: activel[A]

Supported 10.2.0E or later
Releases

show candidate-configuration

Displays the current candidate configuration file.

Syntax show candidate-configuration [aaa | access-list | as-path | bgp | class-map
| community-list | compressed | control-plane | dotlx | extcommunity-list
| interface | lacp | line | 1lldp | logging | monitor | ospf | ospfv3 |
policy-map | prefix-list | gos-map | radius-server | route-map sflow |
snmp | spanning-tree | support-assist | system-gos | trust-map users |
vit]

Parameters aaa — (Optional) Current candidate AAA configuration.

access-1list — (Optional) Current candidate access-list configuration.
as-path — (Optional) Current candidate as-path configuration.

bgp — (Optional) Current candidate BGP configuration.

class-map — (Optional) Current candidate class-map configuration.
community-1list — (Optional) Current candidate community-list configuration.
compressed — (Optional) Current candidate configuration in compressed format.
control-plane — (Optional) Current candidate control-plane configuration.

dotlx — (Optional) Current candidate dot1x configuration.

extcommunity-list — (Optional) Current candidate extcommunity-list configuration.

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

e interface — (Optional) Current candidate interface configuration.

e lacp — (Optional) Current candidate LACP configuration.

e 11dp — (Optional) Current candidate LLDP configuration.

e logging — (Optional) Current candidate logging configuration.

e monitor — (Optional) Current candidate monitor session configuration.
e ospf — (Optional) Current candidate OSPF configuration.

e ospfv3 — (Optional) Current candidate OSPFv3 configuration.

e policy-map — (Optional) Current candidate policy-map configuration.
e prefix-1ist — (Optional) Current candidate prefix-list configuration.
e gos-map — (Optional) Current candidate gos-map configuration.

e radius-server — (Optional) Current candidate RADIUS server configuration.
e route-map — (Optional) Current candidate route-map configuration.

e sflow — (Optional) Current candidate sFlow configuration.

e snmp — (Optional) Current candidate SNMP configuration.

e spanning-tree — (Optional) Current candidate spanning-tree configuration.
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Default
Command Mode

Usage
Information

Example

Example
(compressed)

e support-assist — (Optional) Current candidate support-assist configuration.
e system-gos — (Optional) Current candidate system-qos configuration.

e trust-map — (Optional) Current candidate trust-map configuration.

e users — (Optional) Current candidate users configuration.

e v1t — (Optional) Current candidate VLT domain configuration.

Not configured
EXEC

None

0S10# show candidate-configuration

! Version 10.2.9999E

! Last configuration change at Apr 11 10:36:43 2017
|

username admin

password $6$9g9Q0BeYjZ2$)fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNsS5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support
snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface ethernetl/1/1
switchport access vlan 1
no shutdown

i

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1
no shutdown

|

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

i

—--more--

0S10# show candidate-configuration compressed

username admin

password $6$99QBeYjZ2$)fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

!

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1
no shutdown

|

interface vlan 1

no shutdown

|
interface mgmtl/1/1

ip address 10.11.58.145/8
no shutdown

ipv6 enable

72 Getting Started



ipv6 address autoconfig

|
support-assist
|

policy-map type application policy-iscsi
!

class-map type application class-iscsi

Supported 10.2.0E or later
Releases

show environment

Displays information about environmental system components, such as temperature, fan, and voltage.

Syntax show environment
Parameters None
Default Not configured

Command Mode EXEC

Usage None

Information

Example
0S10# show environment
Unit State Temperature
1 up 43
Thermal sensors
Unit Sensor-Id Sensor—-name Temperature
1 1 CPU On-Board temp sensor 32
1 2 Switch board temp sensor 28
1 3 System Inlet Ambient-1 temp sensor 27
1 4 System Inlet Ambient-2 temp sensor 25
1 5 System Inlet Ambient-3 temp sensor 26
1 6 Switch board 2 temp sensor 31
1 7 Switch board 3 temp sensor 41
1 8 NPU temp sensor 43

Supported 10.2.0E or later

Releases

show inventory

Displays system inventory information.

Syntax show inventory
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information
Example
0S10# show inventory
Product : S40480N
Description : S4048-0ON 48x10GbE, 6x40GbE QSFP+ Interface Module
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Unit Type Part Number Rev Piece Part ID
* 1 S40480N 0J09D3 X01 Tw-0J09D3-28298-490-0119
1 S40480ON-PWR-2-UNKNOWN 0T9FNW X01 TW-0T9FNW-28298-490Q0-0041
1 S40480N-FANTRAY-1 OMGDHS8 X01 Tw-OMGDH8-28298-490Q0-0361
1 S40480ON-FANTRAY-2 OMGDHS8 X01 TwW-OMGDH8-28298-490-0360
1 S40480N-FANTRAY-3 OMGDHS8 X01 TW-OMGDH8-28298-490-0359
Supported 10.2.0E or later
Releases
show Ip management-route
Displays the IPv4 routes used to access the Management port.
Syntax show ip management-route [all | connected | summary]
Parameters e all — (Optional) Display the IPv4 routes that the Management port uses.
e connected — (Optional) Display only routes directly connected to the Management port.
e summary — (Optional) Display the number of active and non-active management routes and their
remote destinations.
e static — (Optional) Display non-active management routes.
Default Not configured

Command Mode

Software version 10.4.3.0
Product Base
Product Serial Number

Product Part Number

EXEC

Usage Use this command to view the IPv4 static and connected routes configured for the Management port.
Information Use the management route command to configure an IPv4 or IPv6 management route.
Example
0S10# show ip management-route
Destination Gateway State Source
192.168.10.0/24 managementethernet Connected Connected
Supported 10.2.2E or later
Releases
show IpV6 management-route
Displays the IPv6 routes used to access the Management port.
Syntax show ipv6 management-route [all | connected | summary]
Parameters e all — (Optional) Display the IPv6 routes that the Management port uses.
e connected — (Optional) Display only routes directly connected to the Management port.
e summary — (Optional) Display the number of active and non-active management routes and their
remote destinations.
e static — (Optional) Display non-active Management routes.
Default Not configured

Command Mode

Usage
Information

EXEC

Use this command to view the IPv6 static and connected routes configured for the Management port.
Use the management route command to configure an IPv4 or IPv6 management route.
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Example

Supported
Releases

0S10# show ipv6 management-route

Destination Gateway State

2001:34::0/64 ManagementEthernet 1/1 Connected
2001:68::0/64 2001:34::16 Active

10.2.2E or later

show license status

Displays license status information.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

show license status
None

Not configured

EXEC

Use this command to view the show license status command to verify the current license for
running OS10, its duration, and the service tag of the switch to which it is assigned.

0S10# show license status

System Information

Vendor Name : DELL

Product Name q S40480N

Hardware Version 3 X01

Platform Name 3

PPID 3 TWO0J09D32829849Q0119
Service Tag : FFD7VS1

Product Base 3
Product Serial Number:
Product Part Number
License Details

Software : 0S10-Enterprise

Version 3 10.4.3.0

License Type 8 PERPETUAL

License Duration: Unlimited

License Status : Active

License location: /mnt/license/FFD7VSl.lic

10.3.0E or later

show running-configuration

Displays the configuration currently running on the device.

Syntax

Parameters

show running-configuration [aaa | access-list | as-path | bgp | class-map

| community-list | compressed | control-plane | dotlx | extcommunity-list |
interface [virtual-network vn-id] | lacp | line | 1ldp | logging | monitor
| ospf | ospfv3 | policy-map | prefix-list | gos-map | radius-server |
route-map | sflow | snmp | spanning-tree | support-assist | system-gos |
trust-map | users | vlt]

® aaa — (Optional) Current operating AAA configuration.
e access-1ist — (Optional) Current operating access-list configuration.

Getting Started 75



Default
Command Mode

Usage
Information

Example

as-path — (Optional) Current operating as-path configuration.

bgp — (Optional) Current operating BGP configuration.

class-map — (Optional) Current operating class-map configuration.
community-list — (Optional) Current operating community-list configuration.
compressed — (Optional) Current operating configuration in compressed format.
control-plane — (Optional) Current operating control-plane configuration.
dotlx — (Optional) Current operating dot1x configuration.
extcommunity-list — (Optional) Current operating extcommunity-list configuration.
interface — (Optional) Current operating interface configuration.

o virtual-network vn-id — (Optional) Current virtual network configuration.
lacp — (Optional) Current operating LACP configuration.

11dp — (Optional) Current operating LLDP configuration.

logging — (Optional) Current operating logging configuration.

monitor — (Optional) Current operating monitor session configuration.

ospf — (Optional) Current operating OSPF configuration.

ospfv3 — (Optional) Current operating OSPFv3 configuration.

policy-map — (Optional) Current operating policy-map configuration.
prefix-1list — (Optional) Current operating prefix-list configuration.

gos—-map — (Optional) Current operating gos-map configuration.
radius-server — (Optional) Current operating radius-server configuration.
route-map — (Optional) Current operating route-map configuration.

sflow — (Optional) Current operating sFlow configuration.

snmp — (Optional) Current operating SNMP configuration.

spanning-tree — (Optional) Current operating spanning-tree configuration.
support-assist — (Optional) Current operating support-assist configuration.
system-gos — (Optional) Current operating system-qos configuration.
trust-map — (Optional) Current operating trust-map configuration.

users — (Optional) Current operating users configuration.

v1lt — (Optional) Current operating VLT domain configuration.

Not configured
EXEC

None

0S10# show running-configuration

! Version 10.2.9999E

! Last configuration change at Apr 11 01:25:02 2017
|

username admin

password $6$99QBeYjZ2$)fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support
snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface ethernetl/1/1
switchport access vlan 1
no shutdown

|

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1

no shutdown
|
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Example
(compressed)

Supported
Releases

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

|

interface ethernetl/1/6
switchport access vlan 1
no shutdown

--more--—

0S10# show running-configuration compressed

username admin

password $6$g9QBeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30Jc6mbwiF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown
|

interface vlan 1

no shutdown
|

interface mgmtl/1/1

ip address 10.11.58.145/8
no shutdown

ipvé enable

ipv6 address autoconfig

|
support-assist
|

policy-map type application policy-iscsi
|

class-map type application class-iscsi

10.2.0E or later

show startup-configuration

Displays the contents of the startup configuration file.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

show startup-configuration [compressed]

compressed — (Optional) View a compressed version of the startup configuration file.
Not configured

EXEC

None

0S10# show startup-configuration

username admin

password $6$g90BeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30Jc6ombwiF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support
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snmp-server location "United States"
ip route 0.0.0.0/0 10.11.58.1
I

interface ethernetl/1/1
switchport access vlan 1
no shutdown

|

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1
no shutdown

|

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

|

--more--

Example

(compressed) 0S10# show startup-configuration compressed

username admin

password $6$g9QBeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30Jc6ombwiF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

ip route 0.0.0.0/0 10.11.58.1

|

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown
|

interface vlan 1

no shutdown
|

interface mgmtl/1/1

ip address 10.11.58.145/8
no shutdown

ipv6 enable

ipv6e address autoconfig

|
support-assist
|

policy-map type application policy-iscsi
!

class-map type application class-iscsi

Supported 10.2.0E or later
Releases

show system

Displays system information.
Syntax show system [brief | node-id]

Parameters e Dbrief — View an abbreviated list of the system information.
® node-id — View the node ID number.

Default Not configured
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Status

Command Mode EXEC
Usage None
Information
Example
0S10# show system
Node Id : 1
MAC : 34:17:eb:f2:9%a:c4
Number of MACs 256
Up Time 2 days 05:57:17
== Umit 1 ==
Status up
System Identifier 1
Down Reason unknown
Digital Optical Monitoring disable
System Location LED off
Required Type 54048
Current Type 54048
Hardware Revision X01
Software Version 10.4.3.0
Physical Ports 48x10GbE, 6x40GbE
BIOS 3.21.0.4
System CPLD 15
Master CPLD 12
Slave CPLD 5
-- Power Supplies --
PSU-ID Status Type AirFlow Fan Speed(rpm)
1 not-present
2 up UNKNOWN NORMAL 1 10704
-- Fan Status --
FanTray Status AirFlow Fan Speed(rpm) Status
1 up NORMAL 1 10108 up
2 10069 up
2 up NORMAL 1 9954 up
2 10108 up
3 up NORMAL 1 9867 up
2 9867 up

Example (node-

id)

0S10# show system node-id 1 fanout-configured

Interface Breakout capable Breakout state
Eth 1/1/1 No BREAKOUT 1x1
Eth 1/1/2 No BREAKOUT 1x1
Eth 1/1/3 No BREAKOUT 1x1
Eth 1/1/4 No BREAKOUT 1x1
Eth 1/1/5 No BREAKOUT 1x1
Eth 1/1/6 No BREAKOUT 1x1
Eth 1/1/7 No BREAKOUT 1x1
Eth 1/1/8 No BREAKOUT 1x1
Eth 1/1/9 No BREAKOUT 1x1
Eth 1/1/10 No BREAKOUT 1x1
Eth 1/1/11 No BREAKOUT 1x1
Eth 1/1/12 No BREAKOUT 1x1
Eth 1/1/13 No BREAKOUT 1x1
Eth 1/1/14 No BREAKOUT 1x1
Eth 1/1/15 No BREAKOUT 1x1
Eth 1/1/16 No BREAKOUT 1x1
Eth 1/1/17 No BREAKOUT 1x1
Eth 1/1/18 No BREAKOUT 1x1
Eth 1/1/19 No BREAKOUT 1x1
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Eth 1/1/20 No BREAKOUT 1x1

Eth 1/1/21 No BREAKOUT 1x1
Eth 1/1/22 No BREAKOUT 1x1
Eth 1/1/23 No BREAKOUT 1x1
Eth 1/1/24 No BREAKOUT 1x1
Eth 1/1/25 No BREAKOUT 1x1
Eth 1/1/26 No BREAKOUT 1x1
Eth 1/1/27 No BREAKOUT 1x1
Eth 1/1/28 No BREAKOUT 1x1
Eth 1/1/29 No BREAKOUT 1x1
Eth 1/1/30 No BREAKOUT 1x1
Eth 1/1/31 No BREAKOUT 1x1
Eth 1/1/32 No BREAKOUT 1x1
Eth 1/1/33 No BREAKOUT 1x1
Eth 1/1/34 No BREAKOUT 1x1
Eth 1/1/35 No BREAKOUT 1x1
Eth 1/1/36 No BREAKOUT 1x1
Eth 1/1/37 No BREAKOUT 1x1
Eth 1/1/38 No BREAKOUT 1x1
Eth 1/1/39 No BREAKOUT 1x1
Eth 1/1/40 No BREAKOUT 1x1
Eth 1/1/41 No BREAKOUT 1x1
Eth 1/1/42 No BREAKOUT 1x1
Eth 1/1/43 No BREAKOUT 1x1
Eth 1/1/44 No BREAKOUT 1x1
Eth 1/1/45 No BREAKOUT 1x1
Eth 1/1/46 No BREAKOUT 1x1
Eth 1/1/47 No BREAKOUT 1x1
Eth 1/1/48 No BREAKOUT 1x1
Eth 1/1/49 Yes BREAKOUT 1x1
Eth 1/1/50 Yes BREAKOUT 1x1
Eth 1/1/51 Yes BREAKOUT 1x1
Eth 1/1/52 Yes BREAKOUT 1x1
Eth 1/1/53 Yes BREAKOUT 1x1
Eth 1/1/54 Yes BREAKOUT 1x1

Example (brief)
0S10# show system brief

Node Id g 1

MAC : 34:17:eb:f2:9a:c4

== Unit ==

Unit Status ReqgType CurType Version

1 up S4048 S4048 10.4.3E

-- Power Supplies --

PSU-ID Status Type AirFlow Fan Speed(rpm) Status
1 not-present

2 up UNKNOWN NORMAL 1 10704 up

-- Fan Status --

FanTray Status AirFlow Fan Speed(rpm) Status
1 up NORMAL 1 9929 up
2 9980 up
2 up NORMAL 1 10095 up
2 10082 up
3 up NORMAL 1 9867 up
2 10173 up
Supported 10.2.0E or later

Releases
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show version

Displays software version information.

Syntax show version
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
TR2# show version

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
OS Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-ON

Architecture: x86 64

Up Time: 2 days 05:58:01

Supported 10.2.0E or later
Releases

start

Activates Transaction-Based Configuration mode for the active session.

Syntax start transaction
Parameters transaction - Enables the transaction-based configuration.
Default Not configured

Command Mode EXEC

Usage Use this command to save changes to the candidate configuration before applying configuration changes
Information to the running configuration.
@ NOTE: Before you start a transaction, you must lock the session using the 1ock command in EXEC

mode. Otherwise, the configuration changes from other sessions get committed.

Example
0S10# start transaction
Supported 10.3.1E or later
Releases
system

Executes a Linux command from within OS10.

Syntax system command
Parameters command — Enter the Linux command to execute.
Default Not configured

Command Mode EXEC

Usage None
Information
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Example
0S10# system bash

admin@0S10:~$ pwd
/config/home/admin
admin@0S10:~$ exit
0S10#

Supported 10.2.0E or later
Releases

system-cli disable

Disables system command.

Syntax system-cli disable
Parameters None
Default Enabled

Command Mode CONFIGURATION

Usage The no version of this command enables OS10 system command.
Information

Example

0S10# configure terminal

0S10 (config) # system-cli disable
Supported 10.4.3.0 or later
Releases

system identifier

Sets a non-default unit ID in a non-stacking configuration.

Syntax system identifier system-identifier-ID
Parameters system-identifier-ID — Enter the system identifier ID, from 1to 9.
Default Not configured

Command Mode CONFIGURATION

Usage The system ID displays in the stack LED on the switch front panel.
Information
Example
0S10 (config) # system identifier 1
Supported 10.3.0E or later
Releases
terminal

Sets the number of lines to display on the terminal and enables logging.

Syntax terminal {length Iines | monitor}

Parameters e length Iines — Enter the number of lines to display on the terminal, from O to 512, default 24.
e monitor — Enables logging on the terminal.

Default 24 terminal lines

Command Mode EXEC
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Usage Enter zero (0) for the terminal to display without pausing.
Information

Example
0S10# terminal monitor
Supported 10.2.0E or later
Releases
traceroute

Displays the routes that packets take to travel to an IP address.

Syntax traceroute [vrf {management | vrf-name}] host [-46dFITnreAUDV] [-f
first ttl] [-g gate,...] [-1 device] [-m max ttl] [-N squeries] [-p port]
[-t tos] [-1 flow label] [-w waittime] [-g nqueries] [-s src_addr] [-z

sendwait] [--fwmark=num] host [packetlen]

Parameters e vrf management— (Optional) Traces the route to an IP address in the management VRF instance.

e vrf vrf-name — (Optional) Traces the route to an IP address in the specified VRF instance.

e host — Enter the host to trace packets from.

e -i interface — (Optional) Enter the IP address of the interface through which traceroute sends
packets. By default, the interface is selected according to the routing table.

e -m max ttl — (Optional) Enter the maximum number of hops, the maximum time-to-live
value, that traceroute probes. The default is 30.

e -p port — (Optional) Enter a destination port:

o For UDP tracing, enter the destination port base that traceroute uses. The destination port
number is incremented by each probe.

o For Internet Control Message Protocol (ICMP) tracing, enter the initial ICMP sequence value,
incremented by each probe.

For TCP tracing, enter the constant destination port to connect.
-P protocol — (Optional) Use a raw packet of the specified protocol for traceroute. The
default protocol is 253 (RFC 3692).

o -s source address — (Optional) Enter an alternative source address of one of the interfaces.
By default, the address of the outgoing interface is used.

o -g nqgueries — (Optional) Enter the number of probe packets per hop. The default is 3.

o -N squeries — (Optional) Enter the number of probe packets sent out simultaneously to
accelerate traceroute. The default is 16.

o -t tos — (Optional) For IPv4, enter the type of service (ToS) and precedence values to use. 16
sets a low delay; 8 sets a high throughput.

o -UL — (Optional) Use UDPLITE for tracerouting. The default port is 53.

-w waittime — (Optional) Enter the time in seconds to wait for a response to a probe. The
default is 5 seconds.

o -z sendwait — (Optional) Enter the minimal time interval to wait between probes. The default
is 0. A value greater than 10 specifies a number in milliseconds, otherwise it specifies a number of
seconds. This option is useful when routers rate-limit ICMP messages.

o --mtu — (Optional) Discovers the maximum transmission unit (MTU) from the path being traced.

o --back — (Optional) Prints the number of backward hops when different from the forward
direction.

o host — (Required) Enter the name or IP address of the destination device.

o packet len — (Optional) Enter the total size of the probing packet. The default is 60 bytes for
IPv4 and 80 for IPV6.

Default Not configured

Command Mode EXEC

Usage None
Information
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Example
0S10# traceroute www.dell.com

traceroute to www.dell.com (23.73.112.54), 30 hops max, 60 byte packets

1 10.11.97.254 (10.11.97.254) 4.298 ms 4.417 ms 4.398 ms

2 10.11.3.254 (10.11.3.254) 2.121 ms 2.326 ms 2.550 ms

3 10.11.27.254 (10.11.27.254) 2.233 ms 2.207 ms 2.391 ms

4 Host65.hbms.com (63.80.56.65) 3.583 ms 3.776 ms 3.757 ms

5 host33.30.198.65 (65.198.30.33) 3.758 ms 4.286 ms 4.221 ms

6 3.GigabitEthernet3-3.GW3.SCL2.ALTER.NET (152.179.99.173) 4.428 ms
2.593 ms 3.243 ms

7 0.xe-7-0-1.XL3.SJC7.ALTER.NET (152.63.48.254) 3.915 ms 3.603 ms
3.790 ms

8 TenGigE0-4-0-5.GW6.SJC7.ALTER.NET (152.63.49.254) 11.781 ms 10.600
ms 9.402 ms

9 23.73.112.54 (23.73.112.54) 3.606 ms 3.542 ms 3.773 ms

Example (IPv6)
0S10# traceroute 20::1

traceroute to 20::1 (20::1), 30 hops max, 80 byte packets
1 20::1 (20::1) 2.622 ms 2.649 ms 2.964 ms

Supported 10.2.0E or later
Releases

unlock

Unlocks a previously locked candidate configuration file.

Syntax unlock
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
0S10# unlock

Supported 10.2.0E or later
Releases

write

Copies the current running configuration to the startup configuration file.

Syntax write {memory}
Parameters memory — Copy the current running configuration to the startup configuration.
Default Not configured

Command Mode EXEC

Usage This command has the same effect as the copy running-configuration startup-

Information configuration command. The running configuration is not saved to a local configuration file other
than the startup configuration. Use the copy command to save running configuration changes to a local
file.

Example

0S10# write memory

Supported 10.2.0E or later
Releases
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0S10 upgrade

System banners

User session
management

Telnet server

Simple Network
Management
Protocol

System clock

Network Time
Protocol

Dynamic Host
Configuration
Protocol

System management

Provides information to upgrade the OS10 software image, see Upgrade commands.

Provides information about how to configure a system login and message of the day (MOTD) text
banners, see System banners.

Provides information about how to manage the active user sessions, see User session management.

Provides information about how to set up Telnet TCP/IP connections on the switch, see Telnet server.

Provides a message format for communication between Simple Network Management Protocol (SNMP)
managers and agents. SNMP provides a standardized framework and common language for network
monitoring and device management, see SNMP commands.

Provides information to set the system time, see System clock.

Provides information to synchronize timekeeping between time servers and clients, see NTP commands.

Provides information to dynamically assign IP addresses and other configuration parameters to network
hosts based on policies, see DHCP commands.

OS10 upgrade

To upgrade OS10, first download and unpack the new OS10 binary image as described in Download OS10 image and license ->
Download an image for OS10 upgrade. Copy the binary image file to a local server. Then follow the steps in this section.

@ NOTE: The image install command installs the downloaded image to the standby partition. If the active partition

contains any modified text files or installed custom packages, they would not be available in the standby partition. Back up
the modified files and re-install the packages after downloading the image.

@ NOTE: During the image upgrade process in a VLT setup, when the VLT peers are running different software versions, no

configuration changes should be done on a VLT peer. Ensure that both nodes are upgraded to the same version before you
make any configuration change.

1. (Optional) Back up the current running configuration to the startup configuration in EXEC mode.

copy running-configuration startup-configuration

2. Back up the startup configuration in EXEC mode.

copy config://startup.xml config://<backup file name>

3. Download the new OS10 binary image from a local server in EXEC mode.

image download server-filepath

4. (Optional) View the current software download status in EXEC mode.

show image status

5. Install the OS10 image in EXEC mode.

image install image-url
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6. (Optional) View the status of the current software install in EXEC mode. For the S5148F-ON platform, open a new SSH or
Telnet session to check the status of the current software.

show image status

7. Change the next boot partition to the standby partition in EXEC mode. Use the active parameter to set the next boot
partition from standby to active.

boot system standby

8. (Optional) Check whether the next boot partition has changed to standby in EXEC mode.

show boot detail

9. Reload the new software image in EXEC mode.
reload

Image download

0S10# image download sftp://admin:passwd@10.1.1.1/home/admin/images/OS10EE.bin
Image install

0S10# image install image://OS10EE.Dbin
Show version

TR2# show version

Dell EMC Networking 0OS10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0S Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-0ON

Architecture: x86 64

Up Time: 2 days 05:58:01

Boot system partition

Set the boot partition to active or standby for subsequent boot cycles. Boot OS10 from standby to load the image on the
standby partition, or boot from active to load the currently running image.

1. Display current boot information in EXEC mode.

show boot detail

2. Configure the boot system in EXEC mode.

boot system [active | standby]

e active — Resets the running partition as the subsequent boot partition.
e standby — Sets the standby partition as the subsequent boot partition.

View boot detail

0S10# show boot detail
Current system image information detail:

Type: Node-id 1

Boot Type: Flash Boot

Active Partition: A

Active SW Version: 10.4.3E

Active SW Build Version: 10.4.3E.85

Active Kernel Version: Linux 4.9.110

Active Build Date/Time: 2019-02-18T09:06:102Z
Standby Partition: B
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Standby SW Version:
Standby SW Build Version:
Standby Build Date/Time:

Next-Boot:

View boot summary

0S10# show boot
Current system image information:

10.4.3E

10.4.3E.80
2019-02-17T15:36:08%Z
active[A]

Upgrade commands

boot system

Type Active Standby

Node-id 1 Flash Boot

Sets the boot partition to use during the next reboot.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

image cancel

Cancels an active ima

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

boot system {active | standby}

e active — Reset the running partition as the next boot partition.
e standby — Set the standby partition as the next boot partition.

Active

EXEC

Next-Boot

Use this command to configure the location of the OS10 image used to reload the software at boot
time. Use the show boot command to view the configured next boot image. This command applies
immediately and does not require the commit command.

0S10# boot system standby

10.2.0E or later

ge download.

image cancel

None
Not configured

EXEC

This command attempts to cancel an active file download in progress.

0S10# image cancel

10.2.0E or later
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image copy

Copies the entire image in the active partition to the standby partition, a mirror image.

Syntax image copy active-to-standby

Parameters active-to-standby — Enter to copy the entire image in the active partition to the standby partition,
a mirror image.

Default Not configured

Command Mode EXEC

Usage Duplicate the active, running software image to the standby image location.
Information

Example

0S10# image copy active-to-standby

Supported 10.2.0E or later
Releases

image download

Downloads a new software image to the local file system.
Syntax image download file-url

Parameters file-url — Set the path to the image file:

e ftp://userid:passwd@hostip:/filepath — Enter the path to copy from the remote FTP
server.

e http[s]://hostip:/filepath — Enter the path to copy from the remote HTTP or HTTPS
server.

® scp://userid:passwd@hostip:/filepath — Enter the path to copy from the remote SCP
file system.

e sftp://userid:passwd@hostip:/filepath — Enter the path to copy from the remote SFTP
file system.

e tftp://hostip:/filepath — Enter the path to copy from the remote TFTP file system.

e usb://filepath — Enter the path to copy from the USB file system.

Default Not configured
Command Mode EXEC

Usage When using the scp and sftp options, always enter an absolute file path instead of a path relative to the
Information home directory of the user account; for example, enter:

image download sftp://delloslO:password@10.1.1.1/home/dellosl0/images/
PKGS OS10EE-10.4.3.bin

The image download command downloads image files to the image directory. Use the dir image
command to display the contents of the image directory. OS10 SW image files are large, and occupy a
significant amount of disk space. Dell EMC Networking recommends that you remove unnecessary image
files from the image directory by using the delete command; for example:

delete image://0S10EE-10.2.0.bin

Use the show image status command to view the download progress.

Example
0S10# image download sftp://delloslO:password@10.1.1.1/home/dellosl0/

images/PKGS_0S10-Enterprise-10.3.2E.55-installer-x86_64.bin

0S10# image download sftp://delloslO:password@10.1.1.1/home/dellosl0/
images/PKGS_0S10-Enterprise-10.4.0E.55-installer-x86_64.bin
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Supported
Releases

image install

10.2.0E or later

Installs a new image from a previously downloaded file or from a remote location.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

show boot

image install file-url

e file-url — Location of the image file:

o ftp://userid:passwd@hostip:/filepath — Enter the path to install from a remote FTP

server.

o httplsl://hostip:/filepath — Enter the path to install from the remote HTTP or HTTPS

server.

o scp://userid:passwd@hostip:/filepath — Enter the path to install from a remote SCP

file system.
o sftp://userid:passwd@hostip:/filepath — Enter the path to install from a remote
SFTP file system.
o tftp://hostip:/filepath — Enter the path to install from a remote TFTP file system.
o image://filename — Enter the path to install from a local file system.
o usb://filepath — Enter the path to install from the USB file system.

All
EXEC

Use the show image status command to view the installation progress.

0S10# image install ftp://10.206.28.174:/PKGS 0S10-Enterprise-10.3.2E.55-
installer-x86 64.bin

0S10# image install ftp://10.206.28.174:/PKGS 0S10-Enterprise-10.4.0E.55-
installer-x86 64.bin

10.2.0E or later

Displays boot partition-related information.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Example (Detail)

show boot [detail]

detail — (Optional) Enter to display detailed information.
Not configured

EXEC

Use the boot system command to set the boot partition for the next reboot.

0S10# show boot
Current system image information:

Type Boot Type Active Standby

Node-id 1 Flash Boot [A] 10.4.3E [B] 10.4.3E

0S10# show boot detail
Current system image information detail:
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Type: Node-id 1

Boot Type: Flash Boot

Active Partition: A

Active SW Version: 10.4.3E

Active SW Build Version: 10.4.3E.85

Active Kernel Version: Linux 4.9.110

Active Build Date/Time: 2019-02-18T09:06:102Z
Standby Partition: B

Standby SW Version: 10.4.3E

Standby SW Build Version: 10.4.3E.80
Standby Build Date/Time: 2019-02-17T15:36:08%7
Next-Boot: activel[A]

Supported 10.2.0E or later
Releases

show image status

Displays image transfer and installation information.

Syntax show image status
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information
Example
0S10# show image status
Image Upgrade State: idle
File Transfer State idle
State Detail: No download information available
Task Start: 0000-00-00T00:00:002Z
Task End: 0000-00-00T00:00:002Z
Transfer Progress: 0 %
Transfer Bytes: 0 bytes
File Size: 0 bytes
Transfer Rate: 0 kbps
Installation State: idle
State Detail: No install information available
Task Start: 0000-00-00T00:00:002
Task End: 0000-00-00T00:00:002Z
Supported 10.2.0E or later
Releases

show version

Displays software version information.

Syntax show version
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information
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Example
TR2# show version

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0OS Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-0ON

Architecture: x86 64

Up Time: 2 days 05:58:01

Supported 10.2.0E or later
Releases

System banners

You can configure a system login and message of the day (MOTD) text banners. The system login banner displays before you
log in. The MOTD banner displays immediately after a successful login.

You can reset the banner text to the Dell EMC default banner or disable the banner display.

Login banner

Configure a system login banner that displays before you log in using interactive mode. Starting and ending double-quotes are
not necessary. Enter a single delimiter character or the key combination AC to specify the start and end of the text banner.

1. Enter the banner login command with a single delimiter character and press Enter.

2. Enter each line of text and press Enter. Enter a maximum of 4096 characters. There is no limit to the number of lines.

3. Complete the banner configuration by entering a line that contains only the delimiter character.

e Enable a login banner in CONFIGURATION mode. Enclose the delimiters and banner text in double-quotes.

banner login delimiter <Enter>
banner-text <Enter>
banner-text <Enter>

<Enter>
delimiter

Configure login banner

[)

0S10 (config) # banner login %
DellEMC S4148U-ON login
Enter your username and password

°

To delete a login banner and reset it to the Dell EMC default banner, enter the no banner login command. To disable
banner display before login, enter the banner login disable command.

MOTD banner

Configure a message of the day banner that displays after you log in. Enter up to 4096 characters. To start and end the MOTD
banner, enter a single delimiter character or the key combination AC. You can enter any character as the delimiter.

To enter a MOTD banner text, use the interactive mode. Enter the command with the delimiter character and press Enter. Then
enter each line and press Enter. Complete the banner configuration by entering a line that contains only the delimiter character.
Starting and ending double-quotes are not necessary.

Configure MOTD banner

0S10 (config) # banner motd %
DellEMC S4148U-0ON
Today's tip: Press tab or spacebar for command completion.
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Have a nice day!

&

o

To delete a MOTD banner and reset it to the Dell EMC default MOTD banner, enter the no banner motd command. To
disable MOTD banner display after login, enter the banner motd disable command.

System banner commands

banner login

Configures a login banner that displays before you log in to the system.

Syntax

banner login delimiter <Enter>

banner-text <Enter>

banner-text <Enter>

<Enter>

delimiter

Parameters e delimiter — Enter a single delimiter character or the key combination AC to specify the start and
end of the text banner.
® banner-text — Enter a maximum of 4096 characters. There is no limit to the number of lines.

Default The Dell EMC default banner is displayed before you log in.

Command Mode CONFIGURATION

Usage e To enter multiline banner text, use the interactive mode. Enter the command with the delimiter

Information character and press Enter. Then enter each line and press Enter. Complete the banner configuration
by entering a line that contains only the delimiter character. Starting and ending double-quotes are not
necessary.

e To delete a login banner and reset it to the Dell EMC default banner, enter the no banner login
command. To disable banner display before login, enter the banner login disable command.

Example
0S10 (config) # banner login %
Welcome to DellEMC Z9100-ON
Enter your username and password

Supported 10.4.1.0 or later

Releases

banner motd

Configures a multi-line message of the day banner that displays after you log in.

Syntax

banner motd delimiter <Enter>

banner-text <Enter>

banner-text <Enter>

<Enter>

delimiter

Parameters e delimiter — Enter a single delimiter character or the key combination AC to specify the start and
end of the text banner.
® banner-text — Enter a maximum of 4096 characters. There is no limit on the number of lines.

Default The Dell EMC default MOTD banner is displayed after you log in.

Command Mode CONFIGURATION

Usage e To enter a MOTD banner text, use the interactive mode. Enter the command with the delimiter
Information character and press Enter. Then enter each line and press Enter. Complete the banner configuration
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by entering a line that contains only the delimiter character. Starting and ending double-quotes are not

necessary.

e To delete a login banner and reset it to the Dell EMC default banner, enter the no banner motd

command. To disable banner display before login, enter the banner motd disable command.

Example
0S10 (config) # banner motd %
DellEMC S4148U-0ON
Today's tip: Press tab or spacebar for command completion.
Have a nice day!
Supported 10.4.1.0 or later
releases

User session management

You can manage the active user sessions using the following commands:

e Configure the timeout for all the active user sessions using the exec-timeout timeout-value command in the
CONFIGURATION mode.
e Clear any user session using the kill-session session-IDcommand in the EXEC mode.

e View the active user sessions using the show sessions command in the EXEC mode.

Configure timeout for user sessions

0S10 (config) # exec-timeout 300
0S10 (config) #

Clear user session
0S10# kill-session 3
View active user sessions

0S10# show sessions

Current session's operation mode: Non-transaction

Session-ID User In-rpcs In-bad-rpcs Out-rpc-err Out-notify Login-time
Lock
3 snmp_user 114 0 0 0 2017-07-10T23:58:397
4 snmp_user 57 0 0 0 2017-07-10T23:58:407%7
6 admin 17 0 0 4 2017-07-12T03:55:1872
WY admin 10 0 0 0 2017-07-12T04:42:557
O0S10#

User session management commands

exec-timeout

Configure timeout in seconds for all the user sessions.

Syntax exec-timeout timeout-value
Parameters timeout-value — Enter the timeout value in seconds, from O to 3600.
Default Not configured

Command Mode CONFIGURATION
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Usage The no version of this command disables the timeout.
Information

Example
0S10 (config)# exec-timeout 300
0S10 (config) #

Supported 10.3.1E or later

Releases

kill-session

Terminate a user session.

Syntax kill-session session-ID
Parameters session-ID — Enter the user session ID.
Default Not configured

Command Mode EXEC

Usage None
Information
Example
0S10# kill-session 3
Supported 10.3.1E or later
Releases

show sessions

Displays the active management sessions.

Syntax show sessions
Parameters None
Default Not configured

Command Mode EXEC

Usage Use this command to view information about the active user management sessions.
Information
Example )
0S10# show sessions
Current session's operation mode: Non-transaction
Session-ID User In-rpcs In-bad-rpcs Out-rpc-err Out-notify Login-time Lock
3 snmp_user 114 0 0 0 2017-07-10T23:58:39%7
4 snmp_user 57 0 0 0 2017-07-10T23:58:40%Z
6 admin 17 0 0 4 2017-07-12T03:55:18%2
*7 admin 10 0 0 0 2017-07-12T04:42:55%2
OS10#
Supported 10.3.1E or later
Releases

Telnet server

To allow Telnet TCP/IP connections to an OS10 switch, enable the Telnet server. The OS10 Telnet server uses the Debian
telnetd package. By default, the Telnet server is disabled.
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When you enable the Telnet server, connect to the switch using the IP address configured on the management or any
front-panel port. The Telnet server configuration is persistent and is maintained after you reload the switch. To verify the Telnet
server configuration, enter the show running-configuration command.

Enable Telnet server

0S10 (config)# ip telnet server enable

Disable Telnet server

0S10 (config)# no ip telnet server enable

By default, the Telnet server is disabled on the default virtual routing and forwarding (VRF). To configure the Telnet server to

be reachable on the management VRF, use the ip telnet server vrf management command.

Configure Telnet server on management VRF

0S10 (config) # ip telnet server vrf management

Telnet commands

ip telnet server enable

Enables Telnet TCP/IP connections to an OS10 switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Example
(disable)

Supported
Releases

ip telnet server enable
None

Disabled

CONFIGURATION

By default, the Telnet server is disabled. When you enable the Telnet server, use the IP address
configured on the management or any front-panel port to connect to an OS10 switch. After you reload
the switch, the Telnet server configuration is maintained. To verify the Telnet server configuration, use
the show running-configuration command.

0S10 (config) # ip telnet server enable

0S10 (config) # no ip telnet server enable

10.4.0E(R1) or later

ip telnet server vrf

Configures the Telnet server for the management or non-default VRF instance.

Syntax

Parameters

Default
Command Mode

Usage
Information

ip telnet server vrf {management | vrf vrf-name}

e management — Configures the management VRF used to reach the Telnet server.

e vrf vrf-name — Enter the keyword vrf followed by the name of the VRF to configure the
non-default VRF instance used to reach the Telnet server.

The Telnet server is reachable on the default VRF.
CONFIGURATION

By default, the Telnet server is disabled. To enable the Telnet server, use the telnet enable
command.
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Example , .
0S10 (config) # ip telnet server vrf management

0S10 (config)# ip telnet server vrf vrf-blue

Supported 10.4.0E(R1) or later
Releases

Simple Network Management Protocol

Network management stations use simple network management protocol (SNMP) to retrieve and modify software
configurations for managed objects on an agent in network devices. A managed object is a datum of management information.

The SNMP agent in a managed device maintains the data for managed objects in management information bases (MIBs).
Managed objects are identified by their object identifiers (OIDs). A remote SNMP agent performs an SNMP walk on the OIDs
stored in MIBs on the local switch to view and retrieve information.

0S10 supports standard and private SNMP MIBs, including all get requests. MIBs are hierarchically structured and use object
identifiers to access managed objects. For a list of MIBs supported in the OS10 version running on a switch, refer to the OS10
Release Notes for the release.

@l NOTE: OS10 supports SNMP set operations only on SysName in System MIBs.

0S10 supports different security models and levels in SNMP communication between SNMP managers and agents. Each
security model refers to an SNMP version used in SNMP messages. SNMP versions provide different levels of security, such as
user authentication and message encryption.

MIBs

Release 10.4.3.0 supports the following standard and Dell EMC enterprise MIBs.
The MIBs are stored in the following folder: Zopt/dell/0s10/snmp/mibs/.
Standards MIBs:

Table 1. Standards MIBs

Module Standard
BRIDGE-MIB IEEE 802.1D
ENTITY-MIB RFC 6933
EtherlLike-MIB RFC 3635
HOST-RESOURCES-MIB RFC 2790
IEEE8021-PFC-MIB IEEE 802.1Qbb
IEEE8023-LAG-MIB IEEE 802.3ad
IF-MIB RFC 2863
IP-FORWARD-MIB RFC 4292
IP-MIB RFC 4293
LLDP-EXT-DOT1-MIB IEEE 802.1AB
LLDP-EXT-DOT3-MIB IEEE 802.1AB
LLDP-MIB IEEE 802.1AB
OSPF-MIB RFC 4750
OSPFV3-MIB RFC 5643
Q-BRIDGE-MIB IEEE 802.1Q
RFC1213-MI1B RFC 1213
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Table 1. Standards MIBs (continued)

Module Standard
SFLOW-MIB RFC 3176
SNMP-FRAMEWORK-MIB RFC 3411

SNMP-MPD-MIB RFC 3412
SNMP-TARGET-MIB RFC 3413
SNMP-USER-BASED-SM-MIB RFC 3414
SNMP-VIEW-BASED-ACM-MIB RFC 3415
SNMPv2-MIB RFC 3418
TCP-MIB RFC 4022
UDP-MIB RFC 4113

Dell EMC Enterprise MIBs:

Table 2. Dell EMC Enterprise MIBs

Module Description
DELLEMC-0S10-BGP4V2-MIB 0S10 BGPv2 implementations
DELLEMC-0OS10-CHASSIS-MIB 0S10 chassis implementations

DELLEMC-0S10-PRODUCTS-MIB 0OS10 platform product definitions

DELLEMC-0S10-SMI-MIB 0S10 SMI implementations

DELLEMC-0OS10-TC-MIB 0S10 networking equipment textual convention

SNMP security models and levels

0S10 supports SNMP security models v1, v2¢, and v3. The supported security levels are no authentication, authentication, and
privacy.
You specify the SNMP security model and level when you configure SNMP groups and users. Each security model corresponds
to an SNMP version that provides different security levels:
e SNMPvV1 provides no user authentication or privacy protection (encryption). SNMP messages are sent in plain text.
e SNMPv2c provides no user authentication or encryption. SNMP messages are sent in plain text.
e SNMPV3 provides user-configured security levels for user authentication and encryption of SNMP messages:
o No user password or message encryption
o User authentication only
o User authentication and message encryption

SNMPv3

SNMP version 3 (SNMPv3) provides an enhanced security model for user authentication and encryption of SNMP messages.
User authentication requires that SNMP packets come from an authorized source. Message encryption ensures that packet
contents cannot be viewed by an unauthorized source.

To configure SNMPv3-specific security settings — user authentication and message encryption — use the snmp-server
user command. You can generate localized keys with enhanced security for authentication and privacy (encryption) passwords.

SNMP engine ID

An engine ID identifies the SNMP entity, local agent, on the switch. The engine ID is an octet colon-separated number; for
example, 00:00:17:8B:02:00:00:01.
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When you configure an SNMPV3 user, you can specify that a localized authentication and/or privacy key be generated. The
localized password keys are generated using the engine ID of the switch. A localized key is more complex and provides greater
privacy protection.

The engine ID used to generate the password keys is unigue to the switch. For this reason, you cannot copy and use localized
SNMP security passwords on another switch.

SNMP groups and users

A member of an SNMP group that accesses the local SNMP agent is referred to as an SNMP user. An SNMP user on a remote
device is identified by an IP address and UDP port from which the user accesses the local agent.

In OS10, users are assigned SNMP access privielges according to the group they belong to. You configure each group for access
to SNMP MIB tree views.

SNMP views

In OS10, you configure views for each security model and level in an SNMP user group. Each type of view specifies the object
ID (OID) in the MIB tree hierarchy at which the view starts. You can also specify whether the rest of the MIB tree structure is
included or excluded from the view.

e A read view provides read-only access to the specified OID tree.

e A write view provides read-write access to the specified OID tree.

e A notify view allows SNMP notifications (traps and informs) from the specified OID tree to be sent to other members of the
group.

Configure SNMP

To set up communication with SNMP agents in your network:

e Configure the read-only, read-write, and notify access for SNMP groups.

e Configure groups with SNMP views for specified SNMP versions (security models).

e Assign users to groups and configure SNMPv3-specific authentication and encryption settings, and optionally, localized
security keys and ACL-based access.

Configuring SNMP consists of these tasks in any order:

e Configure SNMP engine ID

e Configure SNMP views

e Configure SNMP groups

e Configure SNMP users

Configure SNMP engine ID

The engine ID identifies the SNMP local agent on a switch. The engine ID is an octet colon-separated number; for example,
80:00:02:08:04:61:62:63.

The local engine ID is used to create a localized authentication and/or privacy key for greater security in SNMPv3 messages.
You generate a localized authentication and/or privacy key when you configure an SNMPv3 user.

Configure a remote device and its engine ID to allow a remote user to query the local SNMP agent. The remote engine ID is

included in the query and used to generate the authentication and privacy password keys to access the local agent. If you do not

configure the remote engine ID, remote users' attempts to access the local agent fail.

@ NOTE: Be sure to create a remote engine ID with the snmp-server engineID command before you configure a remote
user with the snmp-server user command. If you change the configured engine ID for a remote device, you must
reconfigure the authentication and privacy passwords for all remote users associated with the remote engine ID.

snmp-server enginelID [local engineID] [remote ip-address {[udp-port port-number] remote-
enginelID}]

To display the localized authentication and privacy keys in an SNMPv3 user configuration, enter the show snmp enginelD
local command.
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Generate SNMPv3 localized keys

0S10 (config) # snmp-server engineID local 80:00:02:08:04:61:62:63

0S10 (config) # snmp-server engineID remote 1.1.1.2 udp-port 432 Oxabeecc
Display localized keys

0S10# show snmp-server engineID local
Local default SNMP engineID: 80:00:02:08:04:61:62:63

Configure SNMP views

Configure a read-only, read-write, or notify view of the MIB tree structure in the SNMP agent on the switch.

The oid-tree value specifies the OID in the MIB tree hierarchy at which a view starts. Enter included or excluded to
include or exclude the rest of the sub-tree MIB contents in the view. If necessary, re-enter the command to exclude tree entries
in the included content.

snmp-server view view-name oid-tree [included | excluded]
Configure read-only view

0S10 (config) # snmp-server view readonly 1.3.6.1.2.1.31.1.1.1.6 included

Configure read-write view

included
excluded

0S10 (config) # snmp-server view rwView 1.3.6.1.2.1.31.1.1.1.6
0S10 (config) # snmp-server view rwView 1.3.6.1.2.1.31.0.0.0.0

Display SNMP views

0S10# show snmp-server view

view name : readview
OID : 1.3.6.5
excluded : True

Configure SNMP groups
Configure an SNMP group with the views allowed for the members of the group. Specify the read-only, read-write, and/or
notification access to the SNMP agent.

The security model corresponds to the SNMP version that users use to send and receive SNMP messages. The security level
configures SNMPv3 user authentication and privacy settings:

e auth — Authenticate users in SNMP messages.
e noauth — Do not authenticate users or encrypt SNMP messages; send messages in plain text.
e priv — Authenticate users and encrypt/decrypt SNMP messages.

Enter an ACL to limit user access so that only messages from and to ACL-allowed users are received and sent from the SNMP
agent on the switch.

snmp-server group group-name {vl | v2c | v3 security-level} [access acl-name]
[read view-name] [write view-name] [notify view-name]

To configure a view of the MIB tree on the SNMP agent, use the snmp-server view command.
To configure an SNMPv3 user's authentication and privacy settings, use the snmp-server user command.
To display the configured SNMP groups, use the show snmp group command.

Configure SNMPv1 or v2c group

0S10 (config) # snmp-server group v2group 2c read readview notify GetsSets
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Configure SNMPv3 group

0S10 (config) # snmp-server group v3group 3 priv read readview write writeview notify
alltraps

Display SNMP groups

0S10# show snmp-server group

groupname : v2group
version 3 2@
notifyview : GetsSets
readview : readview
groupname : v3group
version 3 3
security level : priv
notifyview : alltraps
readview : readview
writeview : writeview

Configure SNMP users

Configure user access to the SNMP agent on the switch using group membership. Assign each user to a group and configure
SNMPv3-specific authentication and encryption settings, and optionally, localized security keys and ACL-based access. Re-
enter the command multiple times to configure SNMP security settings for all users.

snmp-server user user-name group-name security-model |[[noauth | auth {md5 | sha} auth-
password]

[priv {des | aes}]] [localized] [access acl-name] [remote ip-address udp-port port-
number] ]

The group to which a user is assigned determines the user's access privilege. To configure a group's access privilege — read,
write, and notify — to the switch, use the snmp-server group command. The security model for SNMPv3 provides the
strongest security with user authentication and packet encryption.

No default values exist for SNMPv3 authentication and privacy algorithms and passwords. If you forget a password, you
cannot recover it — you must reconfigure the user. You can specify either a plain-text password or an encrypted cypher-text
password. In either case, the password stores in the configuration in encrypted form and displays as encrypted in show
running-config snmp output.

A localized authentication or privacy key is more complex and provides greater privacy protection. Localized keys are generated
using the engine ID of the switch. For this reason, you cannot use the localized SNMP security passwords in the configuration
file on another switch. For more information, see Configure SNMP engine ID. To display the localized authentication and privacy
keys in an SNMPv3 user configuration, use the show running-configuration snmp command.

To limit user access to the SNMP agent on the switch, enter an access acl-name value. In IPv6 ACLs, SNMP supports only
IPv6 and UDP types. TCP, ICMP, and port rules are not supported.

To display the configured SNMP users, use the show snmp user command.

Configure SNMPv1 or v2c users
0510 (config) # snmp-server user adminl netadmingroup 2c acl acl AdminOnly
Configure SNMPv3 users

0S10 (config) # snmp-server user privuser v3group 3 encrypted auth
md59£c53d9d908118b2804fe80e3ba8763d priv des56 d0452401a8c3ce42804fe80e3ba8763d

0S10 (config) # snmp-server user n3user ngroup remote 172.31.1.3 udp-port 5009 3auth md5
authpasswd

Display SNMP users

0S10# show snmp-server user

User name : privuser
Group : v3group
Version : 3
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Authentication Protocol : MD5
Privacy Protocol : AES

SNMP commands

SNMP traps: Enable SNMP notifications to send to network management host devices.

show snmp community

Displays the SNMP communities configured on the switch.

Syntax show snmp community
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP community, use the snmp-server community command.

Information

Example
0S10# show snmp community
Community : public
Access : read-only
Community : dell0S10
Access : read-write
ACL : dellacl

Supported 10.4.2.0 or later

Releases

show snmp enginelD

Displays the SNMP engine ID on the switch or on remote devices that access the SNMP agent on the switch.
Syntax show snmp engineID {local | remote}

Parameters e local — Display the local engine ID.
e remote — Display the SNMP engine ID of remote devices configured on the switch.

Defaults None

Command Mode EXEC

Usage To configure the local engine ID or the engine ID for a remote device, use the snmp-server enginelID
Information command.
Example

0S10# show snmp engineID remote

Remote Engine ID IP-addr Port

0x0712 1.1.1.1 23

0S10# show snmp engineID local
Local default SNMP engineID: 0x80001£f880390bllcfdabe?

Supported 10.4.2.0 or later
Releases
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show snmp group

Displays the SNMP groups configured on the switch, including SNMP views and security models.

Syntax show snmp group
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP group, use the snmp-server group command.
Information

Example
0S10# show snmp group
groupname : v2group
version : 2c
notifyview : GetsSets
readview : readview
groupname : v3group
version 3 3
security level : priv
notifyview : alltraps
readview : readview
writeview : writeview

Supported 10.4.2.0 or later

Releases

show snmp user

Displays the users configured to access the SNMP agent on the switch, including the SNMP group and security model.

Syntax show snmp user
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP user, use the snmp-server user command.
Information
Example
0S10# show snmp user
User name : privuser
Group : v3group
Version HEC]
Authentication Protocol : MD5
Privacy Protocol : AES
Supported 10.4.2.0 or later

Releases

show snmp view

Displays the SNMP views configured on the switch, including the SNMP object ID at which the view starts.

Syntax show snmp view
Parameters None
Defaults None

Command Mode EXEC
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Usage
Information

Example

Supported
Releases

Use the show snmp view command to verify the OID starting point for SNMP views in MIB trees. To
configure an SNMP view, use the snmp-server view command.

0S10# show snmp view

view name : readview
OID : 1.3.6.5
excluded : True

10.4.2.0 or later

snmp-server community

Configures an SNMP user community.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server community name {ro | rw} [acl acl-name]

e community name — Set the community name string to act as a password for SNMPv1 and
SNMPv2c access. A maximum of 20 alphanumeric characters.

e ro — Setread-only access for the SNMP community.

e rw — Set read-write access for the SNMP community.

e acl acl-name — Enter an existing IPv4 ACL name to limit SNMP access in the SNMP community.

An SNMP community has read-only access.
CONFIGURATION

The SNMPv1 and SNMPv2c security models use a community-based form of security. Use the snmp-
server community command to configure read-only or read-write access for an SNMP community
name. The configured community text string is used for SNMPv1 and SNMPv2c user authentication.

To display the SNMP communities on the switch, use the show snmp-server community command.

The no version of the command removes the configured community text string.

0S10 (config) # snmp-server community admin rw
0S10 (config)# snmp-server community public ro acl snmp-read-only-acl

10.2.0E or later

snmp-server contact

Configures contact information for troubleshooting the local SNMP switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server contact text

text — Enter an alphanumeric text string. A maximum of 55 characters.
The SNMP server contact is support.

CONFIGURATION

The no version of this command resets the SNMP server contact to the default value.

0S10 (config) # snmp-server contact administrator

10.2.0E or later
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snmp-server enable traps

Enables SNMP traps on a switch.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server enable traps [notification-type] [notification-option]

e notification-type notification-option — Enter an SNMP notification type, and
optionally, a notification option for the type.

Table 3. Notification types and options

Notification type Notification option

entity — Enable entity change None

traps.

envmon — Enable SNMP o fan — Enable fan traps.

environmental monitor traps. o power-supply — Enable power-supply traps.

o temperature — Enable temperature traps.

11dp — Enable LLDP state change o rem-tables-change — Enable the
traps. lldpRemTablesChange trap.

snmp — Enable SNMP traps. o authentication — Enable authentication traps.

o coldstart — Enable coldstart traps when you
power on the switch and the SNMP agent initializes.

o linkdown — Enable link-down traps.

o linkup — Enable link-up traps.

o warmstart — Enable warmstart traps when the
switch reloads and the SNMP agent reinitializes.

Not configured
CONFIGURATION
If you do not enter anotification-type or notification-option parameter with the command,

all traps are enabled. If you enter only a notification-type, allnotification-option traps
associated with the type are enabled.

Re-enter the command multiple times with different notification types and options to enable specific
SNMP trap types.

The no version of the snmp-server enable traps command disables SNMP traps on the switch.

0S10 (config) # snmp-server enable traps envmon fan
0S10 (config) # snmp-server enable traps envmon power-supply
0S10 (config) # snmp-server enable traps snmp

0S10 (config) # no snmp-server enable traps snmp

10.4.1.0 or later

snmp-server enginelD

Configures the local and remote SNMP engine IDs.

Syntax

Parameters

snmp-server enginelID [local engineID] [remote ip-address {[udp-port port-
number] remote-enginelID}]

e local engineID — Enter the engine ID that identifies the local SNMP agent on the switch as an
octet colon-separated number. A maximum of 27 characters.

e remote ip-address — Enter the IPv4 or IPv6 address of a remote SNMP device that accesses
the local SNMP agent.

e udp-port port-number — Enter the UDP port number on the remote device, from 0 to 65535.
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Defaults
Command Mode

Usage
Information

Example

Supported
Releases

e remote-engineID — Enter the engine ID that identifies the SNMP agent on a remote device, 0x
followed by a hexadecimal string).

The local engine ID is generated using the MAC address of the management Ethernet interface.

CONFIGURATION

The local engine ID is used to generate the localized keys for the authentication and privilege passwords.
These passwords authenticate SNMP users and encrypt SNMP messages. If you reconfigure the local
Engine ID, the localized keys also change. The existing values are no longer valid and a warning message is
displayed. As a result, you must reconfigure SNMP users with new localized password keys.

In addition, if you change the configured engine ID for a remote device, you must reconfigure the
authentication and privacy passwords for the remote user.

To display the current local engine ID, use the show snmp engineID local command. The no
version of this command resets the default engine ID values.
0S10 (config) # snmp-server engineID local 80:00:02:08:04:61:62:63

0S10 (config) # snmp-server enginelID local 80:00:02:08:04:61:62:63
% Warning: Localized passwords need to be regenerated for local user.

0S10 (config)# snmp-server enginelID remote 1.1.1.1 Oxaaffcc

0S10 (config) # snmp-server engineID remote 1.1.1.2 udp-port 432 Oxabeecc

10.4.2.0 or later

snmp-server group

Configures the views allowed for the users in an SNMP group.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

snmp-server group group-name {vl | v2c | v3 security-level} [access acl-
name] [read view-name] [write view-name] [notify view-name]

e group-name — Enter the name of the group. A maximum of 32 alphanumeric characters.

e v1 — SNMPv1 provides no user authentication or privacy protection. SNMP messages are sent in
plain text.

e v2c — SNMPv2c provides no user authentication or privacy protection. SNMP messages are sent in
plain text.

e v3 security-level — SNMPVv3 provides optional user authentication and encryption for SNMP
messages, configured with the snmp-server user command.

e security-level — (SNMPv3 only) Configure the security level for SNMPv3 users:
o auth — Authenticate users in SNMP messages.
o noauth — Do not authenticate users or encrypt SNMP messages; send messages in plain text.
o priv — Authenticate users and encrypt/decrypt SNMP messages.

e access acl-name — (Optional) Enter the name of an IPv4 or IPv6 access list to filter SNMP
requests received on the switch. A maximum of 16 characters.

e read view-name — (Optional) Enter the name of a read-only view. A maximum of 32 characters
maximum.

e write view-name — (Optional) Enter the name of a read-write view. A maximum of 32 characters
maximum.

e notify view-name — (Optional) Enter the name of a notification view. A maximum of 32
characters maximum.

Not configured
CONFIGURATION

Use the snmp-server group command to set up the access privileges for a group of SNMP
users. Configure the security level for receiving SNMP messages. Specify read-only, read-write, and/or
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Example

Supported
Releases

notification access to the SNMP agent. To configure an SNMPv3 user's authentication and privacy
settings, use the snmp-server user command.

Enter an access acl-name value to limit access to the SNMP agent on the switch to only ACL-
allowed users.

A read-view provides read-only access to the SNMP agent. A read-write view allows read-write access. A
notify-view allows SNMP notifications to be sent to group members.

The no snmp-server group group-name command deletes an SNMP group.

0S10 (config)# snmp-server group oslOadmin p3 priv read readonlyview

10.4.2.0 or later

snmp-server host

Configures a host to receive SNMP notifications.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

snmp-server host {ipv4-address | ipvé-address} {informs version version-
number | traps version version-number | version version-number} [snmpv3-
security-level] [community-name] [udp-port port-number] [entity | envmon |

1ldp | snmp]

ipv4-address | ipvé6-address — Enter the IPv4 or IPv6 address of the SNMP host.
informs — Send inform messages to the SNMP host

traps — Send trap messages to the SNMP host

version version-number — Enter the SNMP security model used to send traps or informs to
the SNMP host — 1, 2¢, or 3. All security models support traps; only 2c and 3 support informs. To
send only SNMP notifications, enter only a version-number; do not enter informs or traps. For
SNMPvV3 traps and informs, enter the security level:

o noauth — (SNMPv3 only) Send SNMPv3 traps without user authentication and privacy

encryption.
o auth — (SNMPv3 only) Include a user authentication key for SNMPv3 messages sent to the
host:

= md5 — Generate an authentication key using the Message Digest Algorithm (MD5) algorithm.

= sha — Generate an authentication key using the Secure Hash Algorithm (SHA) algorithm.

" auth-password — Enter a text string used to generate the authentication key that identifies
the user. A maximum of 32 alphanumeric characters. For an encrypted password, enter the
encrypted string instead of plain text.

o priv — (SNMPv3 only) Configure encryption for SNMPv3 messages sent to the host:

= aes — Encrypt messages using an AES 128-bit algorithm.

= des — Encrypt messages using a DES 56-bit algorithm.

" priv-password — Enter a text string used to generate the privacy key used in encrypted
messages. A maximum of 32 alphanumeric characters. For an encrypted password, you can
enter the encrypted string instead of plain text.

e community-name — (Optional) Enter an SNMPv1 or SNMPv2c community string name or an
SNMPv3 user name.

e udp-port port-number — (Optional) Enter the UDP port number on the SNMP host, from O to
65535.

e entity | envmon | 1ldp | snmp — Enter one or more types of traps and notifications to
send to the SNMP host — entity change, environment monitor, or LLDP state change traps, or
SNMP-type notifications.

Not configured
CONFIGURATION

The local SNMP agent sends SNMP notifications, traps, and informs to SNMP managers configured as
host receivers. You can configure multiple host receivers.
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Example — Send
SNMP traps to
host

Example — Send
SNMP informs to
host

Example —
Send SNMP
notifications to
host

Supported
Releases

An SNMP host does not acknowledge the trap messages and notifications received from the SNMP
agent. SNMP hosts send an acknowledgement when receiving informs.

The no version of this command disables the local agent from sending SNMP traps, informs, or
notifications to a host receiver.

0S10 (config)# snmp-server host 1.1.1.1 traps version 3 priv user0l udp-
port 32 entity 1lldp

0S10 (config) # snmp-server host 1.1.1.1 informs version 2c public envmon
snmp

0S10 (config) # snmp-server host 1.1.1.1 version 3 noauth ul snmp 1lldp

10.2.0E or later

snmp-server location

Configures the location of the SNMP server.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server location text

text — Enter an alphanumeric string. A maximum of 55 characters.
None

CONFIGURATION

The no version of this command removes the SNMP location.

0S10 (config)# snmp-server location datacenterlO

10.2.0E or later

shmp-server user

Authorizes a user to access the SNMP agent and receive SNMP messages.

Syntax

Parameters

snmp-server user user-name group-name security-model [[noauth | auth {md5
| sha} auth-password] [priv {des | aes} priv-password]] [localized] [access
acl-name] [remote ip-address udp-port port-number]]

user-name — Enter the name of the user. A maximum of 32 alphanumeric characters.
e group-name — Enter the name of the group to which the user belongs. A maximum of 32
alphanumeric characters.
e security-model — Enter an SNMP version that sets the security level for SNMP messages:
o 1 — SNMPvV1 provides no user authentication or privacy protection. SNMP messages are sent in
plain text.
o 2c — SNMPv2c provides no user authentication or privacy protection. SNMP messages are sent
in plain text.
o 3 — SNMPv3 provides optional user authentication and encryption for SNMP messages.
e noauth — (SNMPv3 only) Configure SNMPv3 messages to send without user authentication and
privacy encryption.
e auth — (SNMPv3 only) Include a user authentication key for SNMPv3 messages sent to the user:
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Defaults
Command Mode

Usage
Information

Example
(Encrypted
passwords)

Example (Plain-
text passwords)

Example (Remote
user)

Supported
Releases

o md5 — Generate an authentication key using the MD5 algorithm.

o sha — Generate an authentication key using the SHA algorithm.

o auth-password — Enter a text string used to generate the authentication key that identifies
the user (32 alphanumeric characters maximum). For an encrypted password, you can enter the
encrypted string instead of plain text.

e priv — (SNMPv3 only) Configure encryption for SNMPv3 messages sent to the user:

o aes — Encrypt messages using AES 128-bit algorithm.

o des — Encrypt messages using DES 56-bit algorithm.

o priv-password — Enter a text string used to generate the privacy key used in encrypted
messages. A maximum of 32 alphanumeric characters. For an encrypted password, enter the
encrypted string instead of plain text.

e localized — (SNMPv3 only) Generate an SNMPv3 authentication and/or privacy key in localized
key format.

e access acl-name — (Optional) Enter the name of an IPv4 or IPv6 access list to filter SNMP
requests on the switch. A maximum of 16 characters.

® remote ip-address/prefix-length udp-port port-number — (Optional) Enter the IPv4
or IPv6 address of the user's remote device and the UDP port number used to connect to the SNMP

agent on the switch, from O to 65535; default 162.

Not configured
CONFIGURATION

Use the snmp-server user command to set up the desired security level for SNMP access. For
SNMPv3 users, configure user authorization and message encryption. Re-enter this command multiple
times to configure SNMP security settings for all users.

The group to which a user is assigned determines the user's SNMP access. To configure a group's SNMP
access to the switch — read, write, and notify, use the snmp-server user command.

No default values exist for SNMPv3 authentication and privacy algorithms and passwords. If you forget
a password, you cannot recover it — you must reconfigure the user. You can specify either a plain-text
password or an encrypted cypher-text password. In either case, the password stores in the configuration
in an encrypted form and displays as encrypted in the show running-config snmp output.

A localized authentication or privacy key is more complex and provides greater privacy protection. To
display the localized authentication and privacy keys in an SNMPv3 user configuration, use the show
running-configuration snmp command.

To limit user access to the SNMP agent on the switch, enter an access acl-name value. In IPv6 ACLs,
SNMP supports only IPv6 and UDP types. TCP, ICMP, and port rules are not supported.

The no version of this command removes a user from the SNMP group.

0S10 (config)# snmp-server user privuser v3group v3 auth md5
9fc53d9d908118b2804fe80e3ba8763d priv des
d0452401a8c3ce42804fe80e3ba8763d

0S10 (config) # snmp-server user authuser v3group v3 auth md5 authpasswd

0S10 (config)# snmp-server user n3user ngroup remote 172.31.1.3 udp-port
5009 3
auth md5 authpasswd

10.4.2.0 or later

snmp-server view

Configures an SNMPv3 view.

Syntax

snmp-server view view-name oid-tree [included | excluded]
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Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

e view-name — Enter the name of a read-only, read-write, or notify view. A maximum of 32
characters.

e oid-tree — Enter the SNMP object ID at which the view starts in 12-octet dotted-decimal format.

e included — (Optional) Include the MIB family in the view.

e excluded — (Optional) Exclude the MIB family from the view.

Not configured

CONFIGURATION

The oid-tree value specifies the OID in the MIB tree hierarchy at which a view starts. Enter included
or excluded to include or exclude the remaining part of the MIB sub-tree contents in the view.

The no version of this command removes an SNMPV3 view.

0S10 (config) # snmp-server view readview 1.3.6.5 excluded

10.4.2.0 or later

snmp-server vrf

Configures an SNMP agent to receive SNMP traps for the management VRF instance.

Syntax
Parameters
Defaults
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server vrf management
None

Not configured

CONFIGURATION

The no version of this command disables the SNMP agent from receiving the SNMP traps.

0S10 (config) # snmp-server vrf management

10.4.1.0 or later

System clock

0810 uses the network time protocol (NTP) to synchronize the system clock with a time-serving host. If you do not use NTP,
set the system time and the timezone. The hardware-based real-clock time (RTC) is reset to the new system time.

You can set the current time and date after you disable NTP. When you enable NTP, it overwrites the system time.

e Enter the time and date in EXEC mode.

clock set time year-month-day

Enter time in the format hour: minute: second, where houris1to 24; minuteis 1to 60; secondis 1to 60. For
example, enter 5:15 PM as 17:15:00.

Enter year-month-day in the format YYYY-MM-DD, where YYYY is a four-digit year, such as 2016; MM is a month from 1
to 12; DD is a day from 1 to 31.

e Enter the timezone in CONFIGURATION mode.

clock timezone timezone-string Hours Minutes

Enter timezone-string which is the name of the time zone.

Enter Hours offset from UTC, ranging from -23 to 23.

System management 109



Enter Minutes offset from UTC, ranging from 0 to 59.
Set time and date
0S10# clock set 13:00:00 2018-08-30
View system time and date

O0S10# show clock
2018-08-30T13:01:01.45+00:00

Set time zone
0S10 (config) # clock timezone IST 5 30
View system time and date with time zone configured

0S10# show clock
2018-08-30T13:01:01.57+05:30

System Clock commands

clock set

Sets the system time.

Syntax clock set time year-month-day

Parameters time Enter time in the format hour:minute: second, where houris 1to 24;
minuteis1to 60; secondis 1to 60. For example, enter 5:15 PM as 17:15:00.

year-month-day Enter year-month-day in the format YYYY-MM-DD, where YYYY is a four-digit
year, such as 201 6; MM is a month from 1to 12; DD is a day from 1 to 31.

Default Not configured

Command Mode EXEC

Usage Use this command to reset the system time if the system clock is out of synch with the NTP time. The

Information hardware-based real-clock time (RTC) resets to the new time. The new system clock setting applies
immediately.

Example

0S10# clock set 18:30:10 2017-01-25

Supported 10.2.1E or later
Releases

clock timezone

Sets the time zone used for the system clock.

Syntax clock timezone timezone-string Hours Minutes

Parameters e FEnter timezone-string which is the name of the time zone.
e Enter Hours offset from UTC, ranging from -23 to 23.
e Enter Minutes offset from UTC, ranging from 0 to 59.

Default Not configured
Command Mode CONFIGURATION
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Usage Universal time coordinated (UTC) is the time standard based on Greenwich Mean time. To set the time
Information zone for the system clock, enter the difference of hours between UTC and your time zone.

Example
0S10 (config)# clock timezone IST 5 30

Supported 10.3.0E or later
Releases

show clock

Displays the current system clock settings.

Syntax show clock

Parameters None

Default Not configured

Command Mode EXEC

Usage The universal time coordinated (UTC) value is the number of hours that your time zone is later or earlier
Information than UTC/Greenwich mean time.

Example

0S10# show clock
2017-01-25T11:00:31.68-08:00

Supported 10.2.1E or later
Releases

Network Time Protocol

Network Time Protocol (NTP) synchronizes timekeeping among a set of distributed time servers and clients. The protocol
coordinates time distribution in a large, diverse network. NTP clients synchronize with NTP servers that provide accurate time
measurement. NTP clients choose from several NTP servers to determine which offers the best available source of time and the

most reliable transmission of information.

To get the correct time, OS10 synchronizes with a time-serving host. For the current time, you can set the system to poll
specific NTP time-serving hosts. From those time-serving hosts, the system chooses one NTP host to synchronize with and
acts as a client to the NTP host. After the host-client relationship establishes, the networking device propagates the time
information throughout its local network.

The NTP client sends messages to one or more servers and processes the replies as received. Information included in the NTP

message allows each client/server peer to determine the timekeeping characteristics of its other peers, including the expected
accuracies of their clocks. Using this information, each peer selects the best time from several other clocks, updates the local

clock, and estimates its accuracy.

NTP Fields
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Source Destination
Port

123}

Length

NTP Packet Payload

Checksum

Leap
Indicator

Est. Reference

Drift Rate

Reference Originate Receive Transmit
Status | Type | Precisien i T T T

Error

.

Range: +32 ta -32

l

<00: Ne Warring

a NTP
ome other host/pratocal

Range:0-4
Code: 0

®| NOTE: OS10 supports both NTP server and client roles.

Enable NTP

NTP is disabled by default. To enable NTP, configure an NTP server where the system synchronizes. To configure multiple
servers, enter the command multiple times. Multiple servers may impact CPU resources.

e Enter the IP address of the NTP server where the system synchronizes in CONFIGURATION mode.
ntp server ip-address
View system clock state

0S10 (config) # do show ntp status

system peer:
system peer mode:
leap indicator:
stratum:
precision:

root distance:
root dispersion:
reference ID:

0.0.0.0
unspec

11

16

-22

0.00000 s
1.28647 s
[73.78.73.84]

reference time: 00000000.00000000 Mon, Jan 1 1900 0:00:00.000
system flags: monitor ntp kernel stats
Jitter: 0.000000 s
stability: 0.000 ppm
broadcastdelay: 0.000000 s
authdelay: 0.000000 s
View calculated NTP synchronization variables
0S10 (config)# do show ntp associations
remote local st poll reach delay offset disp
10.16.150.185 10.16.151.123 16 1024 0 0.00000 0.000000 3.99217
0S10# show ntp associations
remote local st poll reach delay offset disp
10.16.150.185 10.16.151.123 16 1024 0 0.00000 0.000000 3.99217
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Broadcasts

Receive broadcasts of time information and set interfaces within the system to receive NTP information through broadcast.
NTP is enabled on all active interfaces by default. If you disable NTP on an interface, the system drops any NTP packets sent to
that interface.

1. Set the interface to receive NTP packets in INTERFACE mode.

ntp broadcast client

2. Disable NTP on the interface in INTERFACE mode.
ntp disable
Configure NTP broadcasts

0S10 (config) # interface ethernet 1/1/10
0S10 (conf-if-ethl1/1/10)# ntp broadcast client

Disable NTP broadcasts

0S10 (config) # interface ethernet 1/1/10
0S10 (conf-if-ethl1/1/10)# ntp disable

Source IP address

Configure one interface IP address to include in all NTP packets. The source address of NTP packets is the interface IP address
the system uses to reach the network by default.

e Configure a source IP address for NTP packets in CONFIGURATION mode.
ntp source interface

ethernet — Enter the keyword and node/slot/port information.
port-channel — Enter the keyword and number.

vlan — Enter the keyword and VLAN number, from 1 to 4093.

loopback — Enter the keyword and number, from O to 16383.

mgmt — Enter the keyword and node/slot/port information. The default is 1/1/1.

O O O O O

Configure source IP address
0S10 (config) # ntp source ethernet 1/1/10
View source IP configuration

0S10 (config) # do show running-configuration | grep source
ntp source ethernetl/1/1

Authentication

NTP authentication and the corresponding trusted key provides a reliable exchange of NTP packets with trusted time sources.
NTP authentication begins with creating the first NTP packet after the key configuration. NTP authentication uses the message
digest 5 (MDDY) algorithm. The key is embedded in the synchronization packet that is sent to an NTP time source.

1. Enable NTP authentication in CONFIGURATION mode.

ntp authenticate

2. Set an authentication key number and key in CONFIGURATION mode, from 1 to 4294967295.

ntp authentication-key number md5 key
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e The number must match in the ntp trusted-key command.
e The key is an encrypted string.

3. Define a trusted key in CONFIGURATION mode, from 1 to 4294967295. This number must match the number in the ntp
trusted-key command.

ntp trusted-key number

4. Configure an NTP server in CONFIGURATION mode.
ntp server {hostname | ipv4-address | ipvé6-address} [key keyid] [prefer]

® hostname — Enter the keyword to see the IP address or host name of the remote device.

e ipv4-address — Enter an IPv4 address in A.B.C.D format.
ipvé6-address — Enter an IPv6 address in nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn format (elision of zeros is
supported).

e key keyid — Enter a text string as the key exchanged between the NTP server and the client.

e prefer — Enter the keyword to set this NTP server as the preferred server.

5. Configure the NTP master and enter the stratum number that identifies the NTP server hierarchy in CONFIGURATION
mode, from 2 to 10, default 8.

ntp master <2-10>

Configure NTP
0S10 (config)# ntp authenticate

0S10 (config) # ntp trusted-key 345

0S10 (config) # ntp authentication-key 345 mdf O 5A60910FED211F02

0S10 (config) # ntp server 1.1.1.1 key 345

0S10 (config)# ntp master 7

View NTP configuration

0S10 (config) # do show running-configuration
|

ntp authenticate

ntp authentication-key 345 mdf 0 5A60910FED211F02
ntp server 1.1.1.1 key 345

ntp trusted-key 345

ntp master 7

Sample NTP configuration

Following example shows an NTP master(11.0.0.2), server(10.0.0.1), and client(10.0.0.2) connected through a non-default VRF
instance (VRF red). OS10 System acts as NTP server to synchronize its clock with the NTP master available in the non-default
VRF instance red and provides time to NTP clients in that VRF instance.
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[11.0.0.2/24

\VRF Red]
ethernet: 1/1/1 NTP Master

VRF Red
ethernet: 1/1/5

NTP Server

VRF Red

ethernet: 1/1/1
WMEHRET NTP Client

ethernet: 1/1/1

Figure 1. Sample NTP configuration

To create this sample NTP configuration, perform the following steps:

1. Configure the NTP server using the following steps:
a. Create a non-default VRF instance and assign an interface to that VRF.

0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10

conf-vrf)# exit

config)# interface ethernet 1/1/1
conf-if-ethl/1/1)# no switchport
conf-if-ethl/1/1)# ip vrf forwarding red
conf-if-ethl/1/1)# ip address 10.0.0.1/24
conf-if-ethl/1/1)# exit

config)# interface ethernet 1/1/5
conf-if-ethl/1/5)#% no switchport
conf-if-ethl/1/5)# ip vrf forwarding red
conf-if-ethl/1/5)# ip address 11.0.0.1/24
conf-if-ethl/1/5)# exit

config) #

b. Configure NTP master IP in NTP server

0S10 (config) # ntp server 11.0.0.2

0S10 (config) # do show running-configuration ntp
ntp server 11.0.0.2

0S10 (config) #

®| NOTE: NTP master 11.0.0.2 is reachable only through red VRF.
c. Configure NTP in red VRF instance.

0S10 (config)# ntp enable vrf red

“% Warning: NTP server/client will be disabled in default VRF and enabled on a red
VRE"”
Do you wish to continue? (y/n): y

0S10 (config) #

0S10 (config) # do show running-configuration ntp
ntp server 11.0.0.2

ntp enable vrf red

0S10 (config) #

2. Configure an NTP client using the following steps:
a. Create non-default VRF instance and assign interface to the VRF.

0S10 (config)# ip vrf red
0S10 (conf-vrf)# exit
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0S10 (config) # interface ethernet 1/1/1

(
0S10 (conf-if-ethl/1/1)# no switchport
0S10 (conf-if-ethl/1/1)# ip vrf forwarding red
0S10 (conf-if-ethl/1/1)# ip address 10.0.0.2/24
0S10 (conf-if-ethl/1/1)# exit
0S10 (config) #

b. Configure NTP server IP in NTP client.

0S10 (config)# ntp server 10.0.0.1

0S10 (config) # do show running-configuration ntp
ntp server 10.0.0.1

0S10 (config) #

c. Configure NTP in red VRF instance.

0S10 (config)# ntp enable vrf red
“% Warning: NTP server/client will be disabled in default VRF and enabled on a red
VRE”

Do you wish to continue? (y/n): y

0S10 (config) # do show running-configuration ntp
ntp server 10.0.0.1

ntp enable vrf red

0S10 (config) #

3. Configure an NTP master using the following steps:
a. Create non-default VRF instance and assign interface to the VRF.

0S10 (config) # ip vrf red

0S10 (conf-vrf)# exit

0S10 (config) # interface ethernet 1/1/1

0S10 (conf-if-ethl/1/1)# no switchport

0S10 (conf-if-ethl/1/1)# ip vrf forwarding red
0S10 (conf-if-ethl/1/1)# ip address 11.0.0.2/24
0S10 (conf-if-ethl/1/1)# exit

0S10 (confiqg)

b. Configure NTP as master.

0S10 (config)# ntp master

0S10 (config) # do show running-configuration ntp
ntp master 8

0S10 (config) #

c. Configure NTP in red VRF instance.

0S10 (config)# ntp enable vrf red

wo
°

Warning: NTP server/client will be disabled in default VRF and enabled on a red
VRE”
Do you wish to continue? (y/n): y

0S10 (config) # do show running-configuration ntp
ntp master 8

ntp enable vrf red

0S10 (config) #

4. Verify NTP client(10.0.0.2) is connected to NTP server(10.0.0.1) running in red VRF.

0S10# show ntp associations vrf red

remote refid st t when poll reach delay offset Jjitter

“10.0,0.1 11.0.0.2 10 u 2 64 1 0.578 -1.060 0.008
0S10# show ntp status vrf red

associd=0 status=0615 leap none, sync ntp, 1 event, clock sync,
system peer: 10.0.0.1:123
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system peer mode: client
leap indicator: 00
stratum: 11

log2 precision: -24

root delay: 0.991
root dispersion: 1015.099
reference ID: 10.0.0.1
reference time: dbc7b087.5d47aaa6 Sat,
system jitter: 0.000000
clock jitter: 0.462
clock wander: 0.003
broadcast delay: -50.000
symm. auth. delay: 0.000
OS10#

Nov 5 2016 1:12:39.364

B. Verify NTP server (10.0.0.1) is connected to NTP master(11.0.0.2) running in red VRF.

0S10 (config) # do show ntp associations vrf red
remote refid st t when poll reach delay offset Jjitter
LOCAL (0) LOCL 8 1 111 64 2 0.000 0.000 0.000
*11.0.0.2 LOCAL (0) 9 u 43 64 3 0.441 0.026 0.047

0S10 (config)# do show ntp status vrf red

associd=0 status=0615 leap none, sync_ ntp,
system peer: 11.0.0.2:123

system peer mode: client

leap indicator: 00

stratum: 10

log2 precision: -24

root delay: 0.441

root dispersion: 950.580

reference ID: 11.0.0.2

reference time: dbc7b03e.733£51d7 Sat,
system jitter: 0.000000

clock jitter: 0.009

clock wander: 0.000

broadcast delay: -50.000

symm. auth. delay: 0.000

0S10 (config) #

NTP commands

ntp authenticate

1 event, clock sync,

Nov 5 2016 1:11:26.450

Enables authentication of NTP traffic between the device and the NTP time serving hosts.

Syntax ntp authenticate
Parameters None
Default Not configured

Command Mode CONFIGURATION

Usage
Information command. The no version of this command
Example

0S10 (config)# ntp authenticate
Supported 10.2.0E or later
Releases

You must also configure an authentication key for NTP traffic using the ntp authentication-key

disables NTP authentication.
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ntp authenticate-key

Configures the authentication key for trusted time sources.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp authenticate-key number md5 [0 | 7] key

number — Enter the authentication key number, from 1 to 4294967295.
md5 — Set to MD5 encryption.

0 — Set to unencrypted format, the default.

7 — Set to hidden encryption.

key — Enter the authentication key.

0
CONFIGURATION

The authentication number must be the same as the number parameter configured in the ntp
trusted-key command. Use the ntp authenticate command to enable NTP authentication.

0S10 (config)# ntp authentication-key 1200 md5 0 dell

10.2.0E or later

ntp broadcast client

Configures the interface to receive NTP broadcasts from an NTP server.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp disable

ntp broadcast client
None

Not configured

INTERFACE

The no version of this command disables broadcast.

0S10 (conf-if-ethl/1/1)# ntp broadcast client

10.2.0E or later

By default, NTP is enabled on all interfaces. Prevents an interface from receiving NTP packets.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp disable

None

Enabled

INTERFACE

USe this command to configure OS10 to not listen to a particular server and prevent the interface from
receiving NTP packets. The no version of this command re-enables NTP on an interface.

0S10 (conf-if-ethl/1/7)# ntp disable

10.2.0E or later
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ntp enable vrf

Enables NTP for the management or non-default VRF instance.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

ntp master

ntp enable vrf {management | vrf vrf-name}

e management — Enter the keyword to enable NTP for the management VRF instance.

e vrf vrf-name — Enter the keyword then the name of the VRF to enable NTP for that non-default
VRF instance.

Disabled
CONFIGURATION

The no version of this command disables NTP for the management VRF instance.

0S10 (config) # ntp enable vrf management
0S10 (config) # ntp enable vrf vrf-blue

10.4.0E(R1) or later

Configures an NTP master server.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp server

ntp master stratum

stratum — Enter the stratum number to identify the NTP server hierarchy, from 2 to 10.
8

CONFIGURATION

The no version of this command resets the value to the default.

0S10 (config)# ntp master 6

10.2.0E or later

Configures an NTP time-serving host.

Syntax

Parameters

Default
Command Mode

Usage
Information

ntp server {hostname | ipv4-address | ipvé-address} [key keyid] [prefer]

e hostname — Enter the host name of the server.

e ipv4-address | ipvé-address — Enter the IPv4 addressin A.B.C.D format or IPv6 address in
A::B format of the NTP server.

o key keyid— (Optional) Enter the NTP peer key ID, from 1 to 4294967295.

e prefer — (Optional) Configures this peer to have priority over other servers.

Not configured
CONFIGURATION

You can configure multiple time-serving hosts. From these time-serving hosts, the system chooses one
NTP host to synchronize with. To determine which server to select, use the show ntp associations
command. Dell EMC recommends limiting the number of hosts you configure, as many polls to the NTP
hosts can impact network performance.

System management 19



Example

Supported
Releases

ntp source

0S10 (config)# ntp server eureka.com

10.2.0E or later

Configures an interface IP address to include in NTP packets.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp source interface

interface — Set the interface type:

® cthernet node/slot/port[:subport] — Enter the Ethernet interface information
port-channel id-number — Enter the port-channel number, from 1 to 128.

vlan vlan-id — Enter the VLAN number, from 1 to 4093.

loopback loopback-id — Enter the Loopback interface number, from O to 16383.
mgmt node/slot/port — Enter the Management port interface information.

Not configured
CONFIGURATION

The no version of this command removes the configuration.

0S10 (config) # ntp source ethernet 1/1/24

10.2.0E or later

ntp trusted-key

Sets a key to authenticate the system to which NTP synchronizes with.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ntp trusted-key number

number — Enter the trusted key ID (1to 4294967295).
Not configured

CONFIGURATION

The number parameter must be the same number as the number parameter in the ntp
authentication-key command. If you change the ntp authentication-key command, you
must also change this command. The no version of this command removes the key.

0S10 (config) # ntp trusted-key 234567

10.2.0E or later

show ntp associations

Displays the NTP master and peers.

Syntax

Parameters

show ntp associations [vrf {management | vrf vrf-name}]

e management — Enter the keyword to display NTP information corresponding to the management
VRF instance.

e vrf vrf-name — Enter the keyword then the name of the VRF to display NTP information
corresponding to that non-default VRF instance.
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Default
Command Mode

Usage
Information

Example

Supported
Releases

Not configured

EXEC
e (none) — One or more of the following symbols displays:
o * — Synchronized to this peer.
o # — Almost synchronized to this peer.
o + — Peer was selected for possible synchronization.
o - — Peer is a candidate for selection.
o ~ — Peer is statically configured.

e remote — Remote IP address of the NTP peer.
e ref clock — IP address of the remote peer reference clock.

peer cannot reach the time source.

when — Last time the device received an NTP packet.
poll — Polling interval in seconds.

reach — Reachability to the peer in octal bitstream.

milliseconds.

e disp — Dispersion.

0S10# show ntp associations

delay — Time interval or delay for a packet to complete a round-trip to the NTP time source in

offset — Relative time of the NTP peer’s clock to the network device clock in milliseconds.

offset disp

.000 16000.0
.08 -1499.9 104.16
.000 16000.0

remote ref clock st when poll reach delay
10.10.120.5 0.0.0.0 16 - 256 0 0.00
*172.16.1.33 127.127.1.0 11 6 16 377

172.31.1.33 0.0.0.0 16 - 256 0 0.00
192.200.0.2 0.0.0.0 16 - 256 0 0.00

0S10# show ntp associations vrf management
remote local st poll reach delay

*lolollo2 Loloilod 3 64 1 0.00027

10.2.0E or later

show ntp status

Displays NTP configuration information.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example (Status)

show ntp status [vrf {management | vrf vrf-name]

status — (Optional) View the NTP status.

e vrf management — (Optional) Enter the keywords to display NTP information corresponding to

the management VRF.

.000 16000.0

offset disp

0.000056 0.43309

e vrf vrf-name — (Optional) Enter the keyword then the name of the VRF to display NTP

information corresponding to that non-default VRF.
Not configured
EXEC

None

0S10# show ntp status

system peer: 0.0.0.0
system peer mode: unspec
leap indicator: 11
stratum: 16

System management
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precision: =22

root distance: 0.00000 s

root dispersion: 1.28647 s

reference ID: [73.78.73.84]

reference time: 00000000.00000000 Mon, Jan 1 1900 0:00:00.000
system flags: monitor ntp kernel stats

Jjitter: 0.000000 s

stability: 0.000 ppm

broadcastdelay: 0.000000 s

authdelay: 0.000000 s

0S10# show ntp status vrf management

system peer: 1.1.1.2

system peer mode: client

leap indicator: 00

stratum: 4

precision: -23

root distance: 0.00027 s

root dispersion: 0.94948 s
reference ID: [1.1.1.2]
reference time: ddc78084.f17ea38b Tue, Nov 28 2017 6:28:20.943
system flags: ntp kernel stats
Jitter: 0.000000 s
stability: 0.000 ppm
broadcastdelay: 0.000000 s
authdelay: 0.000000 s

0S10#

0S10# show ntp status vrf red
associd=0 status=0618 leap none, sync ntp, 1 event, no sys peer,

system peer: 11.0.0.2:123
system peer mode: client

leap indicator: 00

stratum: 10

log2 precision: -24

root delay: 0.338

root dispersion: 1136.790
reference ID: 11.0.0.2
reference time: dbc7a951.£7978096 Sat, Nov 5 2016 0:41:53.967
system jitter: 0.000000
clock jitter: 0.003

clock wander: 0.001
broadcast delay: -50.000

symm. auth. delay: 0.000

Supported 10.2.0E or later
Releases

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is an application layer protocol that dynamically assigns IP addresses and other
configuration parameters to network end-stations, also known as hosts, based on configuration policies network administrators
determine.
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Client Server

Figure 2. Client and Server Messaging

DHCP server
DHCP client

Relay agent

Network device offering configuration parameters to the client.
Network device requesting configuration parameters from the server.

Intermediary network device that passes DHCP messages between the client and the server when the
server is not on the same subnet as the host.

Packet format and options

The DHCP server listens on port 67 and transmits to port 68. The DHCP client listens on port 68 and transmits to port 67.

Configuration parameters are options in the DHCP packet in type, length, value (TLV) format. To limit the number of parameters
that servers must provide, hosts enter the parameters that they require and the server sends only those parameters. DHCP
uses the User Datagram Protocol (UDP) as its transport protocol.

oF hytype hlen hops xid amcs yladdr siaddr gladdr chaddr aname

- “

w‘dlﬂﬂr

Code Length Value

Figure 3. DHCP Packet Format

The table shows common options using DHCP packet formats.

DHCP Option
Subnet mask
Router

Domain name
server

Domain name

IP address lease
time

DHCP message
type

Description
1 — Subnet mask of the client
3 — Router IP addresses that serve as the default gateway for the client

6 — Domain name servers (DNS) that are available to the client

15 — Domain name that clients use to resolve hostnames via DNS

51 — Amount of time that the client uses an assigned IP address

53:

e 1 — DHCPDISCOVER
e 2 — DHCPOFFER

e 3 — DHCPREQUEST
e 4 — DHCPDECLINE

e 5 — DHCPACK

e 6 — DHCPNACK

e 7 — DHCPRELEASE
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DHCP Option Description
e 8 — DHCPINFORM

Parameter 55 — Parameters the server requires for DHCP clients. This is a series of octets where each octet is a
request list DHCP option code
Renewal time 58 — Amount of time, after the IP address is granted, that the client attempts to renew its lease with the

original server

Rebinding time 59 — Amount of time, after the IP address is granted, that the client attempts to renew its lease with
any server, if the original server does not respond

Vendor class 60 — User-defined string the Relay Agent uses to forward DHCP client packets to a specific DHCP
identifier server

User port 230 — Stacking option variable that provides the DHCP server stack-port details when the DHCP offer is
stacking set

End 255 — Signal of the last option in the DHCP packet

DHCP server

The Dynamic Host Configuration Protocol (DHCP) server provides network configuration parameters to DHCP clients on
request. A DHCP server dynamically allocates four required IP parameters to each computer on the virtual local area network
(VLAN) — the IP address, network mask, default gateway, and name server address. DHCP IP address allocation works on a
client/server model where the server assigns the client reusable IP information from an address pool.

DHCP automates network-parameter assignment to network devices. Even in small networks, DHCP makes it easier to add new
devices to the network. The DHCP access service provides a centralized, server-based setup to add clients to the network. This
setup means you do not have to manually create and maintain |P address assignments for clients.

When you use DHCP to manage a pool or IP addresses among hosts, you reduce the number of IP addresses you need. DHCP
manages the IP address pool by leasing an IP address to a host for a limited period, allowing the DHCP server to share a
limited number of IP addresses. DHCP also provides a central database of devices that connects to the network and eliminates
duplicate resource assignments.

Automatic address allocation

Automatic address allocation is an address assignment method that the DHCP server uses to lease an IP address to a client from
a pool of available addresses. You cannot configure an empty DHCP pool, under a DHCP pool configuration. For a successful
commit, you must have either a network statement or host/hardware-address (manual binding) configuration. An IP address
pool is a range of addresses that the DHCP server assigns. The subnet number indexes the address pools.

1. Enable DHCP server-assigned dynamic addresses on an interface in DHCP <POOL> mode.

ip dhcp server

2. Create an IP address pool and provide a name in DHCP mode.

pool name

3. Enter the subnet from which the DHCP server may assign addresses in DHCP <POOL> mode. The network option specifies
the subnet address. The prefix-length option specifies the number of bits used for the network portion of the address
(18 to 31).

network network/prefix-length

4. Enter arange of IP addresses from the subnet specified above, which the DHCP server uses to assign addresses in DHCP
<POOL> mode.

range {ip-addressl [ip-addressZ2]}

@ NOTE: Configure at least one interface to match one of the configured network pools. An interface matches a network
pool when its IP address is included in the subnet defined for that network pool. For example, an interface with IP
address 10.1.1.1/24 matches a pool configured with network 10.1.1.0/24.
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DHCP server automatic address allocation

0S10 (config) # ip dhcp server

0S10 (config-dhcp) # pool Dell

0S10 (config-dhcp-Dell) # default-router 20.1.1.1
0S10 (config-dhcp-Dell)# network 20.1.1.0/24
0S10 (config-dhcp-Dell)# range 20.1.1.2 20.1.1.8

Show running configuration
0S10 (conf-dhcp-Dell) # do show running-configuration
!
ip dhcp server

pool Dell
network 20.1.1.0/24
default-router 20.1.1.1
range 20.1.1.2 20.1.1.8

Address lease time

Use the lease {days [hours] [minutes] | infinite} command to configure an address lease time (default 24
hours).

0S10 (config) # ip dhcp server
0S10 (conf-dhcp) # pool Dell
0S10 (conf-dhcp-Dell)# lease 36

Default gateway

Ensure the IP address of the default router is on the same subnet as the client.

1. Enable DHCP server-assigned dynamic addresses on an interface in CONFIGURATION mode.

ip dhcp server

2. Create an IP address pool and provide a name in DHCP mode.

pool name

3. Enter the default gateway(s) for the clients on the subnet in order of preference in DHCP<POOL> mode.
default-router address
Change default gateway name

0S10 (config) # ip dhcp server
0S10 (conf-dhcp) # pool Dell
0S10 (conf-dhcp-Dell) # default-router 20.1.1.1

Enable DHCP server

Use the ip dhcp server command to enable DHCP server-assigned dynamic addresses on an interface in CONFIGURATION
mode. The DHCP server is disabled by default.

0S10 (config)# ip dhcp server
0S10 (conf-dhcp)# no disable
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Hostname resolution

You have two choices for hostname resolution — domain name server (DNS) or NetBIOS Windows internet naming service
(WINS). Both DHCP and WINS clients query IP servers to compare host names to |P addresses.

1. Enable DHCP server-assigned dynamic addresses on an interface in DHCP <POOL> mode.

ip dhcp server

2. Create in IP address pool and enter the name in DHCP mode.

pool name

3. Create a domain and enter the domain name in DHCP <POOL> mode.

domain-name name

4. Enter the DNS servers in order of preference that are available to a DHCP client in DHCP <POOL> mode.
dns-server address

DNS address resolution

0S10 (config) # ip dhcp server

0S10 (conf-dhcp) # pool Dell

0S10 (conf-dhcp-Dell) # domain-name dell.com
0S10 (conf-dhcp-Dell) # dns-server 192.168.1.1

NetBIOS WINS address resolution

DHCP clients can be one of four types of NetBIOS nodes — broadcast, peer-to-peer, mixed, or hybrid. Dell EMC recommends
using hybrid as the NetBIOS node type.

1. Enable DHCP server-assigned dynamic addresses on an interface in DHCP <POOL> mode.
ip dhcp server

2. Create an IP address pool and enter the pool name in DHCP mode.

pool name

3. Enter the NetBIOS WINS name servers in order of preference that are available to DHCP clients in DHCP <POOL> mode.

netbios-name-server ip-address

4. Enter the keyword Hybrid as the NetBIOS node type in DHCP <POOL> mode.
netbios-node-type type
Configure NetBIOS WINS address resolution

0S10 (config) # ip dhcp server

0S10 (conf-dhcp) # pool Dell

0S10 (conf-dhcp-Dell) # netbios-name-server 192.168.10.5
0S10 (conf-dhcp-Dell) # netbios-node-type Hybrid

Manual binding entries

Address binding is mapping between the IP address and the media access control (MAC) address of a client. The DHCP server
assigns the client an available IP address automatically and then creates an entry in the binding table. You can also manually
create an entry for a client. Manual bindings help to guarantee that a particular network device receives a particular IP address.

Consider manual bindings as single-host address pools. There is no limit to the number of manual bindings, but you can only
configure one manual binding per host. Manual binding entries do not display in the show ip dhcp binding output.
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1. Create an address pool in DHCP mode.

pool name

2. Enter the client IP address in DHCP <POOL> mode.

host address

3. Enter the client hardware address in DHCP <POOL> mode.
hardware-address hardware-address
Configure manual binding

0S10 (config) # ip dhcp server

0S10 (conf-dhcp) # pool static

0S10 (conf-dhcp-static)# host 20.1.1.2

0S10 (conf-dhcp-static)# hardware-address 00:01:e8:8c:4d:0a

View DHCP binding table

0S10# show ip dhcp binding
IP Address Hardware address Lease expiration Hostname

11.1.1.254 00:00:12:12:12:12 Jan 27 2016 06:23:45

Total Number of Entries in the Table = 1

With a fixed host configuration, also known as manual binding, you must configure a network pool with a matching subnet. The
static host-to-MAC address mapping pool inherits the network mask from the network pool with subnet configuration, which
includes the host’'s address range.

Consider the following example:

0S10# show running-configuration interface ethernet 1/1/2
|

interface ethernetl/1/2

no shutdown

no switchport

ip address 100.1.1.1/24

flowcontrol receive off

0S10# show running-configuration ip dhcp
|

ip dhcp server

no disable
|

pool hostl
host 100.1.1.34

hardware-address 00:0c:29:ee:4c:f4
|

pool hostnetwork
lease infinite

network 100.1.1.0/24
|

pool host2
host 20.1.1.34
hardware-address 00:0c:29:aa:22:f4

In this example, the pool host1, which is the fixed host mapping pool, inherits the subnet and other attributes from the pool
hostnetwork, which is the DHCP client IP address pool. There is no matching network pool for host2. Therefore, the DHCP
client with the MAC address 00:0c:29:aa:22:f4 does not obtain the correct parameters.

Configuring a DHCP client on a non-default VRF instance

To configure a DHCP client on an interface that is part of a non-default VRF instance:
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1. Enter the INTERFACE CONFIGURATION mode corresponding to the interface on which you want to configure a DHCP
client.

CONFIGURATION

0S10 (config) #interface interface-name

interface 2/1/1

2. Assign the interface to the non-default VRF instance.
INTERFACE CONFIGURATION

0S10 (config-inf)#ip vrf forwarding vrf-name

ip vrf forwarding vrf-test

3. Configure the DHCP client on the interface that you have assigned to the non-default VRF instance.
VRF CONFIGURATION

0S10 (config-vrf) #ip address dhcp

ip address dhcp

0S10 (config) #interface 2/1/1
0S10 (config-2/1/1)#ip vrf forwarding vrf-TEST
0S10 (config-vrf-TEST) #ip address dhcp

DHCP relay agent

A DHCP relay agent relays DHCP messages to and from a remote DHCP server, even if the client and server are on different IP
networks. You can configure the IP address of the remote DHCP server.

You can configure a device either as a DHCP server or a DHCP relay agent — but not both.

If routes are not leaked between VRFs, the DHCP relay agent supports multi-virtual routing and forwarding (VRF) instances.
The client-facing and server-facing interfaces must be in the same VRF.

The DHCPVG6 relay agent performs the same role as that of a DHCP relay agent, but in an IPv6 network. The DHCP relay
agent forwards the DHCPv4/DHCPv6 messages from the configured interface to the DHCPV6 server as a unicast message. The
DHCP relay agent then forwards the server’s response to the client.

When you configure DHCPVG relay on an interface, you must:
e Configure an IPv6 address on the interface.
e Ensure that the DHCPVG6 server is reachable.

Option 82 for security

DHCP, as defined by RFC 2131, provides no authentication or security mechanisms. To provide security, the DHCP relay agent
supports Option-82 with Circuit ID sub option, which is the printable name of the interface where the client request was
received.

This option secures all DHCP traffic that goes through a DHCP relay agent, and ensures that communication between the DHCP
relay agent and the DHCP server is not compromised.

The DHCP relay agent inserts Option 82 before forwarding DHCP packets to the DHCP server. The DHCP server includes
Option 82 back in its response to the relay agent. The relay agent uses this information to forward a reply out the interface on
which the request was received rather than flooding it on the entire VLAN. However, the relay agent removes Option 82 from
its DHCP responses before forwarding the responses to the client.

®| NOTE: Option 82 is supported, but not configurable.
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Configuring a DHCP relay agent on an non-default VRF instance

To configure DHCP relay agent on an interface corresponding to a non-default VRF instance:
1. Enter the INTERFACE CONFIGURATION mode.
CONFIGURATION

0S10 (config) #interface interface-name

interface 2/1/1

2. Configure the DHCP relay agent on the interface that is part of the non-default VRF instance. Specify the name of the
non-default VRF instance on which you want to run the relay agent.

INTERFACE CONFIGURATION
0S10 (config-inf) #ip helper-address ip-address vrf-name

ip helper-address 20.1.1.1 vrf-test

0S10 (config) #interface 2/1/1
0S10(config-2/1/1)#ip helper-address 20.1.1.1 vrf-test

View DHCP Information

Use the show ip dhcp binding command to view the DHCP binding table entries.
View DHCP Binding Table

0S10# show ip dhcp binding
IP Address Hardware address Lease expiration Hostname

11.1.1.254 00:00:12:12:12:12 Jan 27 2016 06:23:45

Total Number of Entries in the Table = 1

System domain name and list

If you enter a partial domain, the system searches different domains to finish or fully qualify that partial domain. A fully qualified
domain name (FQDN) is any name that terminates with a period or dot.

0S10 searches the host table first to resolve the partial domain. The host table contains both statically configured and
dynamically learned host and IP addresses. If OS10 cannot resolve the domain, it tries the domain name assigned to the local
system. If that does not resolve the partial domain, the system searches the list of domains configured.

You can configure the ip domain-1ist command up to five times to enter a list of possible domain names. The system
searches the domain names in the order they were configured until a match is found or the list is exhausted.

1. Enter a domain name in CONFIGURATION mode (up to 64 alphanumeric characters).

ip domain-name name

2. Add names to complete unqualified host names in CONFIGURATION mode.
ip domain-list name

You can configure a domain name and list corresponding to a non-default VRF instance.

1. Enter a domain name corresponding to a non-default VRF instance in the CONFIGURATION mode.

ip domain-name vrf vrf-name server-name
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2. Add names to complete unqualified host names corresponding to a non-default VRF instance.

ip domain-list vrf vrf-name name

Configure local system domain name and list

0S10
0S10
0S10
0S10
0S10
0S10

config) #
config) #
config) #
config) #
config) #
config) #

0S10
0S10
0S10
0S10
0S10
0S10

config) #
config) #
config) #
config) #
config) #
config) #

domain-name
domain-list
domain-list
domain-list
domain-list
domain-1list

ip
ip
ip
ip
ip
ip

domain-name
domain-1list
domain-list
domain-list
domain-list
domain-list

ip
ip
ip
ip
ip
ip

ntengg.com
dns1l
dns?2
dns3
dns4
dns5

vrf vrf-blue ntengg.com
vrf vrf-blue dnsl
vrf vrf-blue dns2
vrf-vrfblue dns3
vrf vrf-blue dns4
vrf vrf-blue dnsb5

View local system domain name information

0S10# show running-configuration

! Version 10.2.9999E

! Last configuration change at Feb

20 04:50:33 2017

username admin password $6$g9QBeYjZ$)fxzVaGhkxX3smxJSHIDDz7/30Jc6m5wijF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNs5BKH.

aaa authentication system:local

ip domain-name dell.com

ip domain-list £10.com

ip name-server 1.1.1.1 2::2
ip host dell-fl10.com 10.10.10.10

snmp-server community public read-only
snmp-server contact http://www.dell.com/support/
snmp-server location United States

debug radius false

DHCP commands

default-router address

Assigns a default gateway to clients based on the IP address pool.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

130

default-router address

e address — Enter an IPv4 or IPv6 address to use as the default gateway for clients on the subnet in

[address2...address8]

A.B.C.D or A::B format.

® address2...address8 — (Optional) Enter up to eight IP addresses, in order of preference.

Not configured

DHCP-POOL

Configure up to eight IP addresses, in order of preference. Use the no version of this command to

remove the configuration.

0S10 (conf-dhcp-20.1.1.1)# default-router 20.1.1.100

10.2.0E or later
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disable

Disables the DHCP server.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

disable
None
Disabled
DHCP

The no version of this command enables the DHCP server.

0S10 (conf-dhcp) # no disable

10.2.0E or later

dns-server address

Assigns a DNS server to clients based on the address pool.

Syntax dns-server address [address2...address8]
Parameters e address — Enter the DNS server IP address that services clients on the subnet in A.B.C.D or A::B
format.
® address2...address8 — (Optional) Enter up to eight DNS server addresses, in order of
preference.
Default Not configured
Command Mode DHCP-POOL
Usage None
Information
Example
0S10 (conf-dhcp-Dell) # dns-server 192.168.1.1
Supported 10.2.0E or later
Releases
domain-name

Configures the name of the domain where the device is located.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

domain-name domain-name

domain-name — Enter the name of the domain (up to 32 characters).

Not configured

DHCP-POOL

This is the default domain name that appends to hostnames that are not fully qualified. The no version of
this command removes the configuration.

0S10 (conf-dhcp-Dell) # domain-name dell.com

10.2.0E or later
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hardware-address

Configures the client hardware address for manual configurations.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

host

hardware-address nn:nn:nn:nn:nn:nn
nn:nn:nn:nn:nn:nn — Enter the 48-bit hardware address.
Not configured

DHCP-POOL

The client hardware address is the MAC address of the client machine to which to lease a static IP

address from.

0S10 (conf-dhcp-static)# hardware-address 00:01:e8:8c:4d:0a

10.2.0E or later

Assigns a host to a single IPv4 or IPv6 address pool for manual configurations.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

host A.B.C.D/A::B

A.B.C.D/A::B — Enter the host IP address in A.B.C.D or A::B format.
Not configured

DHCP-POOL

The host address is the IP address used by the client machine for DHCP.

0S10 (conf-dhcp-Dell)# host 20.1.1.100

10.2.0E or later

ip dhcp server

Enters DHCP mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ip dhcp server
None

Not configured
CONFIGURATION

This command is used to enter DHCP mode.

0S10 (config) # ip dhcp server
0S10 (conf-dhcp) #

10.2.0E or later
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ip helper-address

Configure the DHCP server address. Forwards UDP broadcasts received on an interface to the DHCP server. You can configure
multiple helper addresses per interface by repeating the same command for each DHCP server address.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example (IPv4)

Supported
Releases

ip helper-address address [vrf vrf-name]

e address — Enter the IPv4 address to forward UDP broadcasts to the DHCP server in A.B.C.D
format.

e vrf vrf-name — (Optional) Enter vrf and then the name of the VRF through which the host
address is reached.

Disabled
INTERFACE

The DHCP server is available on L3 interfaces only. The no version of this command returns the value to
the default.The client-facing and server-facing interfaces must be in the same VRF.

0S10 (config) # interface eth 1/1/22
0S10 (conf-if-ethl/1/22)4# ip helper-address 20.1.1.1 vrf blue

10.2.0E or later

ipv6 helper-address

Configure the DHCPvVG6 server address. Forwards UDP broadcasts received from IPv6 clients to the DHCPVG6 server. You can
configure multiple helper addresses per interface by repeating the same command for each DHCPv6 server address.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

lease

ipv6 helper-address ipvé-address [vrf vrf-name]

e vrf vrf-name — (Optional) Enter the keyword vrf and then the name of the VRF through which
the host address can be reached.
e ipvé6-address — Specify the DHCPVG server address in the A::B format.

Disabled
INTERFACE

The no version of this command deletes the IPv6 helper address.

Use this command on the interfaces where the DHCPVE clients connect to forward the packets from
clients to DHCPv6 server and vice-versa.

0S10 (config) # interface ethernet 1/1/22
0S10 (conf-if-ethl/1/22)4# ipv6 helper-address 2001:db8:0:1:1:1:1:1 vrf
blue

10.4.1.0 or later

Configures a lease time for the IP addresses in a pool.

Syntax

Parameters

Default

lease {infinite | days [hours] [minutes]}

e infinite — Enter the keyword to configure a lease which never expires.
e days — Enter the number of lease days (0 to 31).

e hours — Enter the number of lease hours (0 to 23).

e minutes — Enter the number of lease minutes (O to 59).

24 hours
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Command Mode

Usage
Information

Example
Example
(Infinite)

Supported
Releases

DHCP-POOL

The no version of this command removes the lease configuration.

0S10 (conf-dhcp-Dell) # lease 2 5 10

0S10 (conf-dhcp-Dell) # lease infinite

10.2.0E or later

netbios-name-server address

Configures a NetBIOS WINS server which is available to DHCP clients.

Syntax

Parameters

Default

Command Mode

netbios-name-server ip-address [addressZ...address8]

ip-address — Enter the address of the NetBIOS WINS server.

address?2...address8 — (Optional) Enter additional server addresses.

Not configured

DHCP-POOL

Usage Configure up to eight NetBIOS WINS servers available to a Microsoft DHCP client, in order of preference.
Information The no version of this command returns the value to the default.
Example
0S10 (conf-dhcp-Dell) # netbios-name-server 192.168.10.5
Supported 10.2.0E or later
Releases
netbios-node-type

Configures the NetBIOS node type for the DHCP client.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

netbios-node-type type

type — Enter the NetBIOS node type:
e Broadcast — Enter b-node.

e Hybrid — Enter h-node.

e Mixed — Enter m-node.
o

Peer-to-peer — Enter p-node.
Hybrid
DHCP-POOL

The no version of this command resets the value to the default.

0S10 (conf-dhcp-Dell) # netbios-node-type h-node

10.2.0E or later
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network

Configures a range of IPv4 or IPv6 addresses in the address pool.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

pool

network address/mask

address/mask — Enter a range of IP addresses and subnet mask in A.B.C.D/x or A::B/x format.
Not configured

DHCP-POOL

Use this command to configure a range of IPv4 or IPv6 addresses.

0S10 (config-dhcp-Dell)# network 20.1.1.1/24

10.2.0E or later

Creates an IP address pool name.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

range

pool pool-name

pool-name — Enter the DHCP server pool name.
Not configured

CONFIGURATION

Use this command to create an |IP address pool name.

0S10 (conf-dhcp) # pool Dell
0S10 (conf-dhcp-Dell) #

10.2.0E or later

Configures a range of IP addresses.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

range {ip-addressl [ip-addressZ]}

e ip-addressl—First IP address of the IP address range.
e ip-address2—Last IP address of the IP address range.

Not configured
DHCP-POOL

This command is used to configure a range of IP addresses that the OS10 switch, acting as the DHCP
server, can assign to DHCP clients. The no version of this command requires only the first IP address to
remove the range configuration.

0S10 (config) # 0S10 (config)# ip dhcp server

0S10 (config-dhcp) # pool pooll

0510 (config-dhcp-pooll) # network 192.168.10.0/24

0S10 (config-dhcp-pooll)# range 192.168.10.2 192.168.10.8
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Supported
Releases

10.4.1 or later

show ip dhcp binding

Displays the DHCP binding table with IPv4 addresses.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

show ip dhcp binding

None

Not configured

EXEC

Use this command to view the DHCP binding table.

0S10# show ip dhcp binding
IP Address Hardware address Lease expiration Hostname

11.1.1.254 00:00:12:12:12:12 Jan 27 2016 06:23:45

Total Number of Entries in the Table = 1

10.2.0E or later

DNS commands

0S10 supports the configuration of a DNS host and domain parameters.

ip domain-list

Adds a domain name to the DNS list. This domain name appends to incomplete hostnames in DNS requests.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ip domain-list [vrf vrf-name] [server-name] name

e vrf vrf-name — (Optional) Enter vrf and then the name of the VRF to add a domain name to the

DNS list corresponding to that VRF.
e server-name — (Optional) Enter the server name to add a domain name to the DNS list.

e name — Enter the name of the domain to append to the DNS list.

Not configured
CONFIGURATION

There is a maximum of six domain names to the DNS list. Use this domain name to complete unqualified
host names. The no version of this command removes a domain name from the DNS list.

0S10 (config) # ip domain-list jay dell.com

10.2.0E or later

ip domain-name

Configures the default domain and appends to incomplete DNS requests.

Syntax

ip domain-name [vrf vrf-name] server-name
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Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ip host

e vrf vrf-name — (Optional) Enter vrf and then the name of the VRF to configure the domain
corresponding to that VRF.
e server-name — (Optional) Enter the server name the default domain uses.

Not configured
CONFIGURATION

This domain appends to incomplete DNS requests. The no version of this command returns the value to
the default.

0S10 (config) # ip domain-name jay dell.com

10.2.0E or later

Configures mapping between the host name server and the IP address.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ip host [vrf vrf-name] [host-name] address

e vrf vrf-name — (Optional) Enter vrf and then the name of the VRF to configure the name server

to IP address mapping for that VRF.
e host-name — (Optional) Enter the name of the host.
e address — Enter an IPv4 or IPv6 address of the name server in A.B.C.D or A::B format.

Not configured
CONFIGURATION

The name-to-IP address table uses this mapping information to resolve host names. The no version of
this command disables the mapping.

0S10 (config)# ip host dell 1.1.1.1

10.2.0E or later

ip name-server

Configures up to a three IPv4 or IPv6 addresses used for network name servers.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ip name-server ip-address [ip-address? ip-address3]

e ip-address — Enter the IPv4 or IPv6 address of a domain name server to use for completing
unqualified names (incomplete domain names that cannot be resolved).

e ip-address?2 ip-address3 — (Optional) Enter up two additional IPv4 or IPv6 name servers,
separated with a space.

Not configured
CONFIGURATION

0S10 does not support sending DNS queries over a VLAN. DNS queries are sent out on all other
interfaces, including the Management port. You can separately configure both IPv4 and IPv6 domain
name servers. In a dual stack setup, the system sends both A (request for IPv4) and AAAA (request for
IPv6) record requests to a DNS server even if you only configure this command. The no version of this
command removes the IP name-server configuration.

0S10 (config)# ip name-server 10.1.1.5

10.2.0E or later
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show hosts

Displays the host table and DNS configuration.

Syntax show hosts [vrf vrf-name]

Parameters vrf vrf-name — Enter vrf then the name of the VRF to display DNS host information corresponding
to that VRF.

Default Not configured

Command Mode EXEC

Usage None

Information

Example
0S10# show hosts
Default Domain Name : dell.com
Domain List : abc.com

Name Servers : 1.1.1.1 20::2

Host IP-Address
dell-pcl 20.1.1.1
Supported 10.2.0E or later

Releases

IPv4 DHCP limitations

This section lists the DHCP limitations.

IPv4 DHCP asymmetric routing

0S10 does not support DHCP relay with IPv4 asymmetric routing. OS10 supports DHCP relay with IPv6 asymmetric routing.

The DHCP relay agent listens on the best DHCP server path. If the DHCP OFFER packet is sent through a path that the DHCP
relay agent is not listening on, the DHCP OFFER packet drops. In this case, the DHCP client-enabled interface does not receive
the IPv4 address.

For example, in the following topology, the DHCP DISCOVER packet is sent by the relay agent (R4) on link 2. The relay agent
routing table points only to link 2 to reach the DHCP server. However, the DHCP server sends the DHCP OFFER packet to relay
agent (R4) on a different path and the DHCP OFFER packet drops.

This issue occurs because the relay agent listens only on the best path uplink interfaces where the DHCP server is reachable.

/
Offer \ /
R1

DHCP DHCP

Non-ECMP R4

/ \ Wl Ohcp-relay el Client

Discover
;(‘O"ga, \
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Interfaces

You can configure and monitor physical interfaces (Ethernet), port-channels, and virtual local area networks (VLANS) in Layer 2

(L2) or Layer 3 (L3) modes.

Table 4. Interface types

Interface type Supported Default mode Requires creation Default status

Ethernet (PHY) L2, L3 unset No no shutdown enabled
Management N/A N/7A No no shutdown enabled
Loopback L3 L3 Yes no shutdown enabled
Port-channel L2, L3 unset Yes no shutdown enabled
VLAN L2, L3 L3 Yes, except default no shutdown enabled

Ethernet interfaces

Ethernet port interfaces are enabled by default. To disable an Ethernet interface, use the shutdown command.
To re-enable a disabled interface, use the no shutdown command.

1. Configure an Ethernet port interface from Global CONFIGURATION mode.

interface ethernet node/slot/port[:subport]

2. Disable and re-enable the Ethernet port interface in INTERFACE mode.

shutdown

no shutdown
Disable Ethernet port interface

0S10 (config) # interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# shutdown

Enable Ethernet port interface

0S10 (config)# interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# no shutdown

Unified port groups

In an OS10 unified port group, all ports operate in either Ethernet or Fibre Channel (FC) mode. You cannot mix modes for ports
in the same unified port group. To activate Ethernet interfaces, configure a port group to operate in Ethernet mode and specify
the port speed. To activate Fibre Channel interfaces, see Fibre Channel interfaces.

S4148U-ON

On the S4148U-ON switch, the available Ethernet and Fibre Channel interfaces in a port group depend on the currently
configured port profile. For more information, see S4148U-ON port profiles.
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Figure 4. S4148U-ON unified port groups

To enable Ethernet interfaces in a unified port group:

1

Configure a unified port group in CONFIGURATION mode. Enter 1/1 for node/slot. The port-group range depends on the
switch.

port-group node/slot/port-group

Activate the unified port group for Ethernet operation in PORT-GROUP mode. To activate a unified port group in Fibre
Channel mode, see Fibre Channel interfaces. The available options depend on the switch.

mode Eth {100g-1x | 50g-2x | 40g-1x | 25g-4x | 10g-4x}

100g-1x — Reset a port group to 100GE mode.

50g-2x — Split a port group into two 50GE interfaces.

40g-1x — Set a port group to 40GE mode for use with a QSFP+ 40GE transceiver.
25g-4x — Split a port group into four 25GE interfaces.

10g-4x — Split a port group into four 10GE interfaces.

Return to CONFIGURATION mode.

exit

Enter Ethernet Interface mode to configure other settings. Enter a single interface, a hyphen-separated range, or multiple
interfaces separated by commas.

interface ethernet node/slot/port[:subport]

Configure Ethernet unified port interface

0S10 (config) # port-group 1/1/13

0S10 (conf-pg-1/1/13)# mode Eth 25g-4x
0S10 (conf-pg-1/1/13) # exit

0S10 (config) # interface ethernet 1/1/41:1
0S10 (conf-if-ethl/1/41:1)#

View Ethernet unified port interface

0S10 (config) # interface ethernet 1/1/41
0S10 (conf-if-ethl/1/41:1)# show configuration

interface ethernetl/1/41:1

no shutdown

Z9264F-ON port-group profiles

On the Z9264F-ON switch, the port-group profiles determine the available front-panel Ethernet ports and supported breakout
interfaces. QSFP28 ports operate only in Ethernet mode. Use the port-group profile to configure breakout interfaces and
specify the port speed.
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NOTE: The configuration steps to enable Ethernet interfaces on a Z9264F-ON port group are different than that of the
S4100-0ON series. Follow the procedure described in this section to configure breakout interfaces on a Z9264F-ON switch.

12 3 45 6 7 8 9 10 11213 14 15 16

Port Groups

Ports

17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Each pair of odd and even numbered ports is configured as a port group. For example:

hybrid-group profile Ports Mode
port-groupl/1/1 restricted 1/1/1 Eth 10g-4x
1/1/2 Eth Disabled
port-groupl/1/2 restricted 1/1/3 Eth 10g-4x
1/1/4 Eth Disabled
port-groupl/1/3 restricted 1/1/5 Eth 10g-4x
1/1/6 Eth Disabled
port-groupl/1/31 unrestricted 1/1/61 Eth 100g-1x
1/1/62 Eth 100g-1x
port-groupl/1/32 unrestricted 1/1/63 Eth 100g-1x
1/1/64 Eth 100g-1x

On the Z9264F-ON switch, the available Ethernet interfaces in a port group depends on the currently configured port-group
profile. For details about the supported breakout modes in port-group profiles, see the profile CLI command.

To enable Ethernet interfaces:
1. Configure a Z9264F-ON port group in CONFIGURATION mode. Enter 1/1 for node/slot. The port-group range is from 1 to
32.

port-group node/slot/port-group

2. Configure the restricted profile in PORT-GROUP mode. This command applies only to the odd-numbered port within the port
group, and disables the even-numbered port in the port group.

profile restricted

3. Configure the port mode for the odd numbered port within the port group.
port node/slot/port mode Eth port-mode

100g-1x — Reset a port to 100GE mode.

40g-1x — Set a port to 40GE mode for use with a QSFP+ 40GE transceiver.
25g-4x — Split a port into four 25GE interfaces.

10g-4x — Split a port into four 10GE interfaces.

4. Return to CONFIGURATION mode.

exit

5. Enter Ethernet Interface mode to configure other settings. Enter a single interface, a hyphen-separated range, or multiple
interfaces separated by commas.

interface ethernet node/slot/port[:subport]
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Configure restricted port-group profile

0S10 (config) # port-group 1/1/2
0510 (conf-pg-1/1/2)# profile restricted
0S10 (conf-pg-1/1/2)# port 1/1/3 mode Eth 25g-4x
0S10 (conf-pg-1/1/2)# exit
0S10 (config) # interface ethernet 1/1/3:2
(

0S10 (conf-if-ethl/1/3:2)#

View the interface

0S10 (config) # interface ethernet 1/1/3:2

0S10 (conf-if-ethl1/1/3:2)# show configuration
|

interface ethernetl/1/3:2
no shutdown

L2 mode configuration

Each physical Ethernet interface uses a unique MAC address. Port-channels and VLANs use a single MAC address. By default,
all the interfaces operate in L2 mode. From L2 mode you can configure switching and L2 protocols, such as VLANs and
Spanning-Tree Protocol (STP) on an interface.

Enable L2 switching on a port interface in Access or Trunk mode. By default, an interface is configured in Access mode. Access
mode allows L2 switching of untagged traffic on a single VLAN (VLAN 1 is the default). Trunk mode enables L2 switching of
untagged traffic on the Access VLAN, and tagged traffic on one or more VLANSs.

By default, native VLAN of a port is the default VLAN ID of the switch. You can change the native VLAN using the
switchport access vlan vlan-idcommand.

A Trunk interface carries VLAN traffic that is tagged using 802.1g encapsulation. If an Access interface receives a packet with
an 802.1q tag in the header that is different from the Access VLAN ID, it drops the packet.

By default, a trunk interface carries only untagged traffic on the Access VLAN. You must manually configure other VLANs for
tagged traffic.

1. Select one of the two available options:

e Configure L2 trunking in INTERFACE mode and the tagged VLAN traffic that the port can transmit. By default, a trunk
port is not added to any tagged VLAN. You must create a VLAN before you can assign the interface to it.

switchport mode trunk
switchport trunk allowed vlan vlan-id-1list

e Reconfigure the access VLAN assigned to a L2 access or trunk port in INTERFACE mode.

switchport access vlan vlan-id

2. Enable the interface for L2 traffic transmission in INTERFACE mode.

no shutdown

L2 interface configuration

0S10 (config)# interface ethernet 1/1/7

0S10 (conf-if-ethl/1/7)4# switchport mode trunk

0810 (conf-if-ethl/1/7)4# switchport trunk allowed vlan 5,10
0S10 (conf-if-ethl/1/7)# no shutdown

L3 mode configuration

Ethernet and port-channel interfaces are in L2 access mode by default. When you disablethe L2 mode and then assign an IP
address to an Ethernet port interface, you place the port in L3 mode.

Configure one primary IP address in L3 mode. You can configure up to 255 secondary IP addresses on an interface. At least one
interface in the system must be in L3 mode before you configure or enter a L3—protocol mode, such as OSPF.
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1. Remove a port from L2 switching in INTERFACE mode.

no switchport

2. Configure L3 routing in INTERFACE mode. Add secondary to configure backup IP addresses.

ip address address [secondary]

3. Enable the interface for L3 traffic transmission in INTERFACE mode.
no shutdown

L3 interface configuration

0S10 (config) # interface ethernet 1/1/9

0S10 (conf-if-ethl/1/9)# no switchport

0510 (conf-if-ethl/1/9)# ip address 10.10.1.92/24
0S10 (conf-if-ethl/1/9)# no shutdown

View L3 configuration error

0S10 (config) # interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# ip address 1.1.1.1/24

o)

% Error: remove Layer 2 configuration before assigning an IP

Fibre Channel interfaces

0OS10 unified port groups support FC interfaces. A unified port group operates in Fibre Channel or Ethernet mode. To activate
FC interfaces, configure a port group to operate in Fibre Channel mode and specify the port speed. By default, FC interfaces are
disabled.

S$4148U-ON

On a S4148U-ON switch, FC interfaces are available in all port groups. The activated FC interfaces depend on the currently
configured port profile. For more information, see S4148U-ON port profiles.

R SV R SRV SV |

Figure 5. S4148U-ON unified port groups

1. Configure a unified port group in CONFIGURATION mode. Enter 1/1 for node/slot. The port-group range depends on the
switch.

port-group node/slot/port-group

2. Activate the unified port group for FC operation in PORT-GROUP mode. The available FC modes depend on the switch.
mode fc {32g-4x | 32g-2x | 32g-1x | 16g-4x | 16g-2x | 8g-4x}

8g-4x — Split a unified port group into four 8 GFC interfaces.

16g-2x — Split a unified port group into two 16 GFC interfaces.

16g-4x — Split a unified port group into four 16 GFC interfaces.

32g-1x — Split a unified port group into one 32 GFC interface. A 1x-32G interface has a rate limit of 28G.
32g-2x — Split a unified port group into two 32 GFC interfaces.
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e 32g-4x — Split a unified port group into four 32 GFC interfaces. Each 4x-32GE breakout interface has a rate limit of
25G.
3. Return to CONFIGURATION mode.

exit

4. Enter FC Interface mode to enable data transmission. Enter a single interface, a hyphen-separated range, or multiple
interfaces separated by commas.

interface fibrechannel node/slot/port/[:subport]

5. (Optional) Reconfigure the interface speed in INTERFACE mode.

16 32 | auto}

speed {8

6. Apply vfabric configuration on the interface. For more information about vfabric configuration, see Virtual fabric.

vfabric fabric-ID

7. Enable the FC interface in INTERFACE mode.
no shutdown

Configure FC interface

0S10
0S10
0S10
0S10
0S10
0S10

config)# port-group 1/1/15
conf-pg-1/1/15)# mode FC 16g-4x
conf-pg-1/1/15)# exit

config)# interface fibrechannel 1/1/43:1
conf-if-fc-1/1/43:1)# speed 32
conf-if-fc-1/1/43:1)# no shutdown

View FC interface

0S10 (config)# interface fibrechannel 1/1/43:1
0510 (conf-if-fc-1/1/43:1)# show configuration
!

interface fibrechannell/1/43:1

no shutdown

speed 32

vfabric 100

0S10# show interface fibrechannel 1/1/43:1
Fibrechannel 1/1/43:1 is up, FC link is up
Address is 14:18:77:20:8d:fc, Current address is 14:18:77:20:8d:fc
Pluggable media present, QSFP+ type 1is QSFP+ 4x (16GBASE FC SW)
Wavelength is 850
Receive power reading is 0.0
FC MTU 2188 bytes
LineSpeed 8G
Port type is F, Max BB credit is 1
WWN is 20:78:14:18:77:20:8d:cf
Last clearing of "show interface" counters: 00:02:32
Input statistics:
33 frames, 3508 bytes
class 2 good frames, 33 class 3 good frames
frame too long, 0 frame truncated, 0 CRC
link fail, 0 sync loss
primitive seq err, 0 LIP count
BB credit 0, 0 BB credit 0 packet drops
Output statistics:
33 frames, 2344 bytes
0 class 2 frames, 33 class 3 frames
0 BB credit 0, 0 oversize frames
6356027325 total errors
Rate Info:
Input 116 bytes/sec, 1 frames/sec, 0% of line rate
Output 78 bytes/sec, 1 frames/sec, 0% of line rate
Time since last interface status change: 00:00:24

O O OO
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Management interface

The Management interface provides OOB management access to the network device. You can configure the Management
interface, but the configuration options on this interface are limited. You cannot configure gateway addresses and |IP addresses
if it appears in the main routing table. Proxy ARP is not supported on this interface.

1. Configure the Management interface in CONFIGURATION mode.
interface mgmt 1/1/1

2. By default, DHCP client is enabled on the Management interface. Disable the DHCP client operations in INTERFACE mode.
no ip address dhcp

3. Configure an IP address and mask on the Management interface in INTERFACE mode.

ip address A.B.C.D/prefix-length

4. Enable the Management interface in INTERFACE mode.

no shutdown

Configure management interface

0S10
0S10
0S10
0S10

config)# interface mgmt 1/1/1
conf-if-ma-1/1/1)# no ip address dhcp
conf-if-ma-1/1/1)# ip address 10.1.1.10/24
conf-if-ma-1/1/1)# no shutdown

VLAN interfaces

VLANSs are logical interfaces and are, by default, in L2 mode. Physical interfaces and port-channels can be members of VLANS.

0S10 supports inter-VLAN routing. You can add IP addresses to VLANs and use them in routing protocols in the same manner
that physical interfaces are used.

When using VLANSs in a routing protocol, you must configure the no shutdown command to enable the VLAN for routing
traffic. In VLANS, the shutdown command prevents L3 traffic from passing through the interface. L2 traffic is unaffected by
this command.

e Configure an IP address in A.B.C.D/x format on the interface in INTERFACE mode. The secondary IP address is the
interface’s backup IP address.

ip address ip-address/mask [secondary]
Configure VLAN

0S10 (config)# interface vlan 10
0S10 (conf-if-v1-10)# ip address 1.1.1.2/24

You cannot simultaneously use egress rate shaping and ingress rate policing on the same VLAN.

User-configured default VLAN

By default, VLAN1 serves as the default VLAN for switching untagged L2 traffic on OS10 ports in Trunk or Access mode. The
default VLAN is used for untagged protocol traffic sent and received between switches, such as STPs. If you use VLAN1 for
data traffic for network-specific needs, reconfigure the VLAN ID of the default VLAN.

e Assign a new VLAN ID to the default VLAN in CONFIGURATION mode, from 1 to 4093.

default vlan-id vlan-id

In the show vlan output, an asterisk (*) indicates the default VLAN.
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Reconfigure default VLAN

0S10# show vlan
Q: A - Access (Untagged), T - Tagged

NUM Status Description Q Ports
B 1 up A
Ethl/1/1-1/1/25,1/1/29,1/1/31-1/1/54

0S10 (config) # interface vlan 10

Sep 19 17:28:10 0S10 dn ifm[932]: Node.l-Unit.l:PRI:notice [oslO:notify],
$Dell EMC (0S10) %IFM ASTATE UP: Interface admin state up :vlanlO

0S10 (conf-if-v1-10)# exit

0S10 (config)# default vlan-id 10

Sep 19 17:28:15 0S10 dn_ifm[932]: Node.l-Unit.l:PRI:notice [oslO:trap], %Dell EMC (0S10)
$IFM OSTATE DN: Interface operational state is down :vlanl

Sep 19 17:28:16 0S10 dn ifm[932]: Node.1l-Unit.l:PRI:notice [oslO:trap], %Dell EMC (0S10)
$IFM OSTATE UP: Interface operational state is up :vlanlO

0S10 (config) # do show vlan
Codes: * - Default VLAN, M - Management VLAN, R - Remote Port Mirroring VLANs
Q: A - Access (Untagged), T - Tagged

NUM Status Description Q Ports
1 down
& 10 up A

Ethl/1/1-1/1/25,1/1/29,1/1/31-1/1/54

VLAN scale profile

When you scale the number of VLANs on a switch, use the VLAN scale profile. This consumes less memory. Enable the scale
profile before you configure VLANs on the switch. The scale profile globally applies L2 mode on all VLANs you create and
disables L3 transmission. To enable L3 routing traffic on a VLAN, use the mode L3 command.

1. Configure the L2 VLAN scale profile in CONFIGURATION mode.

scale-profile vlan

2. (Optional) Enable L3 routing on a VLAN in INTERFACE VLAN mode.

mode L3
After you upgrade OS10 from an earlier version with configured VLANS, if you configure the VLAN scale profile and enable L3
routing on VLANS, save the configuration and use the reload command to apply the scale profile settings.

Apply VLAN scale profile

0S10 (config) # scale-profile vlan
0S10 (config) # interface vlan 10
0S10 (conf-if-v1-10)# mode L3

Loopback interfaces

A Loopback interface is a virtual interface where the software emulates an interface. Because a Loopback interface is not
associated to physical hardware entities, the Loopback interface status is not affected by hardware status changes.

Packets routed to a Loopback interface process locally to the OS10 device. Because this interface is not a physical interface, to
provide protocol stability you can configure routing protocols on this interface. You can place Loopback interfaces in default L3
mode.

e Enter the Loopback interface number in CONFIGURATION mode, from O to 16383.

interface loopback number
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e Enter the Loopback interface number to view the configuration in EXEC mode.

show interface loopback number

e Enter the Loopback interface number to delete a Loopback interface in CONFIGURATION mode.
no interface loopback number

View Loopback interface

0S10# show interface loopback 4
Loopback 4 is up, line protocol is up
Hardware is unknown.
Interface index is 102863300
Internet address is 120.120.120.120/24
Mode of IPv4 Address Assignment : MANUAL
MTU 1532 bytes
Flowcontrol rx false tx false
ARP type: ARPA, ARP Timeout: 240
Last clearing of "show interface" counters : 00:00:11
Queuing strategy : fifo
Input 0 packets, 0 bytes, 0 multicast
Received 0 errors, 0 discarded
Output 0 packets, 0 bytes, 0 multicast
Output 0 errors, Output 0 invalid protocol
Time since last interface status change : 00:00:11

Port-channel interfaces

Port-channels are not configured by default. Link aggregation (LA) is a method of grouping multiple physical interfaces into a
single logical interface — a link aggregation group (LAG) or port-channel. A port-channel aggregates the bandwidth of member
links, provides redundancy, and load balances traffic. If a member port fails, the OS10 device redirects traffic to the remaining
ports.

A physical interface can belong to only one port-channel at a time. A port-channel must contain interfaces of the same interface
type and speed. OS10 supports a maximum of 128 port-channels, with up to thirty-two ports per channel.

To configure a port-channel, use the same configuration commands as the Ethernet port interfaces. Port-channels are
transparent to network configurations and manage as a single interface. For example, configure one IP address for the group,
and use the IP address for all routed traffic on the port-channel.

By configuring port channels, you can create larger capacity interfaces by aggregating a group of lower-speed links. For
example, you can build a 40G interface by aggregating four 10G Ethernet interfaces together. If one of the four interfaces fails,
traffic redistributes across the three remaining interfaces.

Static Port-channels are statically configured.
Dynamic Port-channels are dynamically configured using Link Aggregation Control Protocol (LACP).

Member ports of a LAG are added and programmed into the hardware based on the port ID, instead of the order the ports come
up. Load balancing yields predictable results across resets and reloads.

Create port-channel

You can create a maximum of 128 port-channels, with up to 32 port members per group. Configure a port-channel similarly to a
physical interface, enable or configure protocols, or ACLs to a port channel. After you enable the port-channel, place it in L2 or
L3 mode.

To place the port-channel in L2 mode or configure an IP address to place the port-channel in L3 mode, use the switchport
command.

e Create a port-channel in CONFIGURATION mode.

interface port-channel id-number
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Create port-channel

0S10 (config) # interface port-channel 10

Add port member

When you add an interface to a port-channel:

e The administrative status applies to the port-channel.
The port-channel configuration is applied to the member interfaces.
A port-channel operates in either L2 (default) or L3 mode. To place a port-channel in L2 mode, use the switchport mode

command. To place a port-channel in L3 mode and remove L2 configuration before you configure an IP address, use the no
switchport command.

All interfaces must have the same speed.
An interface must not contain non-default L2/L3 configuration settings. Only the description and shutdown or no
shutdowncommands are supported. You cannot add an IP address or static MAC address to a member interface.

e You cannot enable flow control on a port-channel interface. Flow control is supported on physical interfaces that are
port-channel members.

e Port-channels support 802.3ad LACP. LACP identifies similarly configured links and dynamically groups ports into a logical
channel. LACP activates the maximum number of compatible ports that the switch supports in a port-channel.

e |f you globally disable a spanning-tree operation, L2 interfaces that are LACP-enabled port-channel members may flap due to
packet loops.

Add port member — static LAG

A static port-channel LAG contains member interfaces that you manually assign using the channel-group mode on
command.

0S10 (config) # interface port-channel 10

Aug 24 4:5:38: %Node.l-Unit.1:PRI:0S10 %dn_ifm

%slog-notice:IFM ASTATE UP: Interface admin state up.:port-channell0

Aug 24 4:5:38: %Node.l-Unit.1:PRI:0S10 %dn_ifm

$log-notice:IFM OSTATE DN: Interface operational state is down.:port-channell0
03810 (conf-if-po-10)# exit

0S10 (config) # interface ethernet 1/1/2

0S10 (conf-if-ethl/1/2)# channel-group 10 mode on

Aug 24 4:5:56: %Node.l-Unit.1:PRI:0S10 %dn_ifm

%slog-notice:IFM OSTATE UP: Interface operational state is up.:port-channell0

Add port member — dynamic LACP

LACP enables ports to dynamically bundle as members of a port-channel. To configure a port for LACP operation, use the
channel-group mode {active|passive} command. Active and Passive modes allow LACP to negotiate between ports
to determine if they can form a port channel based on their configuration settings.

0S10 (config) # interface port-channel 100
0S10 (conf-if-po-100) # exit

0S10 (config) # interface ethernet 1/1/2
0S10 (conf-if-ethl/1/2)# channel-group 100 mode active

Minimum links

Configure minimum links in a port-channel LAG that must be in oper up status to consider the port-channel to be in oper up
status.

@ NOTE:

If the minimum links criteria that you have configured is not met, the port channel operationally goes down only in the
device in which you have configured the minimum links and not on the device at the other side of the port channel.
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For the port channel to go down operationally on both sides when the minimum links criteria is not met, you must configure
minimum links on both sides of the port channel.

Enter the number of links in a LAG that must be in oper up status in PORT-CHANNEL mode, from 1 to 32, default 1.

minimum-links number

Configure minimum operationally up links

0S10 (config)# interface port-channel 1
0S10 (conf-if-po-1)# minimum-links 5

Assign Port Channel IP Address

You can assign an IP address to a port channel and use port channels in L3 routing protocols.

e Configure an IP address and mask on the interface in INTERFACE PORT-CHANNEL mode.
ip address ip-address/mask [secondary-ip-address]
o ip-address/mask — Specify an IP address in dotted-decimal A.B.C.D format and the mask.

o secondary-ip-address — Specify a secondary IP address in dotted-decimal A.B.C.D format, which acts as the
interface’s backup IP address.

Assign Port Channel IP Address

0S10# configure terminal

0S10 (config)# interface port-channel 1
0S10 (conf-if-po-1)# ip address 1.1.1.1/24
0S10 (conf-if-po-1)+#

Remove or disable port-channel
You can delete or disable a port-channel.
1. Delete a port-channel in CONFIGURATION mode.

no interface port-channel channel-number

2. Disable a port-channel to place all interfaces within the port-channel operationally down in CONFIGURATION mode.

shutdown
Delete port-channel

0S10 (config) # interface port-channel 10
0S10 (conf-if-po-10)# no interface port-channel 10

Load balance traffic

Use hashing to load balance traffic across member interfaces of a port-channel. Load balancing uses source and destination
packet information to distribute traffic over multiple interfaces when transferring data to a destination.

For packets without an L3 header, OS10 automatically uses the 1oad-balancing mac—selection destination-mac
command for hash algorithms by default.

When you configure an IP and MAC hashing scheme at the same time, the MAC hashing scheme takes precedence over the IP
hashing scheme.
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e Select one or more methods of load balancing and replace the default IP 4-tuple method of balancing traffic over a
port-channel in CONFIGURATION mode.

0S10 (config)# load-balancing

ingress-port Ingress port configurations

tcp-udp-selection TCP-UDP port for load-balancing configurations
ip-selection IPV4 load-balancing configurations
ipvé6-selection IPV6 load-balancing configurations
mac-selection MAC load-balancing configurations

o 1ingress-port [enable] — Enables the ingress port configuration. This option is not supported on S5148F-ON.

O tcp-upd-selection [l4-destination-port | l4-source-port] — Uses the Layer 4 destination port or
Layer 4 source port in the hash calculation. This option is not supported on the S5148F-ON switch.

0 ip-selection [destination-ip | source-ip | protocol | vlan-id | l4-destination-port |
l4-source-port] — Uses the destination IP address, source IP address, protocol, VLAN ID, Layer 4 destination port
or Layer 4 source port in the hash calculation.

0 1ipvé6-selection [destination-ip | source-ip | protocol | vlan-id | l4-destination-port
| l4-source-port] — Uses the destination IPv6 address, source IPv6 address, protocol, VLAN ID, Layer 4 port or
Layer 4 source port in the hash calculation.

0 mac—selection [destination-mac | source-mac] [ethertype | vlan-id] — Uses the destination

MAC address or source MAC address, and ethertype, or VLAN ID in the hash calculation.

Configure load balancing

0S10 (config) # load-balancing ip-selection destination-ip source-ip

Change hash algorithm

The load-balancing command selects the hash criteria applied to traffic load balancing on port-channels. If you do not
obtain even traffic distribution, use the hash-algorithm command to select the hash scheme for LAG. Rotate or shift the
L2-bit LAG hash until you achieve the desired traffic distribution.

e Change the default (0) to another algorithm and apply it to LAG hashing in CONFIGURATION mode.
hash-algorithm lag crc
Change hash algorithm

0S10 (config) # hash-algorithm lag crc

Configure interface ranges

Bulk interface configuration allows you to apply the same configuration to multiple physical or logical interfaces, or to display
their current configuration. An interface range is a set of interfaces that you apply the same command to.

You can use interface ranges for:

e Ethernet physical interfaces
e Port channels
e VLAN interfaces

A bulk configuration includes any non-existing interfaces in an interface range from the configuration.

You can configure a default VLAN only if the interface range being configured consists of only VLAN ports. When a
configuration in one of the VLAN ports fails, all the VLAN ports in the interface range are affected.

Create an interface range allowing other commands to be applied to that interface range using the interface range
command.

Configure range of Ethernet addresses and enable them

0S10 (config)# interface range ethernet 1/1/1-1/1/5
0S10 (conf-range-ethl/1/1-1/1/5)# no shutdown
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View the configuration

0S10 (conf-range-ethl/1/1-1/1/5)# show configuration
|

interface ethernetl/1/1
no shutdown

switchport access vlan 1
|

interface ethernetl/1/2
no shutdown

switchport access vlan 1
|

interface ethernetl/1/3
no shutdown

switchport access vlan 1
|

interface ethernetl/1/4
no shutdown

switchport access vlan 1
|

interface ethernetl/1/5
no shutdown
switchport access vlan 1

Configure range of VLANs

0S10 (config) # interface range vlan 1-100
0810 (conf-range-v1-1-100) #

Configure range of port channels

0S10 (config)# interface range port-channel 1-25
0S10 (conf-range-po-1-25) #

Switch-port profiles

A port profile determines the enabled front-panel ports and supported breakout modes on Ethernet and unified ports. Change
the port profile on a switch to customize uplink and unified port operation, and the availability of front-panel data ports.

To change the port profile at the next reboot, use the switch-port-profile command with the desired profile, save it to
the startup configuration, and use the reload command to apply the changes.

1. Configure a platform-specific port profile in CONFIGURATION mode. For a standalone switch, enter 1/1 for node/unit.

switch-port-profile node/unit profile

2. Save the port profile change to the startup configuration in EXEC mode.

write memory

3. Reload the switch in EXEC mode.

reload

The switch reboots with the new port configuration and resets the system defaults, except for the switch-port profile and these
configured settings:

Management interface 1/1/1 configuration

Management IPv4/1Pv6 static routes

System hostname

Unified Forwarding Table (UFT) mode

ECMP maximum paths

You must manually reconfigure other settings on a switch after you apply a new port profile and reload the switch.
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@ NOTE: After you change the switch-port profile, do not immediately back up and restore the startup file without using the
write memory command and reloading the switch using the reload command. Otherwise, the new profile does not take
effect.

Configure port profile

0810 (config) # switch-port-profile 1/1 profile-6
0S10 (config) # exit

0S10# write memory

0S10# reload

Verify port profile

0S10 (config) # show switch-port-profile 1/1

| Node/Unit | Current | Next-boot | Default |
[———— o e~ e~ |
| 1/1 | profile-2 | profile-2 | profile-1 |

Supported Profiles:
profile-1
profile-2
profile-3
profile-4
profile-5
profile-6

S4148-ON Series port profiles

On the S4148-0ON Series of switches, port profiles determine the available front-panel Ethernet ports and supported breakout
interfaces on uplink ports. In the port profile illustration, blue boxes indicate the supported ports and breakout interfaces. Blank
spaces indicate ports and speeds that are not available.

e 10GE mode is an SFP+ 10GE port or a 4x10G breakout of a QSFP+ or QSFP28 port.

25GE is a 4x25G breakout of a QSFP28 port.

40GE mode is a QSFP+ port or a QSFP28 port that supports QSFP+ 40GE transceivers.

50GE is a 2x50G breakout of a QSFP28 port.

100GE mode is a QSFP28 port.

@ NOTE: For S4148U-ON port profiles with both unified and Ethernet ports, see S4148U-ON port profiles. An S4148U-ON
unified port supports Fibre Channel and Ethernet modes.

For example, profile-1 enables 10G speed on forty-eight ports (1-24 and 31-54), and 4x10G breakouts on QSFP28 ports
25-26 and 29-30; QSFP+ ports 27 and 28 are deactivated. profile-3 enables 10G speed on forty ports, and 4x10G breakouts
on all QSFP28 and QSFP+ ports. Similarly, profile-1 disables 40G speed on ports 25-30; profile-3 enables 40G on these
ports. For more information, see switch-port-profile.

SFP+ | SFP+ | SFP+ | SFP+ | SFP+ | SFP+ |QSFP28|QSFP28| QSFP+ | QSFP+ | QSFP28 [ QSFP28 | SFP+ | SFP+ | SFP+ | SFP+ | SFP+ | SFP+

Port Number+{1 2 3 4|5 & 7 &9 1011 121314 15 16[17 18 19 20(21 22 23 24| 25 % n m n a0 31 32 33 34(35 36 37 38(39 40 41 42(43 44 45 4647 48 49 5051 52 53 54
Profile Port Modes 123 41 23 4|1/2(3 4|1 2 3(4[1 23 41234
o EEREEEEE EEEENEEE
(default) T T
Profile-2 L ] [ |

LU LU L DL PP P P DL L]
Profile-3 I

IIIIIIIIIlllllllIlllllllllllIIIIIIIIIlllllllIlllllllllllllllllll
Profile-4 | I I [ N —

Profile-5

Profile-6 IIlIIIIIIIIIIIIIIIIIIIII
— —
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1GE mode: 1GE is supported only on SFP+ ports; 1GE is not supported on QSFP+ and QSFP28 ports 25-26.

Breakout interfaces: Use the interface breakout command in Configuration mode to configure 4x10G, 4x25G, and
2x50G breakout interfaces.

To view the ports that belong to each port group, use the show port-group command.

S4148U-ON port profiles

S4148U-ON port profiles determine the available front-panel unified and Ethernet ports and supported breakout interfaces.

In the port profile illustration, blue boxes indicate the supported Ethernet port modes and breakout interfaces. Brown boxes
indicate the supported Fibre Channel port modes and breakout interfaces. Blank spaces indicate ports and speeds that are not
available. Unified port groups are numbered 1 to 10.

S4148U-ON unified port modes—SFP+ ports 1-24 and QSFP28 ports 25-26 and 29-30:

10GE is an SFP+ port in Ethernet mode or a 4x10G breakout of a QSFP+ or QSFP28 port in Ethernet mode.
25GE is a 4x25G breakout of a QSFP28 Ethernet port.

40GE is a QSFP+ or QSFP28 Ethernet port that uses QSFP+ 40GE transceivers.

50GE is a 2x50G breakout of a QSFP28 Ethernet port.

100GE is a QSFP28 Ethernet port.

4x8GFC are breakout interfaces in an SFP+ or QSFP28 FC port group.

2x16GFC are breakout interfaces (subports 1and 3) in an SFP+ or QSFP28 FC port group.
4x16GFC are breakout interfaces in a QSFP28 FC port group.

1x32GFC (subport 1) are breakout interfaces in a QSFP28 FC port group.

54148U-ON Ethernet modes—QSFP+ ports 27-28 and SFP+ ports 31-54:

e 10GE mode is an SFP+ 10GE port or a 4x10G breakout of a QSFP+ port.

e 40GE mode is a QSFP+ port.

For example, all S4148U-ON activate support 10G speed on unified ports 1-24 and Ethernet ports 31-54, but only profile-1
and profile-2 activate QSFP+ ports 27-28 in 40GE mode with 4x10G breakouts. Similarly, all S4148U-ON profiles activate
8GFC speed on unified ports 1-24, but only profile-1, profile-2, and profile-3 activate 2x16GFC in port groups 1-6. In
QSFP28 port groups, profile-1 and profile-2 support 1x32GFC; profile-3 and profile-4 support 4x16GFC.

SFP+ | SFP+ | SFP+ | SFP+ | SFP+ | SFP+ |QSFP28 QSFP28| QSFP+ | QSFP+ |QSFP28|QSFP28 | SFP+ | SFP+ | SFP+ | SFP+ | SFP+ | SFP+
Unified Port Group + 1 2 3 4 5 6 7 8 9 10
Port Number+{1 2 3 4|5 6 7 8|9 101112131415161718192021222324) 25 26 7 28 29 30 [31323334353637 3839 4047 4243 4445 4647 48 4950/5152 5354

Uplink Port Breakouts 123 4(1234(12/34(12341234/1234

Profile |PortModes
l2see |
Profile-1 =oaC
A [s0GE ] I ———
(default) |EIGES | ] ]
meercw (| T LTI L LT L] [T ]
Profile-z+ FEIBEHe BB BB EEEEEEERERBE EEEN
E = E n
EEEEEEEE ENEEEEEE
00 I I
Profile-3 EEEEEEEEE
Rl ™ ¥ N R Endninin
EEEEEEEE EEEEEEER
Profile-4. Py e EEEEEENEEEEEENEEEEEEEE
|2x166Fce ]
2x16GFCH AEEEEEEN EEEEEEEE

*profile-1 and profile-2 activate the same port mode capability on unified and Ethernet ports. The difference is that
inprofile-1, by default SFP+ unified ports 1-24 come up in Fibre Channel mode with 2x16GFC breakouts per port group.
In profile-2, by default SFP+ unified ports 1-24 come up in Ethernet 10GE mode. profile-1 allows you to connect FC
devices for plug-and-play; profile-2 is designed for a standard Ethernet-based data network.

**Oversubscription: Configure oversubscription to support bursty storage traffic on a Fibre Channel interface.
Oversubscription allows a port to operate faster, but may result in traffic loss. To support oversubscription, use the speed
command in Interface Configuration mode. This command is not supported on an Ethernet interface. In S4148U-ON port
profiles:

e SFP+ and QSFP28 port groups in 4x8GFC mode support 16GFC oversubscription on member interfaces.
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e QSFP28 ports in 2x16GFC mode support 32GFC oversubscription. SFP+ port groups in 2x16GFC mode do not support
32GFC oversubscription. 2x16GFC mode activates subports 1 and 3.

e QSFP28 ports in 4x16GFC mode support 32GFC oversubscription.

Breakout interfaces:
e To configure breakout interfaces on a unified port, use the mode {FC | Eth} command in Port-Group Configuration
mode. The mode {FC | Eth} command configures a unified port to operate at line rate and guarantees no traffic loss.

e To configure breakout interfaces on a QSFP+ Ethernet port, use the interface breakout command in global
Configuration mode.
1GE mode: Only SFP+ ports support 1GE; QSFP+ and QSFP28 ports 25 to 30 do not support 1GE.

To view the ports that belong to each port group, use the show port-group command.

Configure breakout mode

Using a supported breakout cable, you can split a 4A0GE QSFP+ or 100GE QSFP28 Ethernet port into separate breakout
interfaces. All breakout interfaces have the same speed. You can set a QSFP28 port to operate in 40GE mode with a QSFP+
transceiver.

interface breakout node/slot/port map {10g-4x | 25g-4x | 40g-1x | 50g-2x |
100g-1x}

node/slot/port — Enter the physical port information.

10g-4x — Split a QSFP28 or QSFP+ port into four 10G interfaces.
25g-4x — Split a QSFP28 port into four 25G interfaces.

40g-1x — Set a QSFP28 port to use with a QSFP+ 40G transceiver.
50g-2x — Split a QSFP28 port into two 50G interfaces.

100g-1x — Reset a QSFP28 port to 100G speed.

To configure an Ethernet breakout interface, use the interface ethernet node/slot/port:subport command in
CONFIGURATION mode.

Each breakout interface operates at the configured speed. Use the no version of the interface breakout command to
reset a port to its default speed: 40G or 100G.

To configure breakout interfaces on a unified port, use the mode {Eth | FC} command in Port-Group Configuration mode.

Configure interface breakout
0S10 (config) # interface breakout 1/1/7 map 10g-4x
Display interface breakout

0S10# show interface status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 down 0 auto -

Eth 1/1/2 down 0 auto A 1 =

Eth 1/1/7:1 down 0 auto A 1 =

Eth 1/1/7:2 down 0 auto A 1 -

Eth 1/1/7:3 down 0 auto A 1 -

Eth 1/1/7:4 down 0 auto A 1 =

Eth 1/1/25 down 0 auto A 1 =

Breakout auto-configuration

You can globally enable front-panel Ethernet ports to automatically detect SFP pluggable media in a QSFP+ or QSFP28 port.
The port autoconfigures breakout interfaces for media type and speed. For example, if you plug a 40G direct attach cable (DAC)
with 4x10G far-side transceivers into a QSFP28 port, the port autoconfigures in 10g-4x Interface-breakout mode.
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RJ-45 ports and ports that are members of a port group do not support breakout auto-configuration. Breakout auto-
configuration is disabled by default.

Enable breakout auto-configuration
0S10 (config) # feature auto-breakout

Display breakout auto-configuration

Before you plug a cable in Ethernet port 1/1/25:

0S10# show interface status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 down 0 auto =

Eth 1/1/2 down 0 auto A 1 =

Eth 1/1/25 down 0 auto A 1 =

Eth 1/1/29 down 0 auto A 1 -

After you enter feature auto-breakout and plug a breakout cable in Ethernet port 1/1/25:

0S10# show interface status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 down 0 auto -

Eth 1/1/2 down 0 auto A 1 =

Eth 1/1/25:1 down 0 auto A 1 -

Eth 1/1/25:2 down 0 auto A 1 -

Eth 1/1/25:3 down 0 auto A 1 -

Eth 1/1/25:4 down 0 auto A 1 =

Eth 1/1/29 down 0 auto A 1 =

Forward error correction

Forward error correction (FEC) enhances data reliability.
FEC modes supported in 0S10:

CL74-FC — Supports 25G

CL91-RS — Supports 100G
CL108-RS — Supports 25G
off — Disables FEC

®| NOTE: OS10 does not support FEC on 10G and 40G.

Configure FEC

0S10 (config) # interface ethernet 1/1/41
0S10 (conf-if-ethl/1/41)# fec CL91-RS

View FEC configuration

0S10# show interface ethernet 1/1/41

Ethernet 1/1/41 is up, line protocol is up

Hardware is Dell EMC Eth, address is e4:f0:04:3e:1a:06
Current address is e€4:f0:04:3e:1a:06

Pluggable media present, QSFP28 type is QSFP28 100GBASE CR4 2M
Wavelength is 64
Receive power reading is

Interface index is 17306108

Internet address is not set

Mode of IPv4 Address Assignment: not set

Interface IPv6 oper status: Disabled

MTU 1532 bytes, IP MTU 1500 bytes
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LineSpeed 100G, Auto-Negotiation on
FEC is cl91-rs, Current FEC is cl9l-rs
Flowcontrol rx off tx off
ARP type: ARPA, ARP Timeout: 60
Last clearing of "show interface" counters: 00:00:17
Queuing strategy: fifo
Input statistics:
packets, 818 octets
64-byte pkts, 0 over 64-byte pkts, 5 over 127-byte pkts
over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts
Multicasts, 0 Broadcasts, 0 Unicasts
runts, 0 giants, 0 throttles
CRC, 0 overrun, 0 discarded
Output statistics:
15 packets, 1330 octets
10 64-byte pkts, 0 over 64-byte pkts, 5 over 127-byte pkts
0 over 255-byte pkts, 0 over 511l-byte pkts, 0 over 1023-byte pkts
15 Multicasts, 0 Broadcasts, 0 Unicasts
0 throttles, 0 discarded, 0 Collisions, 0 wred drops
Rate Info(interval 30 seconds) :
Input 0 Mbits/sec, 0 packets/sec, 0% of line rate
Output 0 Mbits/sec, 0 packets/sec, 0% of line rate
Time since last interface status change: 00:00:13
--more--—

OO JON I

Energy-efficient Ethernet

Energy-efficient Ethernet (EEE) reduces power consumption of physical layer devices (PHYs) during idle periods. EEE allows
Dell EMC Networking devices to conform to green computing standards.

An Ethernet link consumes power when a link is idle. EEE allows Ethernet links to use Regular Power mode only during data
transmission. EEE is enabled on devices that support LOW POWER IDLE (LPI) mode. Such devices save power by entering LPI
mode during periods when no data is transmitting.

In LPI mode, systems on both ends of the link saves power by shutting down certain services. EEE transitions into and out of
LPI mode transparently to upper-layer protocols and applications.

EEE advertises during the auto-negotiation stage. Auto-negotiation detects abilities supported by the device at the other end of
the link, determines common abilities, and configures joint operation.

Auto-negotiation performs at power-up, on command from the LAN controller, on detection of a PHY error, or following
Ethernet cable re-connection. During the link establishment process, both link partners indicate their EEE capabilities. If EEE is
supported by both link partners for the negotiated PHY type, EEE functions independently in either direction.

Changing the EEE configuration resets the interface because the device restarts Layer 1 auto-negotiation. You may want to
enable Link Layer Discovery Protocol (LLDP) for devices that require longer wake-up times before they are able to accept data
on their receive paths. Doing so enables the device to negotiate extended system wake-up times from the transmitting link
partner.

Enable energy-efficient Ethernet

EEE is disabled by default. To reduce power consumption, enable EEE.

1. Enter the physical Ethernet interface information in CONFIGURATION mode.

interface ethernet node/slot/port[:subport]

2. Enable EEE in INTERFACE mode.
eee
Enable EEE

0S10 (config) # interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# eece

156 Interfaces



Disable EEE

0S10 (config)# interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# no eee

Clear EEE counters

You can clear EEE counters on physical Ethernet interfaces globally or per interface.

Clear all EEE counters

O0S10# clear counters interface eee
Clear all eee counters [confirm yes/no]:yes

Clear counters for specific interface

0S10# clear counters interface 1/1/48 ecee

Clear eee counters on ethernetl/1/48

View EEE status/statistics

[confirm yes/no]:yes

You can view the EEE status or statistics for a specified interface, or all interfaces, using the show commands.

View EEE status for a specified interface

0S10# show interface ethernet 1/1/48 eee

Status Speed Duplex

Eth

1/1/48

View EEE status on all interfaces

0S10# show interface eee

Eth
Eth
Eth
Eth
Eth

Eth
Eth

1/1/1

1/1/47
1/1/48
1/1/49
1/1/50
1/1/51
1/1/52

on
on

n/a
n/a
n/a
n/a

Status Speed Duplex
up 1000M
up 1000M
up 1000M

View EEE statistics for a specified interface

0S10# show interface ethernet 1/1/48 eee statistics

Eth

1/1/48

EEE
TxIdleTime (us)
TxWakeTime (us)
Last Clearing
TxEventCount

TxDuration (us)
RxEventCount

RxDuration (us)

on

2560

5
18:45:53
0

0
0
0

View EEE statistics on all interfaces

0S10# show interface eee statistics

EEE Tx

EventCount TxDuration (us)

RxEventCount

RxDuration (
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Eth
Eth
Eth
Eth

Eth

1/1/1

1/1/47
1/1/48
1/1/49

1/1/52

off 0 0 0 0
on 0 0 0 0
on 0 0 0 0
n/a
n/a

EEE commands

clear counters interface eee

Clears all EEE counters.

Syntax

Parameters

Default

Command Mode

Usage

Information

Example

Supported
Releases

clear counters interface eee
None

Not configured

EXEC

None

0S10# clear counters interface eee
Clear all eee counters [confirm yes/no]:yes

10.3.0E or later

clear counters interface ethernet eee

Clears EEE counters on a specified Ethernet interface.

Syntax

Parameters

Default

Command Mode

Usage

Information

Example

Supported
Releases

eee

clear counters interface ethernet node/slot/port[:subport] eee
node/slot/port[:subport]—Enter the interface information.

Not configured

EXEC

None

0S10# clear counters interface 1/1/48 eee
Clear eee counters on ethernetl/1/48 [confirm yes/no]:yes

10.3.0E or later

Enables or disables energy-efficient Ethernet (EEE) on physical ports.

Syntax

Parameters

Default

Command Mode
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Enabled on Base-T devices and disabled on S3048-ON and S4048T-ON switches.
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Usage To disable EEE, use the no version of this command.
Information
Example (Enable

EEE) 0S10 (config) # interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# eee

Example (Disable . .
EEE) 0S10 (config) # interface ethernet 1/1/2

0S10 (conf-if-ethl/1/2)# no eee

Supported 10.3.0E or later
Releases

show interface eee

Displays the EEE status for all interfaces.

Syntax show interface eee
Parameters None
Default Not configured

Command Mode EXEC

Example
0S10# show interface eee
Port EEE Status Speed Duplex
Eth 1/1/1 off up 1000M
Eth 1/1/47 on up 1000M
Eth 1/1/48 on up 1000M
Eth 1/1/49 n/a
Eth 1/1/50 n/a
Eth 1/1/51 n/a
Eth 1/1/52 n/a

Supported 10.3.0E or later

Releases

show interface eee statistics

Displays EEE statistics for all interfaces.

Syntax show interface eee statistics
Parameters None
Default Not configured

Command Mode EXEC

Example
0S10# show interface eee statistics
Port EEE TxEventCount TxDuration (us) RxEventCount RxDuration (us)
Eth 1/1/1 off 0 0 0 0
Eth 1/1/47 on 0 0 0 0
Eth 1/1/48 on 0 0 0 0

Eth 1/1/49 n/a

Eth 1/1/52 n/a
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Supported 10.3.0E or later
Releases

show interface ethernet eee

Displays the EEE status for a specified interface.

Syntax show interface ethernet node/slot/port[:subport] eee
Parameters node/slot/port[:subport]—Enter the interface information.
Default Not configured

Command Mode EXEC

Example
0S10# show interface ethernet 1/1/48 eee
Port EEE Status Speed Duplex
Eth 1/1/48 on up 1000M

Supported 10.3.0E or later

Releases

show interface ethernet eee statistics

Displays EEE statistics for a specified interface.

Syntax show interface ethernet node/slot/port[:subport] eee statistics
Parameters node/slot/port[:subport]—Enter the interface information.
Default Not configured

Command Mode EXEC

Example
0S10# show interface ethernet 1/1/48 eee statistics
Eth 1/1/48
EEE : on
TxIdleTime (us) : 2560
TxWakeTime (us) : 5
Last Clearing : 18:45:53
TxEventCount : 0
TxDuration (us) 0
RxEventCount : 0
RxDuration (us) 0
Supported 10.3.0E or later
Releases

View interface configuration

To view basic interface information, use the show interface, show running-configuration, and show interface
status commands. Stop scrolling output from a show command by entering CTRL+C. Display information about a physical or
virtual interface in EXEC mode, including up/down status, MAC and IP addresses, and input/output traffic counters.

show interface [type]

phy-eth node/slot/port[:subport] — Display information about physical media connected to the interface.
status — Display interface status.

ethernet node/slot/port/[:subport] — Display Ethernet interface information.

loopback id — Display Loopback interface information, from O to 16383.
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e mgmt node/slot/port — Display Management interface information.
e port-channel id-number — Display port-channel interface information, from 1 to 128.
e vlan vlan-id — Display the VLAN interface information, from 1 to 4093.

View interface information

0S10# show interface
Ethernet 1/1/1 is up, line protocol is down
Hardware is Eth, address is 00:0c:29:66:60b:90

Current address is 00:0c:29:66:6b:90
Pluggable media present, QSFP+ type is QSFP+ 40GBASE CR4

Wavelength is 64

Receive power reading is 0.000000 dBm
Interface index is 15
Internet address is not set
Mode of IPv4 Address Assignment: not set
Interface IPv6 oper status: Enabled
MTU 1532 bytes, IP MTU 1500 bytes
LineSpeed 0, Auto-Negotiation on
Configured FEC is off, Negotiated FEC is off
Flowcontrol rx off tx off
ARP type: ARPA, ARP Timeout: 60
Last clearing of "show interface" counters: 02:46:35
Queuing strategy: fifo
Input statistics:
packets, 0 octets
64-byte pkts, 0 over 64-byte pkts, 0 over 127-byte pkts
over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts
Multicasts, 0 Broadcasts, 0 Unicasts
runts, 0 giants, 0 throttles
CRC, 0 overrun, 0 discarded
statistics:
packets, 0 octets
64-byte pkts, 0 over 64-byte pkts, 0 over 127-byte pkts
over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts
Multicasts, 0 Broadcasts, 0 Unicasts
throttles, 0 discarded, 0 Collisions, 0 wred drops
Rate Info(interval 30 seconds) :

Input 0 Mbits/sec, 0 packets/sec, 0% of line rate

Output 0 Mbits/sec, 0 packets/sec, 0% of line rate

Time since last interface status change: 02:46:36

Outpu

[cloNoNoNoNyNololoNoNoNe)

Ethernet 1/1/2 is up, line protocol is up
Hardware is Eth, address is 00:0c:29:66:6b:94
Current address is 00:0c:29:66:6b:94
Pluggable media present, QSFP+ type is QSFP+ 40GBASE CR4
Wavelength is 64
Receive power reading is 0.000000 dBm
Interface index is 17
Internet address is not set
Mode of IPv4 Address Assignment: not set
Interface IPv6 oper status: Enabled
Link local IPv6 address: fe80::20c:29ff:fe66:6b94/64
MTU 1532 bytes, IP MTU 1500 bytes
LineSpeed 40G, Auto-Negotiation on
Configured FEC is off, Negotiated FEC is off
Flowcontrol rx off tx off
ARP type: ARPA, ARP Timeout: 60
Last clearing of "show interface" counters: 02:46:35
Queuing strategy: fifo
Input statistics:
packets, 0 octets
64-byte pkts, 0 over 64-byte pkts, 0 over 127-byte pkts
over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts
Multicasts, 0 Broadcasts, 0 Unicasts
runts, 0 giants, 0 throttles
CRC, 0 overrun, 0 discarded
statistics:
packets, 0 octets
64-byte pkts, 0 over 64-byte pkts, 0 over 127-byte pkts
over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts

Outpu

oNoNoNsNololoNoNoNe)
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0 Multicasts, 0 Broadcasts, 0 Unicasts

0 throttles, 0 discarded, 0 Collisions, 0 wred drops
Rate Info(interval 30 seconds) :

Input 0 Mbits/sec, 0 packets/sec, 0% of line rate

Output 0 Mbits/sec, 0 packets/sec, 0% of line rate
Time since last interface status change: 02:46:35
--more--

View specific interface information

0S10 (config) # interface ethernet 1/1/1
05810 (conf-if-ethl/1/1)# show configuration
|

interface ethernetl/1/1

ip address 1.1.1.1/24

no switchport

no shutdown

View candidate configuration

0810 (conf-if-ethl/1/1)# show configuration candidate
|

interface ethernetl/1/1

ip address 1.1.1.1/24

no switchport

no shutdown

View running configuration

0S10# show running-configuration

Current Configuration

|

interface ethernetl/1/1
no ip address
shutdown

|

interface ethernetl/1/2
no ip address
shutdown

|

interface ethernetl/1/3
no ip address
shutdown

|

interface ethernetl/1/4
no ip address
shutdown

View L3 interfaces

0S10# show ip interface brief

Interface Name IP-Address OK Method Status Protocol
Ethernet 1/1/1 unassigned NO unset up down
Ethernet 1/1/2 unassigned YES unset up up
Ethernet 1/1/3 3.1.1.1/24 YES manual up up
Ethernet 1/1/4 4.1.1.1/24 YES manual up up
Ethernet 1/1/5 unassigned NO unset up down
Ethernet 1/1/6 unassigned NO unset up down
Ethernet 1/1/7 unassigned NO unset up down
Ethernet 1/1/8 unassigned NO unset up down
Ethernet 1/1/9 unassigned NO unset up down
Ethernet 1/1/10 unassigned NO unset up down
Ethernet 1/1/11 unassigned NO unset up down
Ethernet 1/1/12 unassigned NO unset up down
Ethernet 1/1/13 unassigned NO unset up down
Ethernet 1/1/14 unassigned NO unset up down
Ethernet 1/1/15 unassigned NO unset up down
Ethernet 1/1/16 unassigned NO unset up down
Ethernet 1/1/17 unassigned NO unset up down
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Ethernet 1/1/18
Ethernet 1/1/19
Ethernet 1/1/20
Ethernet 1/1/21
Ethernet 1/1/22
Ethernet 1/1/23
Ethernet 1/1/24
Ethernet 1/1/25
Ethernet 1/1/26
Ethernet 1/1/27
Ethernet 1/1/28
Ethernet 1/1/29
Ethernet 1/1/30
Ethernet 1/1/31
Ethernet 1/1/32
Management 1/1/1

Vlan 1
Vlian 10
Vlian 20
Vlan 30

View VLAN configuration

0S10# show vlan

Codes: * - Default VLAN, M - Management VLAN,
@ - Attached to Virtual Network

Q: A - Access

(Untagged) ,

NUM Status

1 Inactive
10 Inactive
20 Inactive
22 Inactive
23 Active

24 Inactive
25 Inactive
26 Inactive
27 Inactive
28 Inactive
29 Inactive
30 Inactive

Digital optical monitoring

The digital optical monitoring (DOM) feature monitors the digital optical media for temperature, voltage, bias, transmission
power (Tx), and reception power (Rx). This feature also generates event logs, alarms, and traps for any fluctuations, when

configured thresholds are reached.

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

10.16.153.226/24

unassigned
unassigned
unassigned
unassigned

T - Tagged

Description

NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
YES
NO
NO
NO
NO

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
manual
unset
unset
unset
unset

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down

R - Remote Port Mirroring VLANs,

Q Ports

A Ethl/1/1,1/1/6-1/1/32

A Ethl/1/2

There are four threshold levels for each of the DOM categories—temperature, voltage, bias, transmission power, and reception
power as summarized in the following table:

High
High warning
Low

[ ]
[ ]
[ ]
e |ow warning

The OS10 DOM subsystem periodically monitors the optical transceivers for temperature, voltage, bias, transmission power
and reception power changes and generate event logs, alarms, and traps when their respective values cross the predefined

thresholds.

Table 5. DOM Alarms

Alarm Category

Temperature

Alarm Name Traps Generated? Severity Level
Temperature high Y Major
Temperature high N Minor

warning

Temperature low Y Major
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Table 5. DOM Alarms (continued)

Alarm Category Alarm Name Traps Generated? Severity Level
Temperature low N Minor
warning

Voltage Voltage high Y Major
Voltage high N Minor
warning
Voltage low Y Major
Voltage low warning | N Minor

Bias Bias high Y Major
Bias high warning N Minor
Bias low Y Major
Bias low warning N Minor

Power transmission | Tx high Y Major

(Tx) : : :

Tx high warning N Minor
Tx low Y Major
Tx low warning N Minor

Power reception Rx high Y Major

(Rx) : : :

Rx high warning N Minor
Rx low Y Major
Rx low warning N Minor

You can enable or disable the DOM feature, configure traps, and view the DOM status.

Enable DOM and DOM traps

To generate DOM alarms, do the following.
1. Enable DOM.
0S10 (config) # dom enable

2. Enable DOM traps.

0S10 (config) # snmp-server enable traps dom
You can run the show alarms command in EXEC mode to view any alarms that are generated.
View DOM alarms

0S10# show alarms

Index Severity Name Raise-time Source

0 major EQM MEDIA TEMP HIGH Tue 06-04-2019 12:32:07 Node.l-Unit.1l

View DOM event log message
The following are examples of event logs:

e High temperature warning:

Aug 03 06:35:47 0S10 dn egm[9135]: [oslO:alarm], 3%Dell EMC (0S10)
$EQM MEDIA TEMP HIGH: Media high temperature threshold crossed major warning
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SET media 1/1/21 high threshold crossed, 82.00:78.00 Aug 03 06:35:47 0S10

dn _egm([9135]: [oslO:alarm], %Dell EMC (0S10) %EQM MEDIA VOLTAGE HIGH: Media high
voltage threshold crossed major warning SET media 1/1/21 high threshold crossed,
6.00:3.63

In this example, the threshold for high temperature is 78.00, but the current temperature is 82.00.

e High reception power warning:

Aug 03 06:35:47 0S10 dn eqm[9135]: [oslO:alarm], 3%Dell EMC (0S10)

$EQM MEDIA RX POWER HIGH: Media high rx power threshold crossed major warning
SET media 1/1/21 high threshold crossed, 7.00:3.30 Aug 03 06:35:47 0S10

dn _egm([9135]: [oslO:alarm], %Dell EMC (0S10) S%$EQM MEDIA BIAS HIGH: Media high
bias threshold crossed major warning SET media 1/1/21 high threshold crossed,
120.00:105.00

In this example, the threshold for high reception power is 3.30, but the current reception power is 7.00.

View DOM traps

The following are examples of DOM traps.

2018-08-21 17:38:18 <UNKNOWN> [UDP: [10.11.56.49]:51635->[10.11.86.108]:162]:

is0.3.6.1.2.1.1.3.0 = Timeticks: (0) 0:00:00.00 iso0.3.6.1.6.3.1.1.4.1.0 = OID:
is0.3.6.1.4.1.674.11000.5000.100.4.1.3.1.15 is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.4 =

INTEGER: 1 is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.5 = INTEGER: 21
is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.1 = INTEGER: 1081393 is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.3 =
INTEGER: 1 i50.3.6.1.4.1.674.11000.5000.100.4.1.3.2.2 = STRING: "SET media 1/1/21 high threshold crossed,
82.00:78.00"

2018-08-21 17:38:18 <UNKNOWN> [UDP: [10.11.56.49]:48521->[10.11.86.108]:162]:

1is0.3.6.1.2.1.1.3.0 = Timeticks: (1) 0:00:00.01 is0.3.6.1.6.3.1.1.4.1.0

= OID: is0.3.6.1.4.1.674.11000.5000.100.4.1.3.1.19
1is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.3 = INTEGER: 1

is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.1 = INTEGER: 1081397
1is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.4 = INTEGER: 1

is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.2 = STRING: "SET media 1/1/21 high threshold

crossed, 6.00:3.63" is0.3.6.1.4.1.674.11000.5000.100.4.1.3.2.5 = INTEGER: 21

Interface commands

channel-group
Assigns an interface to a port-channel group.
Syntax channel-group channel-number mode {active | on | passive}
Parameters e channel-number — Enter a port-channel number, from 1 to 128.
e mode — Sets LACP Actor mode.
e active — Sets Channeling mode to Active.
e on — Sets Channeling mode to static.
e passive — Sets Channeling mode to passive.

Default Not configured
Command Mode INTERFACE

Usage The no version of this command resets the value to the default, and unassigns the interface from the
Information port-channel group.
Example

0S10 (config) # interface ethernet 1/1/2:1
0S10 (conf-if-ethl/1/2:1)# channel-group 20 mode active

Supported 10.3.0E or later
Releases
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default vlan-id

Reconfigures the VLAN ID of the default VLAN.

Syntax

Parameters

Default

Command Mode

Usage

Information

Example

Supported
Releases

default vlan-id vlIan-id

vlan-id — Enter the default VLAN ID number, from 1 to 4093.
VLAN1

CONFIGURATION

By default, VLAN1 serves as the default VLAN for switching untagged L2 traffic on OS10 ports in Trunk or
Access mode. If you use VLAN1 for network-specific data traffic, reconfigure the VLAN ID of the default
VLAN. The command reconfigures the access VLAN ID, the default VLAN, of all ports in Switchport Acess
mode. Ensure that the VLAN ID exists before configuring it as the default VLAN.

0S10 (config)# default vlan-id 10

0S10 (config) # do show running-configuration
!

interface vlanl

no shutdown

|

interface vlanlO

no shutdown

|

interface ethernetl/1/1
no shutdown

switchport access vlan 10
|

interface ethernetl/1/2
no shutdown

switchport access vlan 10
|

interface ethernetl/1/3
no shutdown

switchport access vlan 10
|

interface ethernetl/1/4
no shutdown

switchport access vlan 10

10.4.0E(R1) or later

description (Interface)

Configures a textual description of an interface.

Syntax

Parameters

Default

Command Mode

Usage

Information

166

Interfaces

description string

string — Enter a text string for the interface description. A maximum of 240 characters.
Not configured

INTERFACE

To use special characters as a part of the description string, enclose the string in double quotes.

e Spaces between characters are not preserved after entering this command unless you enclose the
entire description in quotation marks; for example, “text description”.

e Enter a text string after the description command to overwrite any previously configured text
string.

e Use the show running-configuration interface command to view descriptions configured
for each interface.

e The no version of this command deletes the description.



Example

Supported
Releases

duplex

0S10 (conf-if-ethl/1/7)# description ethl/1/7

10.2.0E or later

Configures Duplex mode on the Management port.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

enable dom

duplex {full | half | auto}

e full — Set the physical interface to transmit in both directions.
e half — Set the physical interface to transmit in only one direction.
e auto — Set the port to auto-negotiate speed with a connected device.

Not configured
CONFIGURATION

You can only use this command on the Management port. The no version of this command removes the
duplex mode configuration from the management port.

0S10 (conf-if-ma-1/1/1)# duplex auto

10.3.0E or later

Enables or disables the DOM feature.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

dom enable
None

Disabled
CONFIGURATION

The no version of this command disables digital optical monitoring.

0S10# configure terminal
0S10 (config)# dom enable

0S10# configure terminal
0S10 (config)# no dom enable

10.4.3.0 or later

enable dom traps

Enables DOM traps if the specified parameter crosses the defined threshold three times.

Syntax

Parameters

snmp-server enable traps dom {temperature | voltage | rx-power | tx-power
bias}
temperature | voltage | rx-power | tx-power | bias — Enter the keyword to enable

DOM traps for the specified category.
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Default
Command Mode

Usage
Information

Example

Supported
Releases

Not configured
CONFIGURATION

The no version of this command disables the DOM traps.

0S10# configure terminal
0S10 (config) # snmp-server enable traps dom temperature

0S10# configure terminal
0S10 (config) # no snmp-server enable traps dom temperature

10.4.3.0 or later

feature auto-breakout

Enables front-panel Ethernet ports to automatically detect SFP media and autoconfigure breakout interfaces.

Syntax
Parameters
Default
Command mode

Usage
information

Example

Supported
releases

fec

feature auto-breakout
None

Not configured
CONFIGURATION

After you enter the feature auto-breakout command and plug a supported breakout cable in a
QSFP+ or QSFP28 port, the port autoconfigures breakout interfaces for media type and speed.

Use the interface breakout command to manually configure breakout interfaces. The media type
plugged into a port is no longer automatically learned. The no version of this command disables the
auto-breakout feature.

0S10 (config)# feature auto-breakout

10.4.0E(R1) or later

Configures Forward Error Correction on 25G and 100G interfaces.

Syntax

Parameters

Defaults

Command Mode

Usage
Information

Example
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fec {CL74-FC | CL91-RS | CL108-RS | off}

CL74-FC — Supports 25G
CL91-RS — Supports 100G
CL108-RS — Supports 25G
off — Disables FEC

For 25G interfaces: of £
e For 100G interfaces: CL91-RS

CONFIGURATION

The no version of this command resets the value to the default.

0S10 (config) # interface ethernet 1/1/41
0S10 (conf-if-ethl/1/41)# fec CL91-RS



Supported 10.3.0E or later
Releases

interface breakout

Splits a front-panel Ethernet port into multiple breakout interfaces.

Syntax interface breakout node/slot/port map {100g-1x | 40g-1x | 25g-4x | 10g-4x |
25g-4x}
Parameters node/slot/port — Enter the physical port information.

[ ]
e 100g-1x — Reset a QSFP28 port to 100G speed.

e 40g-1x — Set a QSFP28 port to use with a QSFP+ 40GE transceiver.
e 25g-4x — Split a QSFP28 port into four 25GE interfaces.

e 10g-4x — Split a QSFP28 or QSFP+ port into four 10GE interfaces

Default Not configured
Command Mode CONFIGURATION

Usage e Each breakout interface operates at the configured speed; for example, 10G or 25G.
Information e Theno interface breakout node/slot/port command resets a port to its default speed:
40G or 100G.

e To configure breakout interfaces on a unified port, use the mode {Eth | FC} command in Port-
Group Configuration mode.

Example

0S10 (config) # interface breakout 1/1/41 map 10g-4x
Supported 10.2.2E or later
Releases

interface ethernet

Configures a physical Ethernet interface.

Syntax interface ethernet node/slot/port:subport
Parameters node/slot/port:subport — Enter the Ethernet interface information.
Default Not configured

Command Mode CONFIGURATION

Usage The no version of this command deletes the interface.
Information
Example
0S10 (config) # interface ethernet 1/1/10:1
0S10 (conf-if-ethl/1/10:1) #
Supported 10.2.0E or later
Releases

interface loopback

Configures a Loopback interface.

Syntax interface loopback id
Parameters id — Enter the Loopback interface ID number, from O to 16383.
Default Not configured
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Command Mode CONFIGURATION

Usage The no version of this command deletes the Loopback interface.
Information
Example
0S10 (config)# interface loopback 100
0S10 (conf-if-10-100) #
Supported 10.2.0E or later
Releases

interface mgmt

Configures the Management port.

Syntax interface mgmt node/slot/port
Parameters node/slot/port — Enter the physical port interface information for the Management interface.
Default Enabled

Command Mode CONFIGURATION

Usage You cannot delete a Management port. To assign an IP address to the Management port, use the ip
Information address command.
Example

0S10 (config) # interface mgmt 1/1/1
0810 (conf-if-ma-1/1/1)#

Supported 10.2.0E or later
Releases

interface null

Configures a null interface on the switch.

Syntax interface null number
Parameters number — Enter the interface number to set as null (0).
Default 0

Command Mode CONFIGURATION

Usage You cannot delete the Null interface. The only configuration command possible in a Null interface is ip
Information unreachables.
Example

0S10 (config) # interface null 0
0S10 (conf-if-nu-0) #

Supported 10.3.0E or later
Releases

interface port-channel

Creates a port-channel interface.

Syntax interface port-channel channel-id
Parameters channel-id — Enter the port-channel ID number, from 1 to 128.
Default Not configured
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Command Mode

Usage
Information

Example

Supported
Releases

CONFIGURATION

The no version of this command deletes the interface.

0S10 (config)# interface port-channel 10
0810 (conf-if-po-10) #

10.2.0E or later

interface range

Configures a range of Ethernet, port-channel, or VLAN interfaces for bulk configuration.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

interface range {ethernet node/slot/port|[:subport]-node/slot/
port[:subport],[...]} | {port-channel IDnumber-IDnumber,[ ...]1} |
vlianID-vlanID,[...]}

vlan

® node/slot/port[:subport]-node/slot/port[:subport] — Enter arange of Ethernet
interfaces.

e IDnumber-IDnumber — Enter arange of port-channel numbers, from 1 to 128.
e vlanID-vlanID — Enter arange VLAN ID numbers, from 1to 4093.

Not configured

CONFIGURATION

Enter up to six comma-separated interface ranges without spaces between commas. When creating an
interface range, interfaces are not sorted and appear in the order entered. You cannot mix interface
configuration such as Ethernet ports with VLANS.

Abulk configuration is created if at least one interface is valid.

Non-existing interfaces are excluded from the bulk configuration with a warning message.

This command has multiple port ranges, the prompt excludes the smaller port range.

If you enter overlapping port ranges, the port range extends to the smallest port and the largest end
port.

e You can only use VLAN and port-channel interfaces created using the interface vlan and
interface port-channel commands.

e You cannot create virtual VLAN or port-channel interfaces using the interface range command.
e The no version of this command deletes the interface range.

0S10 (config) # interface range ethernet 1/1/7-1/1/24
0S10 (conf-range-ethl/1/7-1/1/24) #

10.2.0E or later

interface vilan

Creates a VLAN interface.

Syntax
Parameters
Default
Command Mode

Usage
Information

interface vlan vlan-id

vlan-id — Enter the VLAN ID number, from 1 to 4093.
VLAN 1

CONFIGURATION

FTP, TFTP, MAC ACLs, and SNMP operations are not supported. IP ACLs are supported on VLANs only.
The no version of this command deletes the interface.
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Example

Supported
Releases

0S10 (config)# interface vlan 10
0S10 (conf-if-v1-10) #

10.2.0E or later

link-bundle-utilization

Configures link-bundle utilization.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

mode

link-bundle-utilization trigger-threshold value

value — Enter the percentage of port-channel bandwidth that triggers traffic monitoring on port-

channel members, from O to 100.
Disabled
CONFIGURATION

None

0S10 (config) # link-bundle-utilization trigger-threshold 10

10.2.0E or later

Configures a front-panel unified port group to operate in Fibre Channel or Ethernet mode, or a QSFP28-DD or QSFP28 port
group to operate in Ethernet mode, with the specified speed on activated interfaces.

Syntax

Parameters

Default
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mode {Eth {100g-2x | 100g-1x | 50g-2x | 40g-2x | 40g-1x | 25g-8x
expander-mode] | 25g-4x | 10g-8x | 10g-4x} | FC {32g-4x | 32g-2x
l6g-4x | lo6g-2x | 8g-4x}}

e mode Eth — Configure a port group in Ethernet mode and set the speed to:
o 100g-2x — Split a QSFP28-DD port into two 100GE interfaces.

o 100g-1x — Reset a QSFP28 port group to 100GE mode.

o 50g-2x — Split a QSFP28 port into two 50GE interfaces.

o 40g-2x — Split a port group into two 40GE interfaces.

o 40g-1x — Set a port group to 40G mode for use with a QSFP+ 40GE transceiver.

o 25g-8x fabric-expander-mode — Split a QSFP28-DD port into eight 25GE interfaces for
connection to a Fabric Expander.

o 25g-8x — Split a port group into eight 25GE interfaces.

o 25g-4x — Split a port group into four 25GE interfaces.

o 10g-8x — Split a port group into eight 10GE interfaces.

o 10g-4x — Split a port group into four 10GE interfaces.

e mode FC — Configure a port group in Fibre Channel mode and set the speed to:
32g-4x — Split a port group into four 32GFC interfaces.

32g-2x — Split a port group into two 32GFC interfaces, subports 1 and 3.
32g-1x — Split a port group into one 32GFC interface, subport 1.

16g-2x — Split a port group into two 16GFC interfaces using ports 1 and 3.
8g-4x — Split a port group into four 8GFC interfaces.

o O O O O O

S4148U-ON: Depends on the port profile activated.
MX9116n Fabric Switching Engine:

[fabric-

32g-1x

16g-4x — Split a port group into four 16GFC interfaces; supports 4x32GFC oversubscription.



Command Mode

Usage
Information

Example

Example: Reset
mode

Supported
Releases

mode 13

QSFP28-DD port groups 1to 9 operate in 8x25GE fabric-expander mode (FEM).
QSFP28-DD port groups 10 to 12 operate in 2x100GE mode.

QSFP28 port groups 13 and 14 operate in 1x100GE mode.

Unified port groups 15 and 16 operate in ethernet 1x100GE mode.

PORT-GROUP

e Themode {FC | Eth} command configures a port group to operate at line rate and guarantees no

traffic loss.
To configure oversubscription on a FC interface, use the speed command.

speed. Use the no mode command before you reset the mode on an interface.

0510 (conf-pg-1/1/2)# mode FC 16g-4x

0S10 (conf-pg-1/1/8)# mode Eth 10g-4x

0S10 (conf-pg-1/1/2)# mode FC 1l6g-4x
0S10 (conf-pg-1/1/2)# no mode
0S10 (conf-pg-1/1/2)# mode Eth 10g-4x

10.3.1E or later

Enables L3 routing on a VLAN after you configure the VLAN scale profile.

Syntax
Parameters
Defaults
Command Mode

Usage
Information

Example

Supported
Releases

mtu

mode 13
None
Not configured

INTERFACE VLAN

To configure breakout interfaces on an Ethernet port, use the interface breakout command.
To view the currently active ports and subports, use the show interfaces status command.
The no version of the command resets port-group interfaces to the default Ethernet port mode/

To configure the VLAN scale profile, use the scale-profile vlan command. The scale profile

globally applies L2 mode on all VLANSs you create and disables L3 transmission. To enable L3 routing

traffic on a VLAN, use the mode L3 command.

0S10 (config) # interface vlan 10
0S10 (conf-if-v1-10)# mode L3

10.4.0E(X2) or later

Sets the link maximum transmission unit (MTU) frame size for an Ethernet L2 or L3 interface.

Syntax
Parameters
Default
Command Mode

Usage
Information

mtu value

value — Enter the maximum frame size in bytes, from 1280 to 65535.
1532 bytes

INTERFACE

To return to the default MTU value, use the no mtu command. If an IP packet includes a L2 header, the

IP MTU must be at least 32 bytes smaller than the L2 MTU.
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Example

Supported
Releases

port mode Eth

e Port-channels

o All members must have the same link MTU value and the same IP MTU value.
o The port channel link MTU and IP MTU must be less than or equal to the link MTU and IP MTU
values you configure on the channel members. For example, if the members have a link MTU of
2100 and an IP MTU 2000, the port channel’s MTU values cannot be higher than 2100 for link MTU
or 2000 bytes for IP MTU.
e VLANS

o

o

All members of a VLAN must have same IP MTU value.

Members can have different link MTU values. Tagged members must have a link MTU four bytes
higher than untagged members to account for the packet tag.

The VLAN link MTU and IP MTU must be less than or equal to the link MTU and IP MTU value

you configure on the VLAN members. For example, the VLAN contains tagged members with a link
MTU of 1522 and IP MTU of 1500 and untagged members with link MTU of 1518 and IP MTU of
1500. The VLAN's link MTU cannot be higher than 1518 bytes and its IP MTU cannot be higher
than 1500 bytes.

0S10 (conf-if-ethl/1/7)# mtu 3000

10.2.0E or later

Configures a Z9264F-ON QSFP28 port group to operate in Ethernet mode, with the specified speed on activated interfaces.

Syntax

Parameters

Default
Command mode

Usage
information

Example

Supported
releases

port-group

port node/slot/port mode Eth port-mode

e node/slot/port — Enter the interface type details.
e mode Eth — Configure a port group in Ethernet mode and set the speed to:

o

100g-1x — Reset a port to 100GE mode.

o 50g-2x — Split a port into two 50GE interfaces.
o 40g-1x — Set a port to 40GE mode for use with a QSFP+ 40GE transceiver.
o 25g-4x — Split a port into four 25GE interfaces.
o 10g-4x — Split a port into four 10GE interfaces.
100g-1x
PORT-GROUP

To view the currently active ports and subports, use the show port-group command. The no version
of the command resets port-group interfaces to the default Ethernet port mode/speed.

0S10 (config)# port-group 1/1/2

0510 (conf-pg-1/1/2)# profile restricted

0S10 (conf-pg-1/1/2)4# port 1/1/3 mode Eth 25g-4x
0S10 (conf-pg-1/1/2)# exit

0S10 (config) # interface ethernet 1/1/3:2

0S10 (conf-if-ethl/1/3:2)#

10.4.3.0 or later

Configures a group of front-panel unified ports, or a double-density QSFP28 (QSFP28-DD) or single-density QSFP28 port

group.

Syntax
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Parameters

Default
Command mode

Usage
information

Example

Supported
releases

profile

e node/slot — Enter 1/1 for node/slot when you configure a port group.

e port-group — Enter the port-group number, from 1 to 16. The available port-group range depends
on the switch.

Not configured
CONFIGURATION

Enter PORT-GROUP mode to:

e Configure unified ports in Fibre Channel or Ethernet mode and break out interfaces with a specified
speed.

e Break out an MX9116n QSFP28-DD or QSFP28 port group into multiple interfaces with a specified
speed.

e Break out a Z9264F-ON QSFP28 port group into multiple interfaces with a specified speed.

To view the ports that belong to a port group, use the show port-group command.

0S10 (config) # port-group 1/1/8
0S10 (conf-pg-1/1/8) #

10.3.1E or later

Configures breakout interfaces on a Z9264F-ON switch.

Syntax

Parameters

Default
Command mode

Usage
information

Example

Supported
releases

profile {restricted | unrestricted}

e restricted — Applies only to the odd-numbered port within the port group. The even-numbered
port in the port group is disabled. Supported speeds are:
o 100g-1x
o 40g-1x
o 2bg-4x
o 10g-4x
e unrestricted — Applies to both the odd-numbered and even-numbered ports within the port
group. Supported speeds are:
o 100g-1x
o 50g-2x
o 40g-1x

Unrestricted
PORT-GROUP

Enter the profile command to configure breakout interfaces. Use the port command to specify the
speed. The Z9264F-ON switch has a total of 64 physical ports and can support a maximum of 128 logical
ports. To view the ports that belong to a port group, use the show port-group command.

0S10 (config) # port-group 1/1/2
0S10 (conf-pg-1/1/2)# profile restricted

10.4.3.0 or later

scale-profile vian

Configures the L2 VLAN scale profile on a switch.

Syntax

Parameters

scale-profile vlan

None
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Defaults Not configured
Command Mode CONFIGURATION

Usage Use the VLAN scale profile when you scale the number of VLANSs so that the switch consumes less

Information memory. Enable the scale profile before you configure VLANs on the switch. The scale profile globally
applies L2 mode on all VLANs you create and disables L3 transmission. The no version of the command
disables L2 VLAN scaling. To enable L3 routing traffic on a VLAN, use the mode L3 command.

Example

0S10 (config)# scale-profile vlan
Supported 10.4.0E(X2) or later
Releases

show interface

Displays interface information.
Syntax show interface [type]

Parameters interface type — Enter the interface type:
e phy-eth node/slot/port/[:subport] — Display information about physical ports connected to
the interface.
e status — Display interface status.
e cthernet node/slot/port[:subport] — Display Ethernet interface information.
e loopback id — Display Loopback IDs, from O to 16383.
e mgmt node/slot/port — Display Management interface information.
e null — Display null interface information.
e port-channel id-number — Display port channel interface IDs, from 1 to 128.
e vlan vlan-id — Display the VLAN interface number, from 1to 4093.

Default Not configured
Command Mode EXEC

Usage Use the do show interface command to view interface information from other command modes.
Information

Example
0S10# show interface

Ethernet 1/1/2 is up, line protocol is up

Hardware is Dell EMC Eth, address is 00:0c:29:54:c8:57
Current address is 00:0c:29:54:c8:57

Pluggable media present, QSFP+ type is QSFP+ 40GBASE CR 1.0M
Wavelength is 64
Receive power reading is 0.0

Interface index is 17305094

Internet address is not set

Mode of IPv4 Address Assignment: not set

Interface IPv6 oper status: Enabled

Link local IPv6 address: fe80::20c:29ff:fe54:c857/64

Global IPv6 address: 2::1/64

MTU 1532 bytes, IP MTU 1500 bytes

LineSpeed 40G, Auto-Negotiation on

FEC is auto, Current FEC is off

Flowcontrol rx off tx off

ARP type: ARPA, ARP Timeout: 60

Last clearing of "show interface" counters: 00:40:14

Queuing strategy: fifo

Input statistics:

packets, 0 octets

64-byte pkts, 0 over 64-byte pkts, 0 over 127-byte pkts

over 255-byte pkts, 0 over 511-byte pkts, 0 over 1023-byte pkts

Multicasts, 0 Broadcasts, 0 Unicasts

runts, 0 giants, 0 throttles

CRC, 0 overrun, 0 discarded

[cloNoNoNoNe]
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Output statistics:

packets, 0 octets
0 over 64-byte pkts,

64-byte pkts,

0
0
0 over 255-byte pkts,
0

Multicasts, 0 Broadcasts,

0 throttles, 0 discarded,

Rate Info(interval 299 seconds):
c, 0 packets/sec, O

Input 0 Mbits/se

Output 0 Mbits/sec,

0 over 127-byte pkts

0 over 511-byte pkts,

0 Unicasts

0 packets/sec, O

Time since last interface status change:

—--more--

Example (port

channel
) Port-channel 1 is up,

Address is 90:bl:1c:f4:a5:8c¢c,

Interface index is 85
Internet address is n

0S10# show interface port-channel 1

0 Collisions,

of

0 wreddrops

line rate

of line rate
weeks 1 day 20:30:38

line protocol is down
Current address is 90:bl:1c:f4:a5:8c

886081
ot set

Mode of IPv4 Address Assignment:

MTU 1532 bytes
LineSpeed 0

not set

Minimum number of links to bring Port-channel up is 1
Maximum active members that are allowed in the portchannel is 5
Members in this channel:

ARP type: ARPA, ARP T

0S10# show interface port-channel summary

imeout:

LAG Mode Status Uptime Ports

22 L2 up 20:38:08 Eth
Eth
Eth
23 L2 up 20:34:32 Eth
Eth
Eth

Supported 10.2.0E or later
Releases

show inventory media

Displays installed media in switch ports.
Syntax show inventory media
Parameters None

Command Mode EXEC

1/1/10
1/1/11
1/1/12
1/1/20
1/1/21
1/1/22

60

(Up)

(Down)
(Inact)

(Up)
(Up)
(Up)

0 over 1023-byte pkts

Usage Use the show inventory media command to verify the media type inserted in a port.

Information

Example

0S10# show inventory media

Node/Slot/Port Category

Serial
Number

Dell EMC
Qualified

1/1/1 Not Present
1/1/2 SFP+
1/1/3 Not Present
1/1/4 SFP+
1/1/5 SFP+
1/1/6 SFP+
1/1/7 SFP+
1/1/8 SFP+

SFP+

SFP+
SIENE
SFP+
SEFP+
SFP+

10GBASE

10GBASE
10GBASE
10GBASE
10GBASE
10GBASE

SR

SR
SR
SR
SR
SR

AM70843

AKNOLC7
AM718GQ
AM708XM
AQ2237K
AGTO047N

true

false
true
true
true
true
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1/1/9 Not Present

1/1/10 Not Present

1/1/11 Not Present

1/1/12 Not Present

1/1/13 Not Present

1/1/14 Not Present

1/1/15 SEFP+ SFP+ 10GBASE SR AK60QJN false
1/1/16 SFP+ SFP+ 10GBASE SR AL30KWM true

1/1/17 SFP+ SFP+ 10GBASE SR AQ22DMB true

1/1/18 SFP+ SFP+ 10GBASE SR AQM146U true

Supported 10.2.0E or later

Releases

show link-bundle-utilization

Displays information about the link-bundle utilization.

Syntax show link-bundle-utilization
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
0S10# show link-bundle-utilization
Link-bundle trigger threshold - 60
Supported 10.2.0E or later
Releases

show port-channel summary

Displays port-channel summary information.

Syntax show port-channel summary
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
0S10 (conf-if-ethl/1/4)# do show port-channel summary
Flags: D - Down I - member up but inactive P - member up and active
U - Up (port-channel)
Group Port-Channel Type Protocol Member Ports
22 port-channel2?22 (U) Eth STATIC 1/1/2(D) 1/1/3(P)
23 port-channel23 (D) Eth DYNAMIC 1/1/4(I)
Example
(Interface) 0810 (conf-range-eth1/1/10-1/1/11,1/1/13,1/1/14)# do show port-channel
summary
Flags: D - Down U - member up but inactive P - member up and active

U - Up (port-channel)
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Supported
Releases

Group Port-Channel Type Protocol Member Ports

22 port-channel2?22 (U) Eth STATIC 1/1/10(P) 1/1/11(P) 1/1/12(P) 1/1/13(P)
1/1/14(p) 1/1/15(p) 1/1/16(P) 1/1/17(P) 1/1/18(P) 1/1/19(P)

23 port-channel23 (D) Eth STATIC

0S10 (config) # interface range el/1/12-1/1/13,1/1/15,1/1/17-1/1/18

0S10 (conf-range-ethl/1/12-1/1/13,1/1/15,1/1/17-1/1/18)# no channel-group
0S10 (conf-range-ethl/1/12-1/1/13,1/1/15,1/1/17-1/1/18)# do show port-
channel summary

Flags: D - Down U - member up but inactive P - member up and active

U - Up (port-channel)

Group Port-Channel Type Protocol Member Ports
22 port-channel22 (U) Eth STATIC 1/1/10(P) 1/1/11(P) 1/1/14(P) 1/1/16(P)

1/1/19(P)
23 port-channel23 (D) Eth STATIC

10.2.0E or later

show port-group

Displays the current port-group configuration on a switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example:
S4148U-ON

Example:
MX9116n Fabric
Engine

show port-group
None
None

EXEC

To view the ports that belong to each port-group, use the show port-group command. To configure a

port-group, use the port-group command.

0S10 (config) # show port-group

port—-group mode ports

1/1/1 Eth 10g-4x 12 3 4
1/1/2 FC 16g-2x 56 7 8
1/1/3 FC 16g-2x 9 10 11 12
1/1/4 FC 1l6g-2x 13 14 15 16
1/1/5 FC 1l6g-2x 17 18 19 20
1/1/6 FC 16g-2x 21 22 23 24
1/1/7 Eth 100g-1x 25

1/1/8 Eth 40g-1x 26

1/1/9 Eth 100g-1x 29

1/1/10 Eth 40g-1x 30

0S10 (config) # show port-group

Port-group Mode Ports FEM
port-groupl/1/1 Eth 25g-8x 17 18 FEM
port-groupl/1/2 Eth 25g9-8x 19 20 FEM
port-groupl/1/3 Eth 25g-8x 21 22 FEM
port-groupl/1/4 Eth 25g-8x 23 24 FEM
port-groupl/1/5 Eth 25g-8x 25 26 FEM
port-groupl/1/6 Eth 25g9-8x 27 28 FEM
port-groupl/1/7 Eth 25g-8x 29 30 FEM
port-groupl/1/8 Eth 25g-8x 31 32 FEM
port-groupl/1/9 Eth 25g-8x 33 34 FEM

port-groupl/1/10 Eth 100g-2x 35 36 =
port-groupl/1/11 Eth 100g-2x 37 38 =
port-groupl/1/12 Eth 100g-2x 39 40 =
port-groupl/1/13 Eth 100g-1x 41 -
port-groupl/1/14 Eth 100g-1x 42 -
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port-groupl/1/15 Eth 100g-1x 43 =
port-groupl/1/16 Eth 100g-1x 44 -

Example:
29264F-ON 0S10 (config) # show port-group
hybrid-group profile Ports Mode
port-groupl/1/1 restricted 1/1/1 Eth 10g-4x
1/1/2 Eth Disabled
port-groupl/1/2 restricted 1/1/3 Eth 10g-4x
1/1/4 Eth Disabled
port-groupl/1/3 restricted 1/1/5 Eth 10g-4x
1/1/6 Eth Disabled
port-groupl/1/4 restricted 1/1/7 Eth 10g-4x
1/1/8 Eth Disabled
port-groupl/1/5 restricted 1/1/9 Eth 10g-4x
1/1/10 Eth Disabled
port-groupl/1/6 restricted 1/1/11 Eth 10g-4x
1/1/12 Eth Disabled
port-groupl/1/7 restricted 1/1/13 Eth 10g-4x
1/1/14 Eth Disabled
port-groupl/1/8 restricted 1/1/15 Eth 10g-4x
Supported e 10.3.1E or later
Releases e 10.4.3.0 or later—Z9264F-ON platform support added

show switch-port-profile

Displays the current and default port profile on a switch.

Syntax show switch-port-profile node/slot
Parameters ® node/slot — Enter the switch information. For a standalone switch, enter 1 /1.
Default profile-1

Command Mode EXEC

Usage A switch-port profile determines the available front-panel ports and breakout modes on Ethernet and
Information unified ports. To display the current port profile, use the show switch-port-profile command.
To reset the switch to the default port profile, use the no switch-port-profile node/slot
command.
Example
0S10 (config)# show switch-port-profile 1/1
| Node/Unit | Current | Next-boot | Default |
[——mmmmm—————— o mmm [
| 1/1 | profile-2 | profile-2 | profile-1 |
Supported Profiles:
profile-1
profile-2
profile-3
profile-4
profile-5
profile-6
Supported 10.3.1E or later

Releases

show system

Displays the status of the DOM feature, whether it is enabled or disabled.

Syntax show system
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Parameters
Defaults
Command Mode

Usage
Information

Example

Supported
Releases

show vlan

None
DOM disabled
EXEC

None

0S10# show system

Node Id : 1

MAC : 90:bl:1c:fd4:aa:b2
Number of MACs : 129

Up Time : 02:08:43

== Umit 1L ==

Status : up

System Identifier : 1

Down Reason : user-triggered

Digital Optical Monitoring : disable

10.4.3.0 or later

Displays the current VLAN configuration.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

shutdown

Disables an interface.

Syntax
Parameters
Default
Command Mode

Usage
Information

show vlan [vlan-1d]

vlian-id — (Optional) Enter a VLAN ID, from 1 to 4093.
Not configured

EXEC

None

0S10# show vlan

Codes: * - Default VLAN, M - Management VLAN, R - Remote Port Mirroring
VLANSs

Q: A - Access (Untagged), T - Tagged

NUM Status Description Q Ports

1 down

10.2.0E or later

shutdown
None
Disabled

INTERFACE
This command marks a physical interface as unavailable for traffic. Disabling a VLAN or a port-channel
causes different behavior. When you disable a VLAN, the L3 functions within that VLAN are disabled, and

L2 traffic continues to flow. Use the shutdown command on a port-channel to disable all traffic on the
port-channel, and the individual interfaces. Use the no shutdown command to enable a port-channel
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Example

Supported
Releases

on the interface. The shutdown and description commands are the only commands that you can
configure on an interface that is a port-channel member.

0S10 (config) # interface ethernet 1/1/7
0S10 (conf-if-ethl/1/7)# no shutdown

10.2.0E or later

speed (Fibre Channel)

Configures the transmission speed of a Fibre Channel interface.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

speed {8 | 16 | 32 | auto}

Set the speed of a Fibre Channel interface to:

e 8 — 8GFC

e 16— 16GFC

e 32 — 32GFC

e auto — Set the port speed to the speed of the installed media.
Auto

INTERFACE

The speed command is supported only on Management and Fibre Channel interfaces. This command is
not supported on Ethernet interfaces.

e To configure oversubscription for bursty storage traffic on a FC interface, use the speed command.
Oversubscription allows a port to operate faster, but may result in traffic loss. For example, QSFP28
port groups in 4x8GFC mode support 16GFC oversubscription on member interfaces. QSFP28
breakout interfaces in 4x16GFC mode support 32GFC oversubscription.

e The no version of this command resets the port speed to the default value auto.
0S10 (conf-if-fc-1/1/2)# speed 16

10.3.1E or later

speed (Management)

Configures the transmission speed of the Management interface.

Syntax

Parameters

Defaults
Command Mode

Usage
Information
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speed {10 | 100 | 1000 | auto}

Set the Management port speed to:

e 10— 10M

e 100 — 100M

e 1000 — 1000M

e auto — Set the port to auto-negotiate speed with a connected device.

Auto
INTERFACE

The speed command is supported only on Management and Fibre Channel interfaces. This command is
not supported on Ethernet interfaces.

e \When you manually configure the Management port speed, match the speed of the remote device.
Dell EMC highly recommends using auto-negotiation for the Management port.

e The no version of this command resets the port speed to the default value auto.



Example

Supported
Releases

0S10 (conf-if-ma-1/1/1)# speed auto

10.3.0E or later

switch-port-profile

Configures a port profile on the switch. The port profile determines the available front-panel ports and breakout modes.

Syntax

Parameters

Default
Command Mode

Usage
Information

switch-port-profile node/unit profile

® node/unit — Enter switch information. For a standalone switch, enter 1 /1.
e profile — Enter the name of a platform-specific profile.

profile-1
CONFIGURATION
e S4148-ON Series port profiles:

o

profile-1 — SFP+ 10G ports (1-24 and 31-54) and QSFP28 100G ports (25-26 and 29-30) are
enabled.

QSFP28 ports support 100GE and 4x10G, 4x25G, and 2x50G breakouts.

profile-2 — SFP+ 10G ports (1-24 and 31-50), QSFP+ 40G ports (27-28), and QSFP28 ports
in 40G mode (25-26 and 29-30) are enabled.

QSFP+ and QSFP28 ports support 40GE and 4x10G breakouts.

profile-3 — SFP+ 10G ports (5-24 and 31-50), QSFP+ 40G ports (27-28), and QSFP28 ports
with 40G and 100G capability (25-26 and 29-30) are enabled.

QSFP+ ports support 40GE and 4x10G breakouts. QSFP28 ports support 100GE and 4x25G
breakouts with QSFP28 transceivers, and 40GE and 4x10G breakouts with QSFP+ transceivers.

profile-4 — SFP+ 10G ports (5-24 and 31-50), QSFP+ 40G ports (27-28), and QSFP28 ports
with 40G and 100G capability (25-26 and 29-30) are enabled.

QSFP+ ports support 40GE and 4x10G breakouts. QSFP28 ports support 100GE and 2x50G
breakouts with QSFP28 transceivers, and 40GE and 4x10G breakouts with QSFP+ transceivers.

profile-5 — SFP+ 10G ports (1-24 and 31-54), QSFP+ 40G ports (27-28), QSFP28 ports with
40G capability (26 and 30), and QSFP28 ports with 40G and 100G capability (25 and 29) are
enabled.

QSFP+ ports support 40GE and 4x10G breakouts. QSFP28 ports 26 and 30 support 40GE and
4x10G breakouts with QSFP+ transceivers. QSFP28 ports 25 and 29 support 100GE and 4x25G
breakouts with QSFP28 transceivers, and 40GE and 4x10G breakouts with QSFP+ transceivers.

profile-6 — SFP+ 10G ports (1-24 and 31-54), QSFP+ 40G ports (27-28), QSFP28 ports with
40G capability (26 and 30), and QSFP28 ports with 40G and 100G capability (25 and 29) are
enabled.

QSFP+ ports support 40GE and 4x10G breakouts. QSFP28 ports 26 and 30 support 40GE and
4x10G breakouts with QSFP+ transceivers. QSFP28 ports 25 and 29 support 100GE and 2x50G
breakouts with QSFP28 transceivers, and 40GE and 4x10G breakouts with QSFP+ transceivers.

e S4148U-ON Port profiles:

o

profile-1 — SFP+ unified ports (1-24), QSFP28 unified ports (25-26 and 29-30), QSFP+

Ethernet ports (27-28), and SFP+ Ethernet ports (31-54) are enabled.

= SFP+ unified port groups operate in FC mode with 2x16GFC breakouts (ports 1 and 3) by
default and support 4x8GFC. SFP+ unified ports support Ethernet 10GE mode.

= QSFP28 unified ports 25 and 29 operate in Ethernet 100GE mode by default, and support 40GE
with QSFP+ transceivers and 4x10G breakouts. QSFP28 ports 25 and 29 support 1x32GFC,
2x16GFC, and 4x8GFC in FC mode.
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Usage

Information

Example

Supported
Releases
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= QSFP28 unified ports 26 and 30 operate in Ethernet 40GE mode by default and support 4x10G
breakouts. QSFP28 ports 26 and 30 support 1x32GFC, 2x16GFC, and 4x8GFC in FC mode.

= QSFP+ Ethernet ports operate at 40GE by default and support 4x10G breakouts.

= SFP+ Ethernet ports operate at 10GE.

o profile-2 — SFP+ unified ports (1-24), QSFP28 unified ports (25-26 and 29-30), QSFP+

Ethernet ports (27-28), and SFP+ Ethernet ports (31-54) are enabled.

= SFP+ unified ports operate in Ethernet 10GE mode by default. SFP+ unified port groups
support 4x8GFC and 2x16GFC breakouts (ports 1 and 3) in FC mode.

= QSFP28 unified ports 25 and 29 operate in Ethernet 100GE mode by default, and support 40GE
with QSFP+ transceivers and 4x10G breakouts. QSFP28 ports 25 and 29 support 1x32GFC,
2x16GFC, and 4x8GFC in FC mode.

= QSFP28 unified ports 26 and 30 operate in Ethernet 40GE mode by default and support 4x10G
breakouts. QSFP28 ports 26 and 30 support 1x32GFC, 2x16GFC, and 4x8GFC in FC mode.

= QSFP+ Ethernet ports operate at 40GE by default and support 4x10G breakouts.

= SFP+ Ethernet ports operate at 10GE.

o profile-3 — SFP+ unified ports (1-24), QSFP28 unified ports (25-26 and 29-30), and SFP+

Ethernet ports (31-54) are enabled. QSFP+ Ethernet ports (27-28) are not available.

= SFP+ unified ports operate in Ethernet 10GE mode by default. SFP+ unified port groups
support 4x8GFC and 2x16GFC breakouts (ports 1and 3) in FC mode.

= QSFP28 unified ports operate in Ethernet 100GE mode by default and support 4x25G and
4x10G breakouts. QSFP28 ports support 2x16GFC and 4x16GFC breakouts in FC mode.

= SFP+ Ethernet ports operate at 10GE.

o profile-4 — SFP+ unified ports (1-24), QSFP28 unified ports (25-26 and 29-30), and SFP+

Ethernet ports (31-54) are enabled. QSFP+ Ethernet ports (27-28) are not available.

= SFP+ unified ports operate in Ethernet 10GE mode by default. SFP+ unified ports support
4x8FC in FC mode.

= QSFP28 unified ports operate in Ethernet 100GE mode by default, and support 2x50G, 4x25G,
and 4x10G breakouts. QSFP28 ports support 4x16GFC breakouts in FC mode.

= SFP+ Ethernet ports operate at 10GE.

e Setting a port group in 2x16GFC mode activates odd-numbered interfaces 1 and 3. A port group in
1x32GFC mode activates only interface 1.

e To display the current port profile on a switch, use the show switch-port-profile command.

e To change the port profile on a switch, use the switch-port-profile command with the desired
profile, save it to the startup configuration and use the reload command to apply the change. The
switch reboots with new port configuration. The no version of the command resets to the default
profile. When a switch reloads with a new port profile, the startup configuration resets to system
defaults, except for the switch-port profile and these configured settings:

o Management interface 1/1/1 configuration
Management IPv4/1Pv6 static routes
System hostname

Unified Forwarding Table (UFT) mode
ECMP maximum paths

You must manually reconfigure other settings on a switch after you apply a new port profile and use
the reload command to apply the change.

o O O O

0510 (config) # switch-port-profile 1/1 profile-1

Warning: Switch port profile will be applied only after a save and
reload. All management port

configurations will be retained but all other configurations will be
wiped out after the reload.

0S10 (config) # do write memory

0S10 (config) # do reload
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switchport access vian

Assigns access VLAN membership to a port in L2 Access or Trunk mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

switchport access vlan vlan-id

vlan vlan-id — Enter the VLAN ID number, from 1 to 4093.
VLAN 1

INTERFACE

This command enables L2 switching for untagged traffic and assigns a port interface to default VLAN1.
Use this command to change the assignment of the access VLAN that carries untagged traffic. You must
create the VLAN before you can assign an access interface to it. The no version of this command resets
access VLAN membership on a L2 access or trunk port to VLAN 1.

0S10 (conf-if-ethl/1/3)# switchport mode access
0S10 (conf-if-ethl/1/3)# switchport access vlan 100

10.2.0E or later

switchport mode

Places an interface in L2 Access or Trunk mode.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

switchport mode {access | trunk}

® access — Enables L2 switching of untagged frames on a single VLAN.
e trunk — Enables L2 switching of untagged frames on the access VLAN, and of tagged frames on
the VLANS specified with the switchport trunk allowed vlan command.

access

INTERFACE

e |f you assign an IP address to an interface, you cannot use this command to enable L2 switching —
you must first remove the |IP address.

e The access parameter automatically adds an interface to default VLAN1 to transmit untagged traffic.
Use the switchport access vlan command to change the access VLAN assignment.

e The trunk parameter configures an interface to transmit tagged VLAN traffic. You must manually
configure VLAN membership for a trunk port with the switchport trunk allowed vlan
command.

e Use theno switchport command to remove all L2 configurations when you configure an L3 mode
interface.

e Usetheno switchport mode command to restore a trunk port on an interface to L2 Access mode
on VLANT.

0S10 (conf-if-ethl/1/7)# switchport mode access

10.2.0E or later

switchport trunk allowed vian

Configures the tagged VLAN traffic that a L2 trunk interface can carry. An L2 trunk port has no tagged VLAN membership and
does not transmit tagged traffic.

Syntax

switchport trunk allowed vlan vlan-id-list
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Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

186 Interfaces

vlian-id-1ist — Enter the VLAN numbers of the tagged traffic that the L2 trunk port can carry.
Comma-separated and hyphenated VLAN number ranges are supported.

None
INTERFACE

Use the no version of this command to remove the configuration.

0810 (conf-if-ethl/1/2)# switchport trunk allowed vlan 1000

0S10 (conf-if-ethl/1/2)# no switchport trunk allowed vlan 1000

10.2.0E or later



Fibre Channel

0S10 switches with Fibre Channel (FC) ports operate in one of the following modes: Direct attach (F_Port), NPIV Proxy
Gateway (NPG), or FIP Snooping Bridge (FSB). In the FSB mode, you cannot use the FC ports.

F_Port

Fibre Channel fabric port (F_Port) is the switch port that connects the FC fabric to a node. S4148U-ON switches support
F_Port.

Enable Fibre Channel F_Port mode globally using the feature fc domain-ID domain-IDcommand in CONFIGURATION
mode.

0S10 (config)# feature fc domain-id 100

NPIV Proxy Gateway

A node port (N_Port) is a port on a network node that acts as a host or storage device, and is used in FC point-to-point or FC
switched fabric topologies.

N_Port ID Virtualization (NPIV) allows multiple N_Port IDs to share a single physical N_Port.

The NPIV Proxy Gateway (NPG) provides Fibre Channel over Ethernet (FCoE) to Fibre Channel (FC) bridging and vice versa.
Starting from OS 10.4.1, NPG supports FC to FC switching as well.

The S4148U-ON supports both, CNA and HBA, in NPG mode.

Enable NPG mode globally using the feature fc npg command in CONFIGURATION mode.

To change the port mode from default N_Port, use the fc port-mode F command on FC interfaces.

@ NOTE: In a switch configured in NPG or F-Port mode, OS10 does not support scale profile VLAN configuration.To use scale
profile configuration in NPG or F-Port mode, enable CPU-based VLAN flooding on the vfabric VLAN using the mode L3
command.

FIP snooping bridge

FCoE encapsulates FC frames over Ethernet networks. FCoE Initialization protocol (FIP) establishes FC connectivity with
Ethernet ports. FSB implements security characteristics to admit valid FCoE traffic in the Ethernet networks. FIP and FCoE
provide FC emulation-over-Ethernet links. OS10 switches with Ethernet ports operate in FSB.

0S10 (config) # feature fip-snooping

An Ethernet switch operating in FSB mode snoops FIP packets on FCoE-enabled VLANs and discovers the following information:

End nodes (ENodes)

Fibre Channel Forwarder (FCF)
Connections between ENodes and FCFs
Sessions between ENodes and FCFs

@l NOTE: OS10 supports multiple ENodes in F_Port mode.

Using the discovered information, the switch installs ACL entries that provide security and point-to-point link emulation.
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ENode }{

facing port
I'---.']L::::%. FCF facing :::: g Ba@
. . port 1 .
i S
Ethernet links
FC links
Terminology
ENode End Node or FCoE node
FC Fibre Channel
FCID A 3-byte address used by FC to identify the end points
FC Map A 3-byte prefix configured per VLAN, used to frame FCoE MAC address
FCF Fibre Channel Forwarder
FCoE Fibre Channel over Ethernet
FCoE MAC Unique MAC address used to identify an FCoE session. This is a combination of FC ID and FC Map.
FIP FCoE Initialization Protocol
NPG NPIV Proxy Gateway
NPIV N_Port ID Virtualization

Virtual fabric

Virtual fabrics (vfabric) divide a physical fabric into logical fabrics. Manage each vfabric independently. The fabric ID identifies
each vfabric. You can configure only one vfabric in F_Port mode and multiple vfabrics in NPG mode. F_Port and NPG modes are
mutually exclusive.

If you have already configured a vfabric in F_Port mode, while configuring vfabrics in NPG mode, disable F_Port mode. When
you disable F_Port mode, the existing vfabric is removed and you must configure new vfabrics in NPG mode. If you are moving
from NPG mode to F_Port mode, disable NPG mode and create the new vfabric in F_Port mode.

Zoning allows you to increase network security by partitioning the devices connected to the vfabric into subsets. Partitioning
restricts unnecessary interactions between the members of vfabric. For more information, see Fibre Channel zoning on page
190.

After configuring a vfabric ID, you can create a name, associate a VLAN to carry traffic to the vfabric, configure FCoE
parameters, configure the default zone, and activate the zoneset.

®| NOTE: Do not associate a VLAN that is already in use as a vfabric VLAN.

To configure a vfabric in F_Port mode:

1. Configure a vfabric using the vfabric fabric-IDcommand in CONFIGURATION mode. The switch enters vfabric
CONFIGURATION mode

Associate a VLAN ID to the vfabric with the vlian vlan-IDcommand.
Add an FC map with the fcoe fcmap fc-map command.
Activate a zoneset using the zoneset activate zoneset-name command.

Allow access to all logged-in members in the absence of an active zoneset configuration using the zone default-zone
permit command. The logged-in members are the FC nodes that are successfully logged into the FC fabric, identified by
the vfabric.

6. (Optional) Add a name to the vfabric using the name vrfabric-name command.

o b on
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7. Apply the vfabric to FC interfaces using the vfabric fabric-IDcommand in FC INTERFACE mode.

Example configuration of vfabric in F_Port mode

0S10 (config)# vfabric 100

0S10 (conf-vfabric-100 name 100
0S10 (conf-vfabric-100 vlan 1023
0S10 fcoe fcmap OxXEFC64

)
)
conf-vfabric-100)
)
)

(

( #

( #

( #

0S10 (conf-vfabric-100)# zoneset activate set

( #

( #

(

(

0510 (conf-vfabric-100 zone default-zone permit
0S10 (conf-vfabric-100) exit

0S10 (config) # interface fibrechannel 1/1/1

0S10 (conf-if-fcl/1/1)# vfabric 100

View vfabric configuration

0S10 (conf-vfabric-100)# show configuration
|

vfabric 100

name 100

vlian 1023

fcoe fcmap OxEFC64
zoneset activate set
zone default-zone permit

O0S10# show vfabric

Fabric Name 100
Fabric Type FPORT
Fabric Id 100
Vlian Id 1023
FC-MAP 0xEFCo64
Config-State ACTIVE
Oper-State UP

Default Zone Mode: Allow
Active ZoneSet: set

Members
fibrechannell/1/1
fibrechannell/1/2
fibrechannell/1/3
fibrechannell/1/4
fibrechannell/1/5
fibrechannell/1/6
fibrechannell/1/7
fibrechannell/1/8
fibrechannell/1/9
fibrechannell/1/10
fibrechannell/1/11
fibrechannell/1/12
fibrechannell/1/15
fibrechannell/1/17
fibrechannell/1/18
fibrechannell/1/19
fibrechannell/1/20
fibrechannell/1/21
fibrechannell/1/22
fibrechannell/1/23
fibrechannell/1/24
fibrechannell/1/25:1
fibrechannell/1/29:1
fibrechannell/1/30:1
fibrechannell/1/30:3
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To configure a vfabric in NPG mode:

1. Configure a vfabric using the vfabric fabric-IDcommand in CONFIGURATION mode. The switch enters vfabric
CONFIGURATION mode.

2. Associate a VLAN ID to the vfabric with the vlan vlan-IDcommand.

3. Add FCoE parameters with the fcoe {fcmap fc-map | fcf-priority fcf-priority-value | fka-adv-
period adv-period | vlan-priority vlan-priority-value | keep-alive} command.

4. (Optional) Add a name to the vfabric using the name vfabric-name command.

5. Apply the vfabric to interfaces using the vfabric fabric-IDcommand in INTERFACE mode.

Configure vfabric in NPG mode

0S10 (config)# vfabric 10

0S10
0S10

config)# interface ethernet 1/1/31
conf-if-ethl/1/31)# vfabric 10

(
0S10 (conf-vfabric-10)# name 10
0S10 (conf-vfabric-10)# wvlan 100
0S10 (conf-vfabric-10)# fcoe fcmap 0x0efcOl
0S10 (conf-vfabric-10)# fcoe fcf-priority 128
0510 (conf-vfabric-10)# fcoe fka-adv-period 8
0S10 (conf-vfabric-10)# fcoe vlan-priority 3
0S10 (conf-vfabric-10)# exit

(

(

View vfabric configuration

0S10 (conf-vfabric-10)# show configuration
|
vfabric 10

name 10

vlian 100

fcoe fcmap OxXEFCO1

fcoe fcf-priority 128

fcoe fka-adv-period 8

fcoe vlan-priority 3

0S10# show vfabric
Fabric Name 10
Fabric Type NPG
Fabric Id 10

Vlan Id 100

FC-MAP OxEFCOL1

Vlan priority 3

FCF Priority 128
FKA-Adv-Period Enabled, 8
Config-State ACTIVE
Oper-State DOWN

0S10# show running-configuration vfabric
|

vfabric 10

name 10

vlan 100

fcoe fcmap OxXEFCO1
fcoe fcf-priority 128
fcoe fka-adv-period 8
fcoe vlan-priority 3

Fibre Channel zoning

Fibre Channel (FC) zoning partitions a FC fabric into subsets to restrict unnecessary interactions, improve security, and manage
the fabric more effectively. Create zones and add members to the zone. Identify a member by an FC alias, world wide name
(WWN), or FC ID. A zone can have a maximum of 255 unique members. Create zonesets and add the zones to a zoneset. A
switch can have multiple zonesets, but you can activate only one zoneset at a time in a fabric.
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1. (Optional) Create an FC alias using the fc alias alias-name command in CONFIGURATION mode. The switch enters
Alias CONFIGURATION mode.

2. Add members to the alias using the member {wwn wwn-ID | fc-id fc-id} command in Alias CONFIGURATION
mode. You can add a maximum of 255 unique members.

3. Create a zone using the fc zone zone-name command in CONFIGURATION mode. The switch enters Zone
CONFIGURATION mode.

4, Add members to the zone with the member {alias-name alias-name | wwn wwn-ID | fc-id fc-id}
command in Zone CONFIGURATION mode.

5. Create a zoneset using the fc zoneset zoneset-name command in CONFIGURATION mode. The switch enters
Zoneset CONFIGURATION mode.

6. Add the existing zones to the zoneset with the member zone-name command in Zoneset CONFIGURATION mode.

7. Activate the zoneset using the zoneset activate zoneset-name command in vfabric CONFIGURATION mode. The
members in the zoneset become active.

8. Allow access between all the logged-in FC nodes in the absence of an active zoneset configuration using the zone
default-zone permit command in vfabric CONFIGURATION mode. A default zone advertises a maximum of 255
members in the registered state change notification (RSCN) message.

NOTE: The default-zone allows or denies access to the FC nodes when an active zoneset is not available. When the
default-zone action is set to permit, the switch allows communication between all the possible pairs of FC nodes.

When you do not configure the default-zone action, the switch denies any communication between FC nodes.

To configure the vfabric on FC interfaces, associate a VLAN ID to the vfabric and add an FC map. For more information, see
Virtual fabric on page 188.

Configure FC zoning

0S10 (config) # fc zone hbal

0S10 (config-fc-zone-hbal)# member wwn 10:00:00:90:fa:b8:22:19
0S10 (config-fc-zone-hbal)# member wwn 21:00:00:24:ff:7b:f5:c8
0S10 (config-fc-zone-hbal)# exit

0S10 (config) # fc zoneset set
0S10 (conf-fc-zoneset-set)# member hbal
0S10 (conf-fc-zoneset-set) # exit

0S10 (config)# vfabric 100
0S10 (conf-vfabric-100)# zoneset activate set
0S10 (conf-vfabric-100)# zone default-zone permit

View FC zone configuration

0S10 (config-fc-zone-hbal)# show configuration
|

fc zone hbal
member wwn 21:00:00:24:ff:7b:£f5:c8
member wwn 10:00:00:90:fa:08:22:19

0S10# show fc zone

Zone Name Zone Member

View FC zoneset configuration
0S10 (conf-fc-zoneset-set)# show configuration
|
fc zoneset set
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member hbal
member hba?2

0S10# show fc zoneset active

vFabric id: 100
Active Zoneset: set
ZoneName ZoneMember

hbal *10:00:00:90:fa:b8:22:19
*21:00:00:24:ff:7b:£f5:c8

0S10# show fc zoneset set
ZoneSetName ZoneName ZoneMember

hbaz2 20:01:00:0e:1e:e8:e4:99

F_Port on Ethernet

0OS10 supports configuring F_Port mode on an Ethernet port that connects to converged network adapters (CNA). After
enabling F_Port mode, configure a vfabric and apply the vfabric to Ethernet ports connected to CNA. You can configure only
one vfabric in F_Port mode.

You can apply the configured vfabric to multiple Ethernet interfaces. You can also add Ethernet interfaces to a port-channel and
apply the vfabric to the port-channel.

Example configuration

0S10 (config) # feature fc domain-id 100
0S10 (config)# vfabric 100
0S10 (conf-vfabric-100)# name 100
0S10 (conf-vfabric-100)# vlan 1023
0S10 (conf-vfabric-100)# fcoe fcmap 0xEFC64
( )# zoneset activate set
( ) #
( #
(
(

0S10 (conf-vfabric-100
0S10 (conf-vfabric-100 zone default-zone permit
0S10 (conf-vfabric-100) exit

0810 (config) # interface ethernet 1/1/30

0S10 (conf-if-ethl/1/30)# vfabric 100

Pinning FCoE traffic to a specific port of a port-
channel

You can isolate FIP and FCoE traffic by configuring a pinned port at the FCoE LAG.
FCoE LAG is the port-channel used for FIP and FCoE traffic in the intermediate switches between server and storage devices.

VLT provides Active/Active LAN connectivity on converged links by forwarding traffic in multiple paths to multiple upstream
devices without STP blocking any of the uplinks. This works for Ethernet traffic, but FCoE requires dedicated links for each SAN
Fabric. FCoE traffic sent on VLT breaks SAN fabric isolation.
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The FC sessions form between FC nodes and FCoE sessions happen between Ethernet nodes.

To form FC or FCoE sessions, the fabric login request and reply must traverse the switch through the same port. The fabric
login request initiated from the server through the switch reaches the SAN Fabric. The login accept response is hashed out

to any of the ports in the port-channel. If the server receives the response on a different port than where the request was
sent, the server keeps retrying the request. Because of this action, the FC or FCoE sessions learnt based on the login accept
response change to the unstable state. The sessions keep flapping until the request and response converge in the same port. To
avoid this, pin one of the ports in the port-channel.

To support FCoE on multi-level VLT networks, use port pinning in FCoE LAGs. Port pinning is a static configuration that restricts
the FIP and FCoE traffic to one port of the port-channel overriding hardware LAG hashing. The system classifies and redirects
the packets exchanged during FCoE sessions to the port based on the ACL configuration. The remaining Ethernet traffic flows
through both the pinned port and other ports in the port-channel, based on LAG hashing. Dell EMC recommends to use pinned
port if there are more than one port in FCoE LAG. In a VLT network, the server has two unique FCoE sessions to SAN fabric and
the traffic flows based on pinned port configuration. If there is only one port in the port-channel, there is no need for a pinned
port.

@l NOTE: The pinned port configuration is supported on FSB, Ethernet downlink port-channel of NPG, and F_Port mode.

Limitations:
e The system uses an ACL table for ENode MAC with a redirect port option similar to FCF. This limits the number of FC or
FCoE sessions.

e When the pinned port goes down, you must manually re-configure another active port in the port-channel as pinned port.
You can perform this re-configuration only in the intermediate switches, but not in the server.

e |f there is a mismatch in the configuration or if the pinned port goes down, the system does not use other ports in
port-channel even if there is a valid path to server and storage device.

e \When you add or remove a pinned port when FCoE sessions are active, the system clears and re-initiates the FCoE sessions
based on the configuration. The system displays warning messages during the configuration.

The following illustrations show VLT and non-VLT networks with FCoE traffic flowing through pinned port.

Uplink VLT port-channel

VLTi Link

Downlink VLT port-channel

. ES.

CNA Server
o—=o Ethernet o—=o FCoE Session - SANA * Pinned Port
e—e Converged FCoE Session - SAN B
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Sample FSB configuration on VLT network

1. Enable the FIP snooping feature globally.

0S10 (config) # feature fip-snooping
2. Create the FCoE VLAN.

0S10 (config) #interface vlan 1001
0S10 (conf-if-v1-1001)# fip-snooping enable

3. Configure the VLTi interface.

0S10 (config) # interface ethernet 1/1/27
0S10 (conf-if-ethl/1/27)# no shutdown
0S10 (conf-if-ethl/1/27)# no switchport

4. Configure the VLT.

0S10 (config)# vlt-domain 1

0S10 (conf-vl1t-1)# backup destination 10.16.151.110 <<Enter the management IP address
of the VLT peer>>

0810 (conf-vlt-1)# discovery-interface ethernetl/1/27

5. Enable DCBX.

0S10 (config) # dcbx enable
6. Enable the PFC parameters on the interfaces.
0S10 (config)# class-map type network-qos fcoematch

0S10 (config-cmap-ngos) # match gos-group 3
0S10 (config-cmap-ngos) # exit
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0S10
0S10
0S10
0S10

7. Create uplink and downlink port-channels, and configure the FCF facing port.

0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10

config)# policy-map type network-gos PFC
config-pmap-network-gos)# class fcoematch
config-pmap-c-ngos)# pause
config-pmap-c-ngos)# pfc-cos 3

config)# interface port-channel 10
conf-if-po-10)# description uplink VLT LAG
conf-if-po-10)# no shutdown
conf-if-po-10)# switchport mode trunk
conf-if-po-10) # switchport access vlan 1
conf-if-po-10) #

conf-if-po-10) #

conf-if-po-10) #

vlt-port-channel 1

)
)
)
)
)
) fip-snooping port-mode fcf

0S10 (config) # interface port-channel 20

0810 (conf-if-po-20) #

0S10
0S10
0S10
0S10
0S10

8. Apply the PFC configuration on downlink and uplink interfaces. In addition, include the interfaces to the port-channel and

(
(
(
(
(
(
(

conf-if-po-20)# no shutdown
conf-if-po-20)# switchport mode trunk
conf-if-po-20)# switchport access vlan 1
conf-if-po-20) #

) #

conf-if-po-20 vlt-port-channel 2

configure one of the interfaces as pinned-port.

0S10

switchport trunk allowed vlan 1001,10

description downlink VLT LAG

switchport trunk allowed vlan 1001,10

0S10
0S10
0S10
0S10
0S10
0S10
0S10

0S10
0S10
0S10

0S10
0S10
0S10

0S10
0S10
0S10
0S10
0S10
0S10
0S10
0S10

conf-if-ethl/1/2
conf-if-ethl/1/2
conf-if-ethl/1/2

)
)
)
)
)

config)# interface
conf-if-ethl/1/1)
conf-if-ethl/1/1
conf-if-ethl/1/1
conf-if-ethl/1/1
conf-if-ethl/1/1
conf-if-ethl/1/1
conf-if-ethl/1/1

#
#
#
#
#
#
#

(config)# interface
(conf-if-ethl/1/2)
(conf-if-ethl/1/2
0S10 (conf-if-ethl/1/2
(
(
(

#
#
#
#
#
#

config)# interface
conf-if-ethl/1/3)
conf-if-ethl/1/3
conf-if-ethl/1/3
conf-if-ethl/1/3
conf-if-ethl/1/3
conf-if-ethl/1/3
conf-if-ethl/1/3

#
#
#
#
#
#
#

0S10 (config) # interface

0S10
0S10

0S10
0S10
0S10

conf-if-ethl/1/4
conf-if-ethl/1/4
conf-if-ethl/1/4

(
(conf-if-ethl/1/4)
(conf-if-ethl/1/4
0S10 (conf-if-ethl/1/4
(
(
(

)
)
)
)
)

#
#
#
#
#
#

ethernet 1/1/1

description uplink port channel memberl
no shutdown

channel-group 10 mode active
fcoe-pinned-port

no switchport

service-policy input type network-gos PFC
priority-flow-control