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OO0 Z & AR E E FIHEE R TE SRS
o Yes (J2) — K ERIBIEIRIC TS
o No () (BiME) — VA_Hash f#485F EPS .

R HEIME

OO0 7£ Manage Certificate Hash (BFFIEBHZIE) i L% <Delete> 4, K iR
?glete this certificate hash? (2EEMERIGIERBHIIE? ) (YN (& &)
REZIN o
OO0 iZde i o i I e I HEF B IE
o Yes (&) — MEBx ¥4If] FW &iX748, LAMHER Aride A By e .
o No (&) — MEBx A&MBRATER#FIE, FHEFIZE Remote Configuration (ZRERE) -

HECE RS

£ Manage Certificate Hash (BFLHEHEIIME) FHE EH <+> 8, KRR



Change the active state of this hash? (EHFZENZTIEIMERTESIRES? ) (YN (& &)
HoRo WNSRET SRR A A 2 24 1T B e B S ME DI EI5 SRS G BOMEIE E NS EIRAS, FRTE PSK D B3 (] rl 44 3% 8
HIMH

ERUEBHGIE

£ Manage Certificate Hash (BHIEH#YIE) i b <Enter> . S RMFREIEHBEMEN G BEIT: BOMEAFR. EHHBEME
BARAE B SRR

Set FQDN (%% FQDN)

£ Remote Configuration (EFEELE) M TP T Set FQDN (B FQDN) T, RESHR B A\ Tl B iR 55 8 10 4B e 44
(FQDN)-
Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]
Remote Configuration EnablesDisable ==
Manage Certificate Hashes
set FODN
set PKI DNS Suffix
Return to Previous Menu

Enter FQDN of provisioning server

[ESC]1=Exit [ENTER1=Submit

Set PKI1 DNS Suffix (i#%# PKI DNS J5%)

£ Remote Configuration (EFEMIE) 4 NikiF Set PKI DNS Suffix ((XE PKI DNS J5%3) kI, REsefnEin ATilciR 554
1] PK1 DNS Suffix (PKI DNS J54%) . “S&8{E" 4B T EPS .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FQDN

aet PEI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

Un-Provision (BUHETIRECE)

Un-Provision (BUHTIRLE) LT AL Intel AMT BCEEIRIH) BOIME. HAPRZEEA BT :

e Full Un-provision (SE2BUHTIRCE) — ZgTAPEMAE Intel AMT REEAHBOAE. WEREAE PID/PPS H, NHAMEHSE
%o MEBx ARG FFAZL

e CMOS clear (CMOS j5%) — HBUSTIRD EikTE MEBx HRE o HIEIIANG B (BT A H BV E. W0RAFAE PID/PPS fH,
M AMEER S T2k o MEBX B HRSEI AEAE (admin) » ML, TI5BR CMOS (Flin REubksk) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

SOL/IDE-R

e Username and Password (/7 &4Ff1%46%) — DISABLED** (EZ5H**) / ENABLED (B /5 H)
TR AL T SOL/IDER £ i&R P %5 InHEH Kerberos 13, NIHEIETLE A Disabled (Z5f]) , Jfifid Kerberos
BE AP BR%IE. WERAMH Kerberos, NTEEAE SOL/IDER £ 1FH i H ek A H H 451
e Serial-Over-LAN (LAN _EH{7) (SOL) — DISABLED** (E.25H**) / ENABLED (B /5H)
WL SOL, Al Intel AMT & HR 15 7 i 7 ) 5 i A/ B HU B E ) 2 E R S5 356 & o
o IDE Redirection (IDE HE’E[]) (IDE-R) — DISABLED** (EZEf**) / ENABLED (E2J5H)
WL IDE-R, Intel AMT &35 7 it il 7R #R i & Ll i el £ g 1151 50



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Password Policy (M%)

S PIAE N T REF A E RS . MEBX #8245 A2 R 8 Fp T BRAT A s A RS 4654 B A AR I 28 75 R JS ) ME. B ARSI Bl A f 2
o IZAETIURE B E (T [ 20 [ 454 f AT MEBX #5091 (il FE RGTRT BB MEBX #HG . (EARME T Aridkte I, W45 0A1 MEBX #HS H]
REAFTAE . HARBEIT

o Default Password Only ({UBRIA#RS) — FUATEESCE RS BRIAMERT, MEBX ZMRIMZ %A 22 o (BAEHES MEBX A% Bk
WEJG, MEBX SR &) fES A o

o During Setup and Configuration (7EZEMIENE) — G EMILENE, MEBX HMEFIMLZHEEIGAA T RIS fEEMI
EUBRERE, XA EBRESAE .

o Anytime (fEAI[]) — fEHHEL MEBX #IGak M55, MEBX TG W 45 Z 440 T R RS



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[«] DEFAULT PASSWORD ONLY

[ 1 DURING SETUP AND CONFIGURATION
[ 1 ANYTIME

Secure Firmware Update (44 [E 45 )

AR VFIE A /A e e ETET . Secure firmware update (ZCAxFEPFERT) & 60 EL G - 2. WERBCATRAVEELOUH - 4
TR, ITCIE B R o

TEJ5 /] secure firmware update (Z2REEH) EEE, G LML EEHREG. LB EEHHED LMS K7 . R EssH
LARNAHE T, W0 P A0 20 e FH 0 4 [ 42 BE i s A M 1 2 B34 e BT [ 44



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

Set PRTC (i%x& PRTC)

DIMEAR JEIAPRUER A] (T RFRUERTA]) #3 (YYYY:MM:DD:HH:MM:SS) #i A PRTC. AR HITERE N 2004 4£ 1 H 1 HE 2021 £ 4 H
1 H. & PRTC R HTEW A (G3) IRATYWHIRE PRTC. MR E AR A Wilic B Bon.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit

Idle Timeout (Z5HE#E)

B E L ME WOL ZS[RGER o st it a5, ME it ARIIFeIRES . FUAFEIERE 7P —1> ME WoL Mg S, LI [RGB A4 24
Mo LA BRI i N %M



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model
Setup and Configuration
Un-Provision

o0L/ IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

DHCP B M) Intel AMT HE R4

TERERT KT Intel AMT Configuration (Intel AMT EE) SERTUHEATFEIREIRG, LUBRIAAE DHCP A NECE 8.

DHCP #:{ MY Intel AMT fig B 7R
Intel AMT B 2% iz
Intel AMT Configuration (Intel AMT &) EEIHE <Enter> 4.

A Intel AMT
SEERGHAZAME

EH LT PRI EZEC

Host Name (F#14)

e J2M Network interface (MZ&4#0)

TCP/IP « il DHCP Mode (DHCP #xt)
o WEEL (H amt.intel.com)
o e Intel AMT 4.0 Mode (Intel AMT 4.0 #X)
Provision Model (Fillic B#=) e Small Business (/M)
e JAM soL
SOL/IDE-R e JAH IDE-R
Remote FW Update (EFeE {5 ) Ja H

AR MEBX, 2V TSNS T 2 Windows® 1#1F A%t

EAERTTIH Intel AMT $#5E R~



TEERT KT Intel AMT Configuration (Intel AMT ALE) SEHRTUHZEARFEEE /RS, DB RUIAESSEL M RE AN 115E
HIFFER A MAC Hilit (GBE MAC HihEFIFTE FEE MAC Hotk) | DMEEESER N THE. RSN MAC ik, NITCHEAEER S
R TIEE Intel AMT,

AN Intel AMT Bt &7 6

Intel AMT RBCEZ4L {1
Intel AMT Configuration (Intel AMT [i2#) |44 <Enter> &
Host Name (F:#14) R Intel AMT

HIGLLT SRR ES AL

Ji ]l Network interface (M%&)
1] DHCP Mode (DHCP ##%)

W 1P Hibk (#14n 192.168.0.15)
RE T MM (Hlin 255.255.255.0)
LN SR Byl

Tk DNS Hihk kel eI

#% 1 DNS Hbhb A aT 35

WEEA (H0 amt.intel.com)

TCP/IP

e Intel AMT 4.0 Mode (Intel AMT 4.0 #={)
Provision Model (Filifit E=) e Small Business (/Mil{lk)

e JHiHl SOL
SOL/IDE-R e HM IDE-R

Remote FW Update (G2 & {45 5r) J& H
TRAFIFIRH MEBX, ZAE T HEALE5 2 Windows #E &%t .

" RGUE BRI S Intel 424



http://www.intel.com/technology/platform-technology/intel-amt/index.htm

1 [A] H 53¢ DU

2L ey 1A
BRI T
Wi BRI EMEYE — T i, EAUERCE T EAL, Intel AMT ZhReEA W SN AR TC . SERINBCE ARG FTT B (4 iR M A (A7 5 5
AT
o MBS — BB EEED RS LN GUI mH AR E TR, BN dRATHEEEA Intel AMT IHEEN T EHURIE—K.
R ORAFAE USB g i (7K 18 a5 TP IO BCE S5 i Q1 SRS PPS 71 PID B
e MEBx #H — IT HHALEFECEE Intel AMT HJiHEHL EF3hlECE Management Engine BIOS Extension (MEBXx) & & . Mid7E
MEBx Fif -PegE A fC B R S50 32 TP F1 8 “FRFI AU #4], RIS PPS 1 PID FEL.

LAR JLA5 R 08 I LA [ T HE PR B




1 [A] H 53¢ DU

I &y

A B AE ] USB FRE A SRIZENNCE Intel® AMT. R LU USB 3K shds NI BAEAHBID B %500, FIUEC 1D (PID) Fihicas 3C

(PPS) fHE. XA USB L. USB TlCH [T s EANBCE TSI, AT Sks 7 RT3 % H BT 51 19 ()

(U4 MEBx A N ) B0AME admi n B, USB FCA SG&1EM . 2R EHEMUER, M@k CMOS H BB ) BAME.

AR USB KB NAER IR BRI E LRI N . AR Altiris® Dell™ Client Manager (DCM) A4 FE , %254 USB device

procedure (USB i%#EEE) T,

OO0 T #HARAN G USB SRSh# N7 AT & B & 1T 8L,
OO0 FAA Gl 6l & S E AT E RS54 (SCS) i RAM I E R E 0% -
OO0 SCS $ATLA F#AE
OO0 A AHMN S, PID F1 PPS 4
OO0 Kzl B A2 EdE
OO0 FiZds ik FAE HEE S &
000 s &4 %M. PID 1 PPS 5 A USB IKahdINFEH Y setup.bin 3.
OO0 #HAN G USB IKBha N EEA Intel AMT IHRERIFIH AN B X 2805, FARNGIFTLL FfE:
OO0 A E, FFEHERET A
OO0 ¥ USB Rah#sINFifA LT AL
OO0 Tz ENL
OO0 5L BIOS #:ll USB JKzh# N 1T
o WRIKF| USB IKBNFRINTE, BIOS HAEWRSEINTTEHMLE R setup.bin 30 HHEELE 7.
o WIHREAFLF) USB IKFNERINTEEL setup.bin 301, MIEHESITEN. 72K EALE,
Qoo &N BIoS B aa—NRHE, #2504 B 3h 58 i B b E
OO0 setup.bin XI5 IR N AT 2 B 58 i AT 84
w JRHESCHESkIE R
w NN 4T e
o WSRZAEBRPAT A, MY ETICSRAG A5, AT I i F ) et 536
OO0 A N7 E A MEBx S8,
OO0 Z#-E H MEBX .
OO0 MEBx #bHZi0 5.
OO0 MEBx 7EZ R B/R5EUE B
JO0001T FEARNGKANZ L. B, ZiFENGTIREIRS, FE SIS MR g R i .
JOOO0mRELAEN, NIEFEZELE 5.

HEWEEER SN, LRBOST USB YKahas WA BENECENELER.

USB IXzljzs A7 EK

USB IRZIga N A& LA T ER, A REIRENECE Intel AMT:

HARMIKT 16 MB.

LA FAT16 S0 R GG 0 HF T8 Ak

FXR/NAICA 1 KB

USB IR3I# N7 TCE51 S

setup.bin JCHMAUEE M INEE] USB IKBIES N LU . USB NS ST H e S0, Jeie 2 R S0
FERI S

- EMERSCHF R E



MEBx FH (/A=)

Intel® Management Engine BIOS Extension (MEBX) /& Intel ¥4 Dell™ $24tH)7 1k ROM #itk | Bi4E5T Dell BIOS H1. MEBx %
 Dell THEHLME S .

bR GEATARARIES) FELBRNLERS S (SCS). SCS AIEMZ Eiafr ATHAT Intel AMT S EREE NN . SCS #
MEBx HHBFRVETRC E 555 . SCS M H M FFHEN T (1ISV) $24E, IFESTE ISV BEIEGIG . AXIEE, &gz G Ht
Eﬁo

T TR IRERECE Intel AMT.

ME il &

BAEH T FJE A Intel Management Engine (ME):

000 7£ Dell #brfr £ <Ctri><p> &, JEA MEBX Jf#io

OO0 4 Intel ME Password (Intel ME #{4) FEH4EA admi n. 3% <Enter> #.
B KNG
FEXT MEBX WeTUFEA T BEEACHT, G B OB B A o

Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESCI1=Exit [ENTER1=Submit
OO0 %8 Cchange Intel ME Password (FEi Intel ME Z44) . 1% <Enter> . AGTEM B X LTI
B RS DA N

o EMHG/\NFLF




° 2SS

° ZZLQ‘/TU CEZE;

o ¥

o FERTFAE (AREUTFRE) , Bl <$UErr, AEEE. e e

BEAh, FRIZ () MR ARI S TR, (B I8 A i 2 2t .
OO0 FHESCE LS Intel AMT FraR B, TP AT SO EIR S EIR S

Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) ME Mew Password

[ESCI1=Exit [ENTER]=Submit

OO0 %8 Intel ME Configuration (Intel ME it ®) , #RJ51% <Enter> f#.
ME Platform Configuration (ME &l &) WiL&EEE ME DhRE, FlanrEJED. EEEHhaess.



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

OO0 FHERE FEEN, & <y> 6

System resets after configuration change. (RZHFEREEN/FEE. ) Continue (Y/N). (4% (YIN) . )



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[t1]=Select [ENTER]=fccess

[ESCI=Exit

[Caution]
System resets after configuration changes
Continue: (Y/N)

TN Intel ME State Control (Intel ME IRZS#EH]) « R BGAIZE A“Enabled” (B J8) - EWEIZIZRE TN
#“Disabled” (B2EH) . WREZEH Intel AMT, LR 9 Manageability Feature Selection (T EHIVEIIRENER) ik

WiE N None (JC) o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 i%&#F Intel ME Firmware Local Update (Intel ME B A #) - #% <Enter> f#.
OO0 #&)Fi%# Enabled (BEJ5f) i Disabled (B2:H) |, A/5#% <Enter> .

T N E A " Disabled™  (E45H])



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 i%&#F Intel ME Features Control (Intel ME ZhAEEH]) | SR)5F% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

N—i&TiCh Manageability Feature Selection (RIEFMIIREIERE) o WIREE R EFEEHE. BOUEEN Intel AMT.

WL None (O0) SASHFTARE H6E.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

J0O0O0 #%#% Return to Previous Menu (GRF E—3#) | SK51% <Enter> §#.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

J0O000 #%#% Intel ME Power Control (Intel ME HIFE#ER]) | SAEH# <Enter> %,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

F—i%&H Intel ME ON in Host Sleep States (fEEHHEIARZ FFE Intel ME) « ERIAZE N Mobile: ON in SO.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

1000 B H“MEBx &I {44 ME Bl .

EHLE EoRE B Intel ME Configuration Complete” (Intel ME BLE&5ek) , JEHERIEH Hsh. £ ME IEE S5, HATAE Intel AMT
WHE.

Intel AMT Configuration (Intel AMT il &)

BirE HiRF& LR Intel AMT Configuration (Intel AMT BCE) &, AT AT .
OO0 FEIGE1 S5 L, FE8 b =S S 27 s #% F <Ctri><p> #LIEH A MEBX Hiit.
OO0 HI&HmEE AL RE, HRAFH Intel ME 24,

OO0 ## Intel AMT Configuration (Intel AMT ECE) |, 85K <Enter> {#.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration 4

Intel(R) AHT Configuration )

Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

OO0 % Host Name  (EHL4) , AJE# <Enter> 4.
OO0 HMiZ Intel AMT HLEsEAME— 2R, SRE1% <Enter> 4.
TR AE TN MRS LT EE M TN . S TRATRE 1P bk R, EYAER AT IHEN 1P .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESC1=Exit [ENTER]1=Submit

OO0 % TCP/IP. % <Enter> 4.
000 prat R UM EER, % <n> #:

o [DHCP Enable] Disable DHCP (Y/N) ([DHCP Jif] Z5H DHCP (Y/N))



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Palicy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

OO0 £ Domain name (84%) FEHHAEL.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESCI=Exit [ENTERI=Submit
OO0 MEEPi%EfE Provision Model (TRECER) |, SAE1% <Enter> 4.
1000 FHE/RUNEER, % <n> 4.

o [Enterprise] change to Small Business: (Y/N) ([ 4] FESCAH/NDES: (YIN))



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Enterprisel
Change to Small Business: (Y/N)

J1O000 MEHTHIEEE Setup and Configuration (GREMACE) , #A51% <Enter> 4.



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Host Name
TCP/IP
Provision Model

setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

J000 ## Current Provisioning Mode (H4ATTECER) PAER Y, A5 <Enter> f.

BN YR HSBIE ERR . % <Enter> B <Esc> iB!l.



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLs PSK 4
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

Provisioning Mode: NONE

1000 MEHTFIEEE Provisioning Record  (Tfi &Eidsk) , A5 <Enter> f#.
B R TN E. PSK/PKI SE 8. AR ARSI AEMESRE, N MEBX 2 Z/R{5E
Provi sion Record not present (THECEICFEATAE)
WRCH AEIE, Provision Record (FE &%) & Enit—5KER.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS P3K »
TLS PRI »
Return to Previous Menu

[ESCI=Exit [tl]=Select [ENTERI=fccess

Provision Record is not present

J1O000 MEHHIEEE Provisioning Server (TRECE RS #) , SR <Enter> f#.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK »
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER l=hccess

J0O000O 7£ Provisioning server address (THECE R Saaiihl) FRFEATICER S 1P 4%~ <Enter>.
BOAKEN 0.0.0.0. X4 DNS IRG#llA DS Hile B R 55wt ATICE IS4 1P AR AT, EBONEE A S 45



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK »
TLS PKI 4
Return to Previous Menu

Provisioning server address

[ESCI=Exit [ENTERI=Submit
J0O00 £ Port number (iH5) FERPHAROS, H#% N <Enter> .

BOABEN 0o WPRAABEERNKE 0, W Intel AMT 220l ¥ 1 9971 RIEETRC BN ST a% o WPRTAC B IR S5 % IEAE BT H e 1
TAE IR o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record

TLS P3K »
TLS PRI »
Return to Previous Menu

Port number (0-6553%)

g

[ESCI=Exit [ENTER1=Submit

1000 MSE#EFIER TLS PSK, X5 <Enter> .




Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PRI »
Return to Previous Menu

[ESCI=Exit [til=5elect [ENTER1=Access

JO00O0 F—&W A Set PID and PPS  (iZ#® PID 1 PPS) -
—H SCS AitifE, ErFs3halfE8 USB %A% A PID X PPS.

R T AT E 1D (PID) MFIICE %3 (PPS). PID N 8 NF4F, PPS NN 32 N5, FEEHINFRF 2 [0 — R AR
R A AR A SN, U PID A 9 NMFAFT PPS A 40 M F4F. SCS AR ik 2 AW,



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Set PID and PPS =#

Delete PID and PPS ==
Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC1=Exit (ENTER1=Submit

# Delete PID and PPS  (Mllix PID X PPS) &M, B Al SRS M ) BN E . 12 UK BN A FRARTI
BIFHRRD

J1000 %4 Return to Previous Menu (GRIF E—3¢8) | K51 <Enter> .




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS =x
Delete PID and PPS ==

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

J1O000 MERPIERE TLS PKI, K51 <Enter> f#.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »

TLS PRI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

J1O000 MEHHiEE Remote Configuration Enable/Disable  GEFEACE S H/ZEH) |, X5 <Enter> f#,

IETT HERIANIRE A Disabled (E45H) |, (B MZEMETEASZFGENAS, WS EESCH Enabled (BJHH) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configquration EnablesDisable ==
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER}=Access

[«] DISABLED

[ 1 ENABLED

#% — may cause Intel(R) AMT partial unprovision

1000 Wk Enabled (BJEH) , NIEZFEEE 19 2] 21. WAIEA Enable (T/E) , WHZ £ 22,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes

Set FODN

Set PRI DNS Suffix

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

T—i&Ji4 Manage Certificate Hashes (BIIEHEFIME) « BB T, HECEUABIME. ATHRIE T SR E i)
o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FODM

Set PRI DNS Suffix

Return to Previous Menu

Hash MHame fictive Default

eridign Class 3 Primary CA-G1 [ ] []
UVeriSign Class 3 Primary CA-G3 (%]
Go Daddy Class 2 Ch [#]
Comodo AAAR CA [#]
Starfield Class 2 Ch [#]

[ESC1=Exit [INS1=hdd [DEL1=Del [+]=Active [ENTER}=View

J0O000 MWEHF%ERE Set FQDN  (IXE FQDN) , SR <Enter> 4,

1000 FEXAFBH AT E RS 4 H) FQDN, 2AJ51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit

1000 MSEHT%EREE Set PKI DNS Suffix  (£E PKI DNS J54) . 1% <Enter> .

1000 £ 3CAFB P48 A PKI DNS J543f1% ~ <Enter>.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FQDN

aet PEI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTERl=Access

#% — may cause Intel(R) AMT partial unprovision

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .

MIALEIR I ZE Intel AMT Configuration (Intel AMT FRE) 32,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z2003-08 Intel Corporation. AlIl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »
TLS PKI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

2 Un-Provision (BUHTIACE) 0T, MUIANRHHEAURE ) BONKE . 1620 “POEAR B AR BRI



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

J10O00 %+ SOL/IDE-R, #RJ5H <Enter>.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 peseion EUNE R, % <y> f#:

o %%;luN)tion] System resets after configuration changes. ([ %4 RGEBARBETELEEE) - Continue

. (BREE (YIN). )



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

[Cautionl I
3

ystem resets after configuration changes
Continue: (Y/N)

o User nane & Password (JH/Z&H1%00)
J0O00 %% Enabled (BEJEH) , A% <Enter> .

BEEITA] LRSI WebGUI SRS R A IR A e T, WA HE 0191 MEBX SRV [ ALRR »



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

(=] ENABLED

JO00O0 *+F Serial Over LAN (SOL/IDE-R) (LAN _L& 17 (SOL/IDE-R)) , i5i%#k Enabled (BEH) , A5 <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

(=] ENABLED

J0O000O X IDE Redirection (FERIFAZIREEER) , 1H®E <, select Enabled (EJGH) , AF# T~ <Enter> 4.



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ |

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

decure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

IDE Redirection
[ T DISABLED

(=] ENABLED

F—i%&Iih Secure Firmware Update (Z&[BEEH)  RIAEEN Enabled (EGH) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

Zg% Set PRTC (iXH PRTC) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit

Nk WTA 1dle Timeout  (ZERER) o BUABEN 1o (CHAEMEEEEECN NG ME % Wol I, B AG 2.




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]
setup and Configuration

Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTER]=Access

1000 %% Exit (IBiH) |, A5 <Enter> 4.



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

1000 peseion EUNE R, % <y> f#:

Are you sure you want to continue? (HEZ4LEL? ) (Y/N):



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ti]=Select [ENTERI=ficcess

[ESCI=Exit

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):

HWENEREE. KA AW RIER SR, 1, R TR ERSIT G 8.




MEBXx 5t (SMB #52)

Intel® Management Engine BIOS Extension (MEBX) /& Intel ¥4 Dell™ $24tH)7 1k ROM #itk | Bi4E5T Dell BIOS H1. MEBx %
A Dell HEHLUTER] o

AN, Dell 3 7EH/Mlk (SMB) #FiZ BATECE Intel AMT. SMB =i —TETZ B Set PID and PPS  (3%'& PID fll
PPS) i%Ti. I/ Provision Model (TIlCER) EWhY % E A Small Business (/M) TdE Enterprise (420k) .

I FHS A SMB 1 M IEEFECE Intel AMT.

ME il &

BirE HbRF& LR Intel Management Engine (ME), i&HATLAT 2538
OO0 7 Dell &k 4E B3 <Ctrl><p> #, #:A MEBx Bi5E.
OO0 £ Intel ME Password (Intel ME #63) B admi n. #% <Enter> 4. HFHMX 5 K/NE.
FEXT MEBX TS T EEACHT, /05 BE OB 2 0
Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

OO0 % change Intel ME Password (I Intel ME #43) , #AF1% <Enter> 4.

OO0 #AFT RSP LA TR
WAL & LU 3R

I
BKRG

/b
74

ES)
z
V%

O 0O o



B E—A /NG T
o #F
o WEHKFAT (ARBUFEFEE) , Hlner. c$UEL, GG R
AN, FRIZ () MESEhEERNEL TR, HoRS R g 2k,

OO0 E G U Intel AMT FrA#L
BJe, TAHUES AT BOA R BIRS  R BRAS
Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) ME New Password

[ESCI1=Exit [ENTER]=Submit

OO0 i%&#F Intel ME Configuration (Intel ME FC®) , #A)54% <Enter> f#,
FIAT R T [ R T RE S .

ME Platform Configuration (ME “FHECE) ALERE ME ZhhE,



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[tl]=Select [ENTERI=fccess

[ESCI=Exit

OO0 FA RN F R, & <y> §t:
RONEREER T, Continue (YIN). (4% (YIN) - )



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[t1]=Select [ENTER]=fccess

[ESCI=Exit

[Caution]
System resets after configuration changes
Continue: (Y/N)

%A Intel ME State Control (Intel ME RZSEH) « HIETIIBHALE N Enabled (BEJ8M) - B0 EHYCH
Disabled (BZtH) o WHREEA Intel AMT, BEIZIRIHEN BY% Manageability Feature Selection (& IhEE

) EIEN N None (©) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 i%#F Intel ME Firmware Local Update (Intel ME E{ A5 #) X5 <Enter> .
O00 #4)Fi%# Enabled (E)53f) # Disabled (B2:H) , %51 <Enter> i,

IR NI E N " Disabled™  (245H])



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

J0O000 #%#% Intel ME Features Control (Intel ME BifE#sd) , SX/GH% <Enter> 4.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

T—i&Iih Manageability Feature Selection (FIEHEINAEIE) o IWIREHIRE TS E M. BRIAEEN Intel AMT. %
&I None  (J0) &2 IS HIIRE .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

J0O000 #%#% Intel ME Power Control (Intel ME HE#EH]) |, A% <Enter> ##,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

N—i%&W A Intel ME ON in Host Sleep States (FEHUEIRIRET Intel ME 1) -« BHAIRE N Mobile: ON in SO.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

J0O0O0 #%4#% Return to Previous Menu (R[FI_E—3£8) | SRI5H <Enter> #



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

1000 B H“MEBx &I {44 ME Bl .

EHLE EoR{E B Intel ME Configuration Complete” (Intel ME BRE5eik) , FHHRENHsh. £ ME IEE N2 )5, HAEE Intel AMT
WHE.

Intel AMT Configuration (Intel AMT &)

£ SMB A FEH Intel AMT

OO0 fE8a 51 S5 L% <Ctrl><p> LUEF#EA MEBX Fidto
OO0 BB A F DG RE, BB Intel ME /5.

OO0 i%&# Intel AMT Configuration (Intel AMT Fl®) |, #X)51% <Enter> 4.,



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AHT Configuration
Change Intel(R) ME Password
Exit

[tl]=Select [ENTER]=Access

[ESCI=Exit

000 % Host Name (EW4) , AAJF#% <Enter> 4.
OO0 Mz Intel AMT HLEBAME— 25K, SAE1% <Enter> .

FEFENL P AFEEEM . WRME ETCEENENS. NTHAHRE IP MR AR, ST ATIHENR 1P .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESC1=Exit [ENTER]1=Submit

OO0 %8 TCP/IP, SR <Enter> 4.

OO0 AR RIS, # <n> 4

o [DHCP Enable] Disable DHCP (Y/N) ([DHCP J&/H] 25/ DHCP (Y/N))



Copyright(

Intel(R) Management Engine BIOS Extension v4.0.4.0003

[ESCI=Exit

C) Z003-08 Intel Corporation. #ll Rights Reserved.
[

]
Host Name
TCP/IP
Provizion Model
Setup and Configuration
Un-Provision
SOL/IDE-R
Password Palicy
Jecure Firmware Update

[tl]=Select [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

000 &7 B A4 .




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESCI=Exit [ENTERI=Submit
OO0 MEEPi%EfE Provision Model (TRECER) |, SAE1% <Enter> 4.
1000 st Eon L NEER, 1% <y=> 4

o [Enterprise] change to Small Business: (Y/N) ([ 4] FESCAH/NDES: (YIN))



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

[E5C]=Exit

]
Host Name
TCP/IP
Provision Model
Setup and Configuration
Un-Provision
SOL/IDE-R
Password Policy
Jecure Firmware Update

[Ti]=5elect [ENTER1=Access

[Enterprisel
Change to Small Business: (Y/N)

1000 #kid Un-Provision  (BUHTHACHE) RIS Iinl it SALE M BOARE . 520 <2 B

1000 %4 SOL/IDE-R. % <Enter> 4.

B A R TIC B AR Y 5

5

o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP,IP

Provizion Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 frA R LA FERE, 4% <y> #:
o [#4E] ALK ARBEEN/EESR. Continue (Y/IN). (4% (YIN) . )



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP,IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[Caution]
System resets after configuration changes

Continue: (¥sN)

J0O00O & Username & Password (P AF1%1) %8 Enabled (BJEH) |, /5% <Enter> 4.
I LA E T WebGUI SRS I P A& S . I R2E A eIt A H A MEBX R AR .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

=] ENABLED

JO0O0 *-F Serial Over LAN (LAN _EH#f7) , &% Enabled (BJEH) A51% <Enter> .,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

JO0O0 X IDE Redirection (FERFFRIFEEEN) |, i5%F Enabled (BJEH) A51E <Enter> .,



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name
TCP/IP
Provision Model
Un-Provision
Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

IDE Redirection
[ 1 DISABLED

(=] ENABLED

F—i&iN Secure Firmware Update (Z&[BEEEH)  RIAEEN Enabled (E/EH) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ I

Host Name
TCP/IP
Provision Model
Un-Provision
S0L/IDE-R
Password Policy

secure Firmware Update

set PRTC

[ESCI=Exit [Ti]=5elect [ENTERl=fAccess

[ 1 DISABLED

[«] ENABLED

J0O000 ¥kt Set PRTC  (iIXH PRTC) -



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP/IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Folicy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:55)

[ESC1=Exit (ENTER1=Submit

kTN 1dle Timeout (WA « BRUGKESN 1. (LH NFHFEH Intel ME ON in Host Sleep States.
Jii Intel ME) BFHE%EEE Wol I LA AR ERGR Y ME B, B A A3




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(Cy 2003-08 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

set PRTC

Idle Timeout

Timeout Value (1-R5535)

[ESC1=Exit [ENTER1=Submit

J0O00 4% Return to Previous Menu (GR[F E—38) | SR51% <Enter> .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER1=Access

1000 %% Exit (IBiH) |, A5 <Enter> 4.



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

1000 pr#tBa L EER, % <y> 4.
Are you sure you want to continue? (HiEZE4HZ:NL? ) (Y/N) :



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ti]=Select [ENTERI=ficcess

[ESCI=Exit

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):

1000 EHEEREsZ G, KRETHEPIFERITREREZIER.
BERS, RN T BRI R -




1 [A] H 53¢ DU

RGEHRE

— B AR PR BT AL, WIE T LR IR e 2 M. AR Intel® 82566DM NIC. Intel Active Management
Technology (Intel AMT) (Intel 3 EHEA (Intel AMT)) Tk H THMEM NIC fE 4.

FIIENGE, HEM S A AR BRI E RS (SCS). WRITENIREZR S 4, WAL Intel AMT HIREM T ENLIE SRR 554 L%
Hello 15 &

DHCP F1 DNS Wige H TR BRI E R S tE Z UL H S 5E K. Wik DHCP A1 DNS AT H, Atk BRI E R S48 (SCS) IP MiikF
A B4 Intel AMT ZHARENHHENLAT MEBX .

Hello {5 B & LUTMER:

e Provisioning ID (PID) (TiEZE ID (PID))

« Universally Unique Identifier (UUID) (4 J@M—+RiR%& (UUID))
o IP dtbhk

o ROM I (FW) fiiAS

Hello {5 EX 2 AN Wo 3G MM 1 SR AL S HOR T ENLUEAET 5B WRE TLS, N scs a1 Hello {5 8 {5 BLLAER
TLS AUL=E4H (PSK) ZMEM:, ARfgA T Intel AMT iHENERE %2 (TLS) E#.

SCS f#H] PID 7EHlHC & AR 55w 008 22 Hp & FR D B %% 5C (PPS), FF#H PPS 1 PID 45k TLS Pre-Master Secret (Mitl#i4H#) - TLS BT
AR R KT RN E S, Ry DA AR, W TLS. SRR TLS, WA HTTP Digest AT WIAKIE. HTTP Digest
Mg TLS —H2i4 . SCS FAM 4. HEESE Intel AMT HHENL, FHTECE LN H&EdEmE

T PPS A1 PID (FHT¥k iz BEAICE)
TLS iEH

TN R

T I )

HTTP Digest #Eilf

HTTP Negotiate #EiF

HENNRBERSHE LN ERE, R E2EE Intel AMT. —HATHECERS, stz &8 ital.




1 [A] H 53¢ DU

BAE ARG BIRE Y

FERERGE T, WAL ALK RE P LIE Device Manager (A EEfy) HREBRARNI A X LIRBIRE PR AR T I IE

SOL/LMS SKEhEF

Intel® AMT Serial-Over-LAN (SOL) / Local Manageability Service (LMS) JKzh#2/F 17 support.dell.com & ResourceCD _EH
Chipset Drivers GSHHIKEIFER) T#HE. KISFEFFRE Intel AMT SOL/LMS.. HUSIKEIREFE G ATIZ30M:, B gt it n P 4k
LT

2 SOL/LMS BREFEF 5, PCI Serial Port (PCI #7356 H) #iAWU445 4 Intel Active Management Technology (Intel £z
BEIRA) - SOL (COMI) #i AT

HECI IKzh#E ¥

Intel AMT Host Embedded Controller Interface (HECI) 3Xz#2/7 7/ 7E support.dell.com % ResourceCD L] Chipset Drivers (it
AIRFHET) T WSFEFARA Intel AMT HECI . HUSIKSIFRIT IR HATIZ M, BT EIF e P 4R TR 25 .

% HECI K27 )5, PCI Simple Communications Controller (PCI ffiZ @ EEHI%) #WATUEZE N Intel Management
Engine Interface (Intel &H5[4E 5 i AT,




1 [A] H 53¢ DU

Intel AMT WebGUI

Intel® AMT WebGUI 25T Web JW#1 A H, AT TERNZRITEVE . WebGUI # A/E—FIEER , LIE Intel AMT K&
AL B R BRI BN EIEM T WRIEEIT BN SIET WebGUI M F ML A EREER R, WIEERE AL L Intel AMT &
i B 1L T

A DT Web 35880719 Intel AMT WebGUI, #141 Internet Explorer® &\ Netscape® N AFEF -
AR AN AT

BFR
HFiR
EREH AL
A 26515 B T A
A

BN N, AL SMB S EMAENTHEN LT WebGUI Sf. EFELE T M A HENE R 3H WebGUI Hi &L E IR 55
. AT Intel AMT wfi sRHUCE T WebGUI FHEII(E K.

AIHIL WebGUI FIHEIEE, 1TSS 4 TUHA Web RIYT# A F Y Intel AMT /N4l A5 58 5y HE BRI
PATUL R BB LA 2 O e B B FIR S 2 1AL BT Intel AMT WebGUI :

OO0 4THEA Intel AMT DIEEH.C5ER Intel AMT BEFIACE 19T

OO0 N—AHz i SLUEZ) Web JYE:, #1015 Intel AMT TS T 7 — 7R TR

OO0 &2 MEBx W 1P HibkLUEEA Intel AMT ZHEEHITHFENE . (Fl40: http://ip_address: 16992 ¢
http://192.168.2.1: 16992)
o BHABHME, %l 16992, kG 16993 il https:// HERF| CAEM AT 5 i Bl B AL E 2 ML Intel AMT
WebGUI .
o MWMRMEMT DHCP, M4 ME (HH5E£MRE % (FQDN). Ml FODN HENAFIEA K. (H1a: http:// host _name: 16992
B http://systenl: 16992)

I ENESEA Intel AMT DHRERIITEMIES, TCP %42, JFEid A Intel AMT IIRERY TS Management Engine V5 Intel AMT
AT Web T«

AP ARG BRUSHP 48 admi n, SR LE MEBx T Intel AMT X E WAL BN AETENERE, HFPITHEMES. &
" LFE WebGUI HEEEGERETT AL MEBx %43, 75 WebGUI SRR 6l & UG &7 A A %8 . JrEsd (RO MEBx 1)
1] FF56 WebGUI B et il & gkt i e, T /A#7 17 MEBx HIZAH# MEBx ZEAGINIR M. A0 ARFTERE MEBX 256, LAE
MAAH TR [l MEBX . FAIAE Intel AMT % E i E MEBx BHIAT, %R REn] FVEA M Z a0t n] /RIS i . IR e 1 e fE %
i, XA FMNATER L. %% Exit GBI



http://www.intel.com/technology/platform-technology/intel-amt/index.htm
http://www.intel.com/technology/platform-technology/intel-amt/index.htm
http://www.intel.com/technology/manage/downloads/amt_smbusiness.pdf
http://www.intel.com/technology/manage/downloads/amt_smbusiness.pdf

1 [A] H 53¢ DU

AMT EERMEY

B Intel® AMT, WPEHTEET IDE 85 N EHAZ PGB E i 2 HEH G, M2 E R N5 SRS BIFERAS AT, BT
B4 Intel AMT Zhat. SHIERPGER UL MZER: . Intel AMT SZFRELT TCP/IP S LAN _E&# 4T (SOL. UR/HE#ELFE EIR) 1 IDE =
£l (IDER. CD-ROM EE[A]) o

LAN e 7Y

LAN _EHT (SOL) A4 i bk o 25 2 e bl B A 7 A5 Y D RE. SOL I T T R 2R B IRE e, (HH Pl o T S A 3 AR A 70 L i

A Intel AMT B9 3566 Intel AMT HE [ 8 9 BRI 6 2 [R5 ) SOL i, 55 P i B A TIE (5K L Intel AMT £
LAN Z# EHGER, HRAEEER G, K000, EIEH G EEL LAN BEERGE RATEE, HPiZ LAN JEHRE R % P i) # 7
BEATHRAES

IDE & AR

IDE E €7 (IDER) W TEFRIEMIZETE ALl IDE CD JRzhds fA4ikdfial LS-120 WK3hds. &5l IDER, Al ML b3 —AIkzhas
R ML ERE . B2 IDER &if s, EERE R E GRS A S — IDE @R IR R TR S0
Wi AL +52F . IDER A4 DVD .

filan, £ IDER K3 FEAERGUHIINE P . B8, ARG SN ETRER WA . R, YEEEGEF/E IDER TCP £

I, ZIKBNEEAEASEGHA TR . O IR EE | SREAM, Intel AMT SRS s EM s i LRl IDE #45. BT
TRET ESE P BIOS BLE MM ERL IDE #4575 S, R sERr E R EH SoL #1 IDER.




1 [A] H 53¢ DU

M HERR

AT AAEH I Intel® AMT L ELRET RRG LA FAK B HERR AP BR. ANl B 2 bl R UM (5 5., 557358 DSN.

W BN E

W BRI B AR E R E . 150) Intel AMT Bl & s M Un-Provision CRFIECE) &0, A4 Intel AMT B RIS M EHLIE N

AT EAR TS

IHIE IR LU SRR+ LI AR L EDIRES

OO0 % Un-Provision CGRUIACE) , A% Full Un-provision (SE&RTELE) -
SEAARTIICE AT T SMB B FTlC BT AL HETRE A Intel AMT L& ERE N BARE, H R "4 E'E ME itEiR
B, SERERS AT E v T NI TEC BT L. SO AT E S TA Intel AMT FECEIRERE HH) BIAEE, H
AELFE PID F1 PPS. i ATACE A4 HE ME BLEIR B &Y.

2 1 4P E BN AT E G2 . AR ERET )G, HHECEZE Intel AMT BLE AR BT RN BOAM AR, FHIL TR
ffifH Provisioning Server (Tifit&F5%%) « Set PID and PPS (i%& PID 1 PPS) LI} Set PRTC (i%E PRTC) &I,

OO0 #4# Return to previous menu (GEH_E—3E8)
OO0 % exit GBH) |, A5 <y> §##.
HEANBERTEF 530

[

R BT R E T SRR Intel AMT. 830 7E MEBx ZLTHI ) Secure Firmware Update (Z&[EFEH) KE NikiF Disabled
(B2 , A2 HEIRTThRE. WA e, MIFERZT BIOS B4 i PLFE 4R (E .

CTCEE R RET 5 H A RUA BRI 28 2 T Al e A A . AR PR IBTaT AT, W ATAE support.dell.com 3 s R .

Serial-Over-LAN (SOL) (LAN _EH7 (SOL)) ZIDE Redirection
(IDE-R) (LRI AZINFEEER (IDE-R))

WARTCH T IDE-R F1 SOL, NIEIEHR L N BRI TR -

OO0 fEWEG51 354 b, #% <Ctri><p> #EA MEBx Jf#.

OO0 I A SRR, BB Intel ME %45,

000 i%&#F Intel AMT Configuration (Intel AMT F'#) |, #X)51% <Enter> ##.
OO0 #4%F Un-Provision (CKRTIECE) , 451 <Enter> 4.

OO0 %8 Full Unprovision (GE2ARTELE) , AE1% <Enter>.

OO0 #£ Intel AMT Configuration (Intel AMT Bl SEEGEHT, EHRE 2T HARRE.

EiR(EE - TLEAE POST FiE A MEBX

MEBx 7775 DIMM A 6f#, EN41E POST I HILL MMEE, R MEBX HiE.
Bad ME menory configuration (ME WEADEAIR)
DIMM A is located beneath the keyboard. (DIMM A T4 N . ) AXRVTRRZAEM UL, 5250 RS0 8-






USB & B E

PR BRI H B30 Dell™ Client Management (DCM) W . AT A2 DCM BRI EMILE Intel® AMT HE2R.
AU SERTITEE &, AT AR 5 = A R 2o A HA R

THaAZRAERT, AT HH AL TECE T 7T i DNS o5 ata il HAMEE % USB fFifidss, [RIRSLURF&«“fiH USB & Tk LTS

M ZER.

EEEHE R E AR R AR SR T AR IRES . L b, AR YUEG ST ENBATRIULSS (FIINEHEIS) , G ReHR2ER

AR

L FAT16 S R4 A USB Btar, HABEGR.

Fle Edk VYew Favorites Tocks Heb

Format Removable Disk {E:)

Qoack = ¢y - | Flseach [ Foldes | [T
Address [ i My Compuber Capaciky:
Name [ Type |243 MB [~
System Tasks ® Hard Disk Drives
Eile swskem
&) View system information “eeLncal Disk (C:) Lacal Disk
&y Add or remonve programs IF'C"T j

B change & setting
& Efect this disk

Devices with Removable Storage

w0 Drive (D) CD Drive
TSI 01 i
Other Places ES Open
Explara
W My Metwark Places Sgarch...
() My Documents Autoffay
&' Contral Panel Sharing and Security...
Details & [ Format.._________|
Removable Disk (E:) it
Remavable Disk Cut
File Systam: FAT Copy
Create Shorbout
Renage
Properties

Allacation unik size

IDeFauIt allocation size

‘olume label

Farmat aptions

™| Enable Compression
I" | Creste anMS-DOS startup disk

Skart I

Close

BN AR Start (FFUR) 368, FTFF Altiris® Dell Client Manager VAR .

(7=

MM SR HIEE AMT Quick Start  (AMT HudEZ) LAFTH Altiris Console (Altiris #ZEHl58) -

"

Nikdn



ernet Enplorer

=1f] x|

o = | ] btpifalinisbo brvpro o alfik ris WS CraickStart.aspor Console.idm 355 140841644001 Sadd-a2f | dscTdact = ot e zes B
il - " - ¥
GF Gl Ak Ouick Start Conscle I | ff = E) - = - Epage - (T Took -
by i Standard 400 e SR
D&AL Dell Client Manager Standar = Oy altiris
T " =
Sl Dell Client Manager Standard
-~
+ Gattng Staried
= Discover Manageable Resouwoes
= Install the Aliris Agant -
= Canfigure Allifis Agént saltings ml
¢ Enable Hardware Managpemant mmﬂlﬂE
* Digcovar Dall Clignt Systems MANAGEMENT
. Configure Agents far 32-ba
Hardwary Mandgarmant Welcome
. Configure Agents for §4-ba Weleome o Dell Client Manager Standard. This hardware management salulion 18s vou manage your Dell
Haddwiars Managhrvint Procision workstations, OptiFler desktops and Laitude nobebooks frem a remete management consele
. Vi Clignl Systems Distovern Management cap abilfties far cedtain older modeds as well as Dralf Inspiron notebooks and Dimension
Results dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.
. Vikw Cliert Systems Conafigured for iDell Client Manager Standard includes 2 80 day licensa. If the license is allowed to expire, inventory funclions
Hasdware Managemant will céase fundlioning. To obtain a free, wnlimited Boansa you must registar vour produd. Gnde you hiae
o pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss
» Hardware Management Tasks
= Sean fad [rgnlony Data
=Scan for Current BIDS Settings Getting Started
- Configure BIOS Semngs Quick Start Tasks. If you've abready installad the Altins management framewok - Attins Motificalion Sarver
» Upgraita BIDS Verslan plus management agents on e systems you wish io manage - you are ready 1o enable hardware
-$e1-| e r'l sl |.:| i management on your qualifed Dell client systerns by following the Enks in thi Enable Hardwars
EEEIE R Management section al B top of Bhe guick start tagk menu, on the et
b ASE anicl AMT Sotup and Tasks Clicking any ink an the quick stan sk meny opens e target task, policy, of report in this windaw, Click he
- ASF Oick Star Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
« AT Quiick Stat Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
e = repoats may lake some time to begin retsming data the fiest time you snatils the policy or task that is being
b SumAmares repodtad on
. Dl Client Discovery and el
installation Swmmary First Time Setup, I poute just inslaBed Allins: MoSScaion Seroer fos the first S, thang 30 a Tiw théngs you
< BIOS Canfauratian naed o do first bafore you can perform Dell Client Manager tasks. Links to thess tasks are found under tha
guratia
«BIOS Upgraces Getng Started section of tha quick start task manuw. Also, depending upon your enviranment and
= management preferences. you may want to consider adjusting some Noffication Server configuralion
v Repors oplions ko befler suit your neecs.
_[Dvell Client Manager Agant d| Leam mofe... =
Done [T T T T g interee [ -

i <+> LUJBIT Intel AMT Getting Started (Intel AMT A7) #53



7 Altiris Console 6.5 - Windoss Intermet Esplorer l !Iﬂ

m = [0 hatpojstirisho brvpns Jocslfikris|Cormole Dt ssp i CorsoleGuide 3 aaBb6T-250b-42ad-51 86-Fe2i42a0e F0TaMiviid= 7 | "r_". $lLove seurch P_'-
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<1 altiris console sl b brétvn. Tock! « TRVAROLASmInistrator f M e
Heme View HManage Tools Reports Configure  Help >
i |G . .
: ==
= B Cut of Band Managament - ﬁ Qu 'ﬁ-n—-
ke _ﬂ At Siandacd Foresl Galtrng Stried a
il (O] Colectiors Intel® AMT Getting Started
B [ Corfiguraton [Mame e | ; ] [ )
% E I E et g Section 1. Provisioning Folder TRVPROVAdministrator 67142007 1:17-14 PM
= ﬂ wﬁ“ Sechion 2. Intel® AMT Tasks Faolder TEVPRO\ADministrator 61472007 1:17:13 P
i T
F.'I'P\.H“I -
= (& My Pavortes
Htris Consale Home Ao LtoZofl
r hnllr : af I.III Raws par gage: IAII -l
e ot o e e - T YT e

HH <+> LUBTFF Section 1 (%8 1 #84) - Provisioning (TIACE) #B5-



7 altiris Consale 6.5 - Windoss Intermnet F_:-:|_'||||r|2'r l!lﬂ

ol EﬂH.I'.p:ﬁ-allubo.t.lzn-nﬁ.lnocd.fﬂihMﬂ.mM-ﬂM?-WZﬁHIWMMMM-I"" -‘;r.'. X Lree Smarch Fe .
o : )

WE G T Ak Console 6.5 I | - ED - osh- s - Toss - ™
1 altiris console sttt trvgvo Jocel = TRVAROAdmilistrator ' -1 |
Home View Hanage Tools Reports Configure  Help >

LI " ————
A e
= B Cut of Band Managament - ﬁ Qu 'ﬁ-n—-
ke _ﬂ At Siandacd Foresl Galtrng Stried -
& O] Colectere Intel® AMT Getting Started
B [ Configuraton [Mame = [Type | . N B
B Cl T Sl g it Section 1. Provisioning Folder TRYPROWAdministratar  B/14/2007 11714 PM
S St T P Section 2. Ik AMT Tasks  Faolder TRVPROAADministator 671472007 11713 PM
H [T) Secbon 2. ImishE AMT Tasks
# [ Reports
& 01 Tasks
Favorites -
= & Wy Pavorites
Altris Console Home LI to 2af2
® hnllr : of |.' Rows zar page: [3 =]
Done T T O ieintemet (R =

Hith <+> LR Basic Provisioning (without TLS) (GEATIRLE (JC TLS) ) FH9-



7 altiris Consale 6.5 - Windoss Intermnet F_:-:|_'||||r|2'r -lﬂlﬂ

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn £ -
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<1 altiris console sl b brétvn. Tock! « TRVAROLASmInistrator f M e
Heme View HManage Tools Reports Configure  Help >

1.5 ey —
: A s
= B Cut of Band Managament i ﬁ Q -ﬁ.,_.-
o+ _ﬂ Abert Sandand Format GEttrg Sharied a
il (O] Colectiors Intel® AMT Getting Started
B [ Configuraton [Mame a | : ] [}
6 CYEiE ST el o ] Section 1. Provisioning Falder TRVPROWAdminisirator  B714/20071:17:14 PM
g B0 Saction 2. It AMT Tasks  Falder TRVEROAdministatnr  E/14/2007 1:17-13 P
B ] Basiz Prevesionns (vishout TLS)
M ] Ersble Secuity (TLS)
B O Secton 2. Intel X AMT Tasks
& 1 Reports
& T Tasks
FI\'P\HIJII -
= & Wy Pavorites
Altris Console Home LI to 2af2
= hnllr : af I.III Rowa par gage: m
e ot o e e - T YT e

#4F Step 1 (¥R 1) . fil® DNS.
B HNE PR LT R W AR S #8 L IE DNS HEH AProvisionServer”



7 altiris Consale 6.5 - Windoss Intermnet F_:-:|_'||||r|2'r

=|F]x]

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn

G0 EAE T)arke Conscle 65
1 altiris console

£ -
fi- B - rEae - ek -
' -1 |

pitirinbicic trigvo. ibcal = TRVEROVADmInieator

Heme View HManage Tools Reports Configure  Help >

1.4
= B Dut of Band Managament

® B3 alert Standard Forsat Gattrg Starbed

o

® O] Configraton

E B Iniel® AMT Gatong Started

B [ Section 1, Provisianing
= [ Base Prevsionng (vashout TLE)
@) Step 1. Configure BRS
{ifs S3ep 2. Descover Capabilties
0} 5:eo 3. veew Intel @ AMT Caoable Computers
@ Swp 4 Creste Profie
@] S5m0 5. Genarabe Sacurity Keys
4 Step B Configure Automatc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# [ Erinie Sesuity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# [ Reports
B ) Tesks

Favorites by
= (& My Pavortes
B Altris Congole Home

=

A nae=E
Intel® AMT Getting Started

Section 1. Provizioning
Sechon 2. IntaM AMT Tasks Folder

B/14/2007 11714 PM
TRVPROVDministrator 671472007 1:1713 P

Agmml Ltodafd
Fager 1 ofl

Rows Sar page: |r‘" :l"'

Done

T T T @ nteme [ =

7E£ DNS Configuration (DNS ft®) Ff4r LHd Test (M) , 30iF DNS &7 EA ProvisionServer A, LN TS AT AT 4 1E 661
Intel &AL E M4 (SCS).



w5 Inbernel B3 =

[ c ﬁ,:, J mmmwmwumwwaMWMmmmj ]E] @]L-m Search

X3 S Akris Console 6.5
<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
@l Step 1 Confiqure B0S
{ifs S3=p 2. Descover Capabities
0} 5:e0 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
@] Sen 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B [ Tass

Eanmtas, =

= & My Pavorites
B Altris Conscle Home

pitirinbox. o oot = TRVEROVADMInisbator

DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvisionServer” 1P

Resslved Intel@® SCS 1P:

Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its ewn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il

T o g L

g4 BoR ProvisionServer & Intel SCS HJ IP #ihit.



w5 Inbernel B3 =

[ c ﬁ,:, J mmmwmwumwwaMWMmmmj ]E] @]L-m Search

X3 S Akris Console 6.5
<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
5 St 1. Confiqure B0S
ffs S3=p 2. Descover Capabities
0} 5:eo 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
@] Sen 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B [ Tass

Eanmtas, =

= & My Pavorites
B Altris Conscle Home

pitirinbox. o oot = TRVEROVADMInisbator

DNS Configuration

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS

instances or the server platform has a different name, then CNAME records nesd to be
added to tha DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

TH#—:'
Resolved "ProvisionServer” 1P: 192.168.20.10
Resolved Intel® SCS 1P: 192,168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its ewn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

%3 Step 2 (B 2) . Discovery Capabilities (#&MIN8E) -

il

T o g L



G ﬁ,:, [ Htpuifahinisbor v JocaliAksisfCorsole/Detmi acpehCoraoleduad= S aaibé? Z50b-42ad- 6156 T ¥iata 7 ENmvridm 2] {es ot fove ses = ZP‘JE"E'
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<1 altiris console ¢ j

® - ees Gk *

LIVE - F—

_ 2
= © ouafams wmagenen ———

® B et Standard Forsat Gatbrg Staried

& G citlectcns DNS Configuration
& [ Configuration = = e = - : "
2 Y InielT AT Gating Started Intel® AMT device satup and configuration requires the pressnce of a Domam Name System
S [ Sectien 1, Provisioning [DNS) Sarvar, The DNS must have information for two antibas:
Y= Eﬂ,,mm {wishout TLS) = The computer runnang Intel® SCS Server must be registered in the DHNS
85, Sten 1 Configure DS + A configured, operational Intal® AMT device must be registered within DS
{ifs S3=p 2 Discover Capabliies
D1 Sten 3 view Tntel @ AT Cagabie Computers Intels SC5
@] 5ie0 4 Create Profie The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
@] S0 5. Gererste Security KEyE SCS Servar is running ¢n this computer] must ba regstared in the DNS as “ProvisionServer”,
@] 5tmn 6. Configure Autmatc Protie assgrmerns | | THES MUSE be dend in @ach DNS Domain. When it sends its "Hello™ mezsage, the Intel® AMT
W@ 5t 7. Monitor Frovisceing Process device first uses the domain name received from the DHCP server. If there iz more than one
@) 5005 Moriter Frofle SCS in the domain, the DNS will altemate bekween the servers. If there are multiple SCS

" instances or the server platform has a different name, then CNAME records nesd to be
i@ [ Eradis Seaurity (TL5) 2

; added to the DNS.
& ED Secton L. Intel 3 AMT Tasks Click on the Test button below to vanfy that DNS has the "ProvisionSarver® entry and that it
Reperts resolves to 'the comect Inteld SCS Server.

- THF-:I

Resolved "ProvisionServer” IP: 192.168.20.10

Ressclved Intel® SCS 1P: 192.168.20.10

Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P

Ennpie. =

B @ My Pavortes provided by the DHCP to the host 05 as its own.
B Atris Console Home When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are =
Pove T TS et N SR

KAEZILEZT Enabled (TJEM) - Wk Disabled (T45H) , Wik Disabled (TAEM) FHuRIEEHEIHE Apply (BH]) .
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21 altiris console:
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pHirabos repro docal = TRYVSADN Adminrbator

Home View HManage Tools Reports Configure  Help =

= 3 outof Band Management
H 53 alert Standard Farsat Getling Starbed
i ] Colechors
B [ Configraton
2 B Intel® AN Gating Started
2 [ Section &, Provisioeing
= O] Basic Prevsmoning (veShout TLS)
W@ 5iep 1 Configure RS
& 5Siep 2 Descover Copabilibes
B3 seep 3. view Tntel T AMT Capable Comoutars
W Swp 4 Create Profie
@] 5ien 5. Genersbe Secunty Keys
] 5%ep 6. Configure Automatic Profie Assgnments
-'] S%ep 7. Monitor Frovisioning Process
@] 5%ep 5. Monitor Profle Assigneents
B [ Eranie Seeudity (TLS)
# ] Secton . Irieb® AMT Tasks
# [ Aeports
B O Tasks

=2 [ Wy Pavorites
§ Ay Conscle Home

Out of Band Discovery

| W Enable (curently enabled)

:ﬂarne; Dut of Band Discovery
Elliucr_bunn‘. Detects Out of Band capability of dient system.

‘Package name: Out of Band Discovery Package

| Program name: |D|.rt of Band Discovery Program
¥ Enable Verbose Reporting of Status Events

all 32-bit Windows XP Computers, Al 64-bit Windows Vista

Apphes to collactions: oo ters, Al 32-bit Windows Vista Computers ...

| Package Multicast: [ Disaple download via multicast

=

4

 Scheduling Options
T Manisal ¥ Run once ASAP
i Scheduled I Schedule: No schedule has been definad
® only nen st scheduled ome
7 Fun =5 soon a5 possibla sfter the schediled tme

W User Can Run

I” Nobfy user when the task s available
™ Wam bafore running

@ Cancel | T3 The Agent inctallabion task has been saved successfully

Daone.

I T

Pt Step 3 (B8 3) . View Intel AMT Capable Computers (&5 E4 Intel AMT ZHRERTHHENL)
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G 4 #jakiis Console 6.5 I I B -6 - & - e Grok-
<1 altiris conscle T e  ——— - SRl e
| Heme View Hanage Tools Reports Configure Help >
Al z
S B3 Outof tand Managament Out of Band Discovery
& B Alert Standacd Foemat Gatting Started | |
O Clechere ||7 Enable (currently enabled) |i
B [ Configuraton | Hame: Dut of Band Discovery
65N LU AT Seina | Description:  Detects Out of Band of dient
5 [ Sacton 1, Prenish } g : capability system.
& ] Bese Pronesioning (vithout TLS)
#] 5t 1L Configure DS | Backage name: Out of Band Discovery Package
i Stp 2 Discover Capablves | Program name: |Out of Band Discovery Program j
B} S0 3. view Inbel @ AMT Caoable Computers -
@ Ste0 4. Creste Profie ¥ Enable Verbose Reporting of Status Events
@] S5m0 5. Genarabe Sacurity Keys L :
; All 32-bit Windows XP Computers, All 64-bit Windows Vista
R Sten & Configure Automatc Profie Assgrments | | Applies to collections: o0l HSoR %mp:s Vet COmpatars .. &
@] Step 7. Monitor Provisioning Process bk b ;
) Seep B Monitor Frofie Assrments Package Multicast: [ Dizaple download via multicast
i@ [ Eradis Seaurity (TL5) |
# (0] Section 2. Intel® AMT Tasks | Scheduling Options
& [ Reperts " Manual W Run once ASAP
& ] Tagks = Scheduled | I” Schedule: Mo schedule has been dafined
& Only run at scheduled time
€ Hun as soon as possible after the scheduled tme
F User Can Run
I Notify user when the task is available
I™ Warm bafore running
Favorites - Cancel | JaTha Agent installabion task has been saved successfully
= [E My Favoribes
B Altris Conscle Home
Done L Y B - T BT
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21 altiris console
Home View HManage Tools Reports Configure  Help =

il —
= 3 outof Band Management
H 53 alert Standard Farsat Getling Starbed

B O Cobactirs 'All Intel® AMT Capable Computers

@ 1 Corfiguration |.m o in tois ool =ra Intel® AT cacable.
B B3 el AMT Gateng Started Last Updeted:  6/37/2007 11:03i23 AM
= O Sectien 1, Pronisioring !E} This collection has no members.

= O] Basic Prevsmoning (veShout TLS)

W@ 5tep 1 Configure RS
& 5Siep 3. Descover Capabilibes
B '5iep 3. view Tnbel® AMT Capabio Comguibers
@) 50 4 Create Profls
@] 5ien 5. Genersie Secunty Keys
Wl 50 6. Configuns Automatic Profls Assignments
%] 5een 7. Morvtor Frovisoning Process
@) 5%e0 5. Monitor Profie Assigneents
[ Eranie Saeusity (115)
# O] Secton 2. Intel® AMT Tasks
& [ Aeports
# 3 Tasks

= [ My Favortes
§ Ay Conscle Home

%P Step 4 (¥ 4) o Create Profile (QIEFIE M) -

T T e

R
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] Colecbons
& [ Configuration
E B3 InfelT AMT Getong Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
@] 5o L Configure DI
& Step 2 Decover Capabiibes
0§ 'step 3. view Intei® AMT Caoable Computers
@) 5ie0 4 Creats Profls
@] S0 5 Gerersts Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
4] 5%ep 7. Montor Prowisioning Process
W] S0 5. Monitor Frofie Assgneants
& [ Erwdis Sty (TLS)
@ () Secton 2. Intel® AMT Tasks
& [ Aeports
B O Tesks

e bt

= & My Pavorites
B Altris Conscle Home

|AII Intal@ AMT Capable Computers

Niw:..' in this tolleticn are Intel® AMT cacable.
wmak Updated:  @27/200T7 1100311 AM
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G0 EAE T)arke Conscle 65
1 altiris’ console

Heme View HManage Tools Reports Configure  Help >

.lioa | rr A

o B3 Cut of Band Management his r‘:[ + /7 | Cah I
£ 5 abert Sandard Format Gettng Starbed Manage Profiles
# ] Colechors

®E 1 Configraton
= B Intel® AMT Gatong Started
5 [ Section 1. Provisining
= [0 Basic Provisioning {without TLS)
@ Step 1 Confgure BrS
&% Step 2. Descover Capabines
01 50 3 vaew Intel T AMT Cagabie Compubers
4T Simp 4, Creste Profie
@) Steo 5. Genarabe Sacurily Keye
@] Step 8. Configure Automabc Profie Assgnments |
@] Step 7. Monitor Frovsionng Process
2] Siep &, Monitor Frofie Assigeents
# [ Erinie Sesuity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

|}-:'rl..l!|I|:IIZI |F‘r1|1|||: Marmae |LZI|:'-r||:I|.':i .”I.".iI:rIFJr.II'IrI

# 1 Reports
B ] Tesks
o '
5': Altres Congole Home
Done T T T T @ nteme [Riors = 2
£ General () W+ L, & AT EKECE SRR M ER . SRR ERREERS LMET R4 % manual (F3h) #

et IR AT o

tion Service Profile < altiris

| General | Network | TLS | AcL | Power Policy |

General Administrator Credentials
Profie marme: |defaurt_2 User name: |.ar.1r:rr-1
Profile description: Intel® AMT 2.0 password:
Default profile 2] & pandom craation
#l " Manual:

Pascword rll"ll'ili'liilililtill
Kerbem I— l_'I'n":I: [:?-_'-:'.'."_.;’:I [IIII'I.II.I.I'I'II'
Max clock tolerance: 5

RS Intel® AMT 1.0 password:
Pasgword: Llli‘i!ll!llill!li!‘

ok | cancel |
{httn: iskrishar trepro Joc sl [ OOBSC REd PrafilaDl), asnx 2 actionmadd IR Inkernat |




Network (M%) EIiE#4L T HF /5 M ping . VLAN. WebUI. Serial over LAN (LAN _E#4T) X IDE Redirection (££)JT &k
BEEN) (k. MRTHEE Intel AMT, ML £ MEBx H i X LLik & .

) Altiris Console -- Webpage Dialog

2 | it Fadtietsbeee. brvpen, local Akt OOESC IE@ ProfileDin, aspacton=add

L4

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | network | TLS | AcL | Power Policy |

General

[+ Enable ping response
VLAN

™ Use vLAN

Enabled Interfaces
™ web U
¥ Serial ovar LAN
 IDE redirection

CK | cancel |

68 Inkernet

ikt akrishor Arvpre. o s Albris  OOESCEdtProfileDi, &spx P actionmadd

z:i

f&BI TLS (Transport Layer Security (f&ii/244) ) WK G H TLS. WREEH, METEFEIIEN (CA) K544 CA FH
£\ CA T RAE-FAs S b s 2

2} Altiris Console -- Webpage Dialog

x|
2 | it fakieisbos,brvpea, localfAirs | QOG5S EGRProfieDl, aspeTactionmadd =]
Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Network [ TLS | ACL | Power Policy |

ns
I se TLS

Confiqure the Profile Certificates

IFH.’-:'I|.I:I'.-_- d

ok |  cancel |
& Irkernat

okt skrishot_trpro bo sl Altris IOOBSC EdtProfilaDly, ssp? actionmsdd

4

ACL  (T7[a#EfIFIF) IR n] AR & O RS SCHERBRATR T, LA T P LAKGE SCHS R




/) Altiris Console -- Webpage Dialog 1
& hitp:Jfakiisbor,trvpro, ocall s  OOBSCIEGRFrofieDi, aspicracton=add =

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Metwork | TLS | AcL | Power Policy |

View and Configure the Profile ACL
User |Access Permission |Fe

[ aaa | iste | et |

ok | _ cancel |

ikt [ il brovpr oo sl Altires A OOBSC fEdik ProfilaDig, aspuc? actionsadd g Inkernat | &

Power Policy (EEJFERS) EWH-KE&AH Intel AMT EFEIEHIRA K 1dle Timeout (%8
B2 RABIHEE N 0.

Power Policy (HIESKNG) JET-RXHEVESREMF AR E 4.0 fREEABEL 0.

Webpage Dialong

2 Altiris Consaole --
£ | hitps/Tatirisbon. btrvpe g, kecallAlkirts ) OOESCTE G ProfileDlg aspx T actone=add

Configure Intel® AMT Setup & Configuration Service Profile

[ General | Network | TLS [ ACL [ Power Policy |

Oy altiris

L jx

Configure the Profile Power Policy

Inkel® AMT i ON in the following host sleep stabes:
|]nte§3 AMT is always ON (S0-55)

Idle bBmaout:
|'3' mifutas

SRGERT) WEAIE. SRR RENERE, BUR%

ok |  cancel

kgl skrishor_trvpro ko s Altris iOOBSC Edt ProflaDly, ssp P actionmadd 68 Trkernat

]

W Step 5 (% 5) - Generate Security Keys (&4 %4) .
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B ] Colechors
® 01 Configraton
E B Intel® AMT Gatong Started
B [ Section 1. Provisianing
& ] Bese Pronesioning (vithout TLS)
@ Sten 1. Configure B
& Step I Descover Copsbilves
0} 5eeo 3. view Intel @ AMT Caoable Computers
4T Sten 2 Create Profle
@] S 5. Generabe Sacuity Keye
] Step B Configure Automabc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
@ [ Erwnie Sesmty (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# [ Reports
B O Tesks

il‘:'r'..'flhl 10 |F"r1|1|||: Marme |IZI|:'-r||:-':i '|r-.~-.;|:n;.1r.mr.

3 detault_3 i} Dedaull profile

Favorites = =

. com: Lbtolo

=2 (& My Pavorites Fager L ofl Rom ser sage: (20 =]
B Altris Congole Home

e o Y T i s

VePE T LIMERIEME Export Security Keys to USB Key (K441 %N USB %4)
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altiris console

N\ |

Tnme m-_ﬂme Tools Reports Configure  Help =

s o+ @YY

= B Dut of Band Managament
i ;l Abert Siandacd Format Gettng Starled Managa Sacu I‘it'jl' KE',FE
@ ] Colecbors
®E 1 Configraton
E B Intel® AMT Gatong Started
5 [ Section 1. Provisining
= [0 Basic Provisioning {without TLS)
@ Step 1 Confgure BrS
&% Step 2. Descover Capabines
01 Saen 3. Ve Intel T AT Cagabie Computers
4T Swp 4, Creste Profe
] Step 5 Genersbs Seomity Kk
] Step 8. Configure Automabc Profie Assgnments |
@] Step 7. Monitor Frovisionng Process
2] Siep &, Monitor Frofie Assigeents
# [ Erinie Sesuity (TLS)
® ] Section 2. Invtel f AMT Tasks
# ] Reports
B ] Tesks

Favorites |

= (& My Favoribes || T Filtasr &y BOD: ™ Filtar by PS5

B Altris Congole Home

Done

1k Generate keys before export (RHHTA &) FkEiRH.

Export Security Keys to USB Key Oy altiris

£ Only selected
™ Generate keys before export:
Gestieeraile: S u:ri‘l'lf- Kiryr

rumber: of sEGUTIRY KEys-00 geEnerate: |5|:|

Factory Defanlt Intel® Management Engne Password

Iadmin

[Ntz

New Intel® Management Engine Password
T nimenuR|lyiste the Meragement

el | walopded from UEE kev ortyed inims

D5 Exfin TR

Iritel(F s Password: peliza
Export Result

To reais and download USE ey K rit camisgure satbngs and dick Genaratw lile; and than
thizk Cownlead USE kay e, Mace o losdad e ba the LISE Starage Daviow.

Avadable: Mo data exportad yet I Generate | Clase |

I

it ffakirishone.trvpr Jo sl Albris (OOBEC SecLrityMER: SebtingsPage aspot |G Tnbernat |

N B I 1~ T
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£ Ointy. selected

= [Generate keys before sxport:

Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteki Management Engine Password
Intel® ME Password: |au:|n1|n

HNew Intel® Management Engine Password

This paszsard i eithes uploaded Fom LE3 kay o fwped in manually intg the Mamagemant
Engine BIOE Extanseoh sooee)
IntelF ME Password: [peli1zan
Export Result
Tocrawbe #nd downlosd USE ey N Rt confbgurd aettings sod dick Genarets fila. and than
thel Dodnlsad USE kay e, Plecs donnlaaded MDe b ihi USE Siarage Do
Avadable: Mo data exported yet Generate |  Close |
i brishon. b vpeo. o s At O0BSC Sec i yMER  SettngsPags. &5 (g Internet =

Intel ME BUAZHS N admin. NSRBI Intel ME %45,

:J’.lﬁrlh Consale - Webpage Dialog

£ Onty. selected
 [Generate keys before export:

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Intek® Management Engine Password
Intel® ME Password: Iau:lrur-

HNew Intel® Management Engine Password

plosded frotn LS8 key or eped in manually intg the MEnggemant

Engin o L

Intel@ ME Password: [oel1za

Export
To rawts and downlosd USE key We. ot cosfigure astbings and dick Ganarets Nila. and than
=k Coanload USE key e Plcts domnizaded fSe ta the LSE Slaregs Dedoe
Avadable: Mo data sxported yet Generate | Close |
w.rpﬁmm.mmm&ommwm.migﬂ Irkernst ] &

H# Generate (4£) - —EAIEES, WASTE Generate (A4hR) HHIZEM H I — M4
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¥ Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password

This passwacd ix sither upfaaded from W58 key or typed in manually inte the Mansgemant

Engine BIOE Extanskion soreen

Intel® ME Password: [z

Export Result

To rrasls snd downlosd USE bay Ma, fest ramfgurs satngs and dick Ganarats fila, and thas

thizk Dorwnloas USE Lay e, Placs deanlosded fde b the S8 Starags Davice

Avadable: Mo data exported yet [ Generate | Close |
ke ] akirishose_trvpe boe sl brisOCBSC Sec rity MEB: SeblingsPage asped gl Inkbernet =z

KRR USB & A TR E R 5 47 HY USB 1&E s .

Hifi Download USB key file (T# USB %43CHF) 45 LMEY setup.bin U TFHZE USB 545, BRSNS A B3R5I USB 1#4%;
F ISR TR USB 1845

IRCVRTEH S, WA setup.bin SUHFRAFE] USB B 20, U HEH% L.

T Altiris Console - Webpage Dialog

Export Security Keys to USB Key :I' altiris

Export keys
|

£ Onty selected

= lGenerate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: {admin

Hew Intel® Management Engine Password

Thiz peisword is either upfosded from LSE key or tvped in manually inbs tha Mansgemant
Engine BIOE Extension sraen
Intel® ME Password: [eni1zar

Dawnload USBkey e [ cororate | close |

TpdT AM

ke ] akirishos_trvpes boc sl OOBSC]Sec it MEB: SeblingsPage. aspec gl Inkernet Iz
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