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Manage Certificate Hash (BHE/EHEHER) & EHEE S EEGSEHE - EAREEE FEEE - LT SEETEEA Manage
Certificate Hash (EFIRZEME) EEEE

Escape ## — &R -

Insert %8 — #iEFTHBEHEEEIERS -
Delete % — {EEASTHIER B RTEERAHEE -
<+> #fE — B HETAmEIRERLENERRRE o
Enter %8 — S B AMERE MR &R -

BT E e R

OO0 # T Manage Certificate Hash (BFHEIEEMER) EEEMMTH <Insert> o FHER EURFEZE AR SCFHENAL -
OO0 & /Elm \HER 258 - HEREAELAETE 32 ([BFITUUT < T <Enter> 1% - Blg IR A EEEHEREITER
OO0 \FHEE S 20 (ARITTHE7SEMET o EELIEREMRE A ABEE R > THIEHR I nval id Hash Certificate Entered
- Try Again (BRABESRVFERIEE - FHA—RX) AL T <Enter> 1% » BIGEREGE EHERMEHIRAE -
OO0 HIEAERAA AR E BT HEEIERAARRE -
o Yes (&) — BEIWHEGE T IR F -
o No (&) (F8#%) — VA_Hash 7£ EPS N -

iR e

OO0 7£ Manage Certificate Hash (BHUIBEHHE) MAESI T T <Delete> Fn
Del ete this certificate hash? (;R&GHERIEEHE2) (YIN)
R e
OO0 HoEIER] AR ER SR B R -
o Yes (&) — MEBx JEEZFEE FW » DHBREZIHEE -
o No () — MEBx T EMMERERAHEE » K] Remote Configuration GEIHHHAE)

B (FRRE

% T Manage Certificate Hash (BFIGEME) REZM TN <+> HHER



Change the active state of this hash? (EEEFIHENIERMKE?) (VN
P o MISREIE R - BIg e H RTFmE S FEERIEFARAE « 10 SRISHEERE R ER R - RIFRREERERTE PSK iR -

s HiX e

% T Manage Certificate Hash (FHIEEME) BHEEM T <Enter> - GRERFHEERZHRVENED - BEHEAHE - BEHEEEH
KA ERFITEZARRE o

Set FQDN (%7 FQDN)

1 Remote Configuration CGEimfHAE) #EH T ¥ Set FQDN (F%7€ FQDN) ZEIARF » 5 & B ZUR A A MR AR S < Fe g i 4 1%
(FQDN) HJ#T °
Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]
Remote Configuration EnablesDisable ==
Manage Certificate Hashes
set FODN
set PKI DNS Suffix
Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit

Set PKI DNS Suffix (3% PKI DNS Ef#)

£ Remote Configuration GEIRFHAE) B T3#2 Set PKI DNS Suffix (E%E PKI DNS Ri) SEIERF » 15 & ISR R A2 (70N 55
Z PKI DNS BRI - SME{ETE EPS NifEE -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FQDN

aet PEI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

Un-Provision (FEFRIfZED)

Un-Provision (f#ER(fiE) EHEAGEIR Intel AMT HI3%E B A HIRTERLERE - MRPRITER SR A A -

« Full Un-provision (522 {lii) — EEEHFHTEL Intel AMT 247 B3 ATHELE - MIATF(E PID/PPS Wil » HLETHAL(EE: &
5% © MEBx B T EHT -

« CMOS clear (CMOS i#F#) — HARRITABEESEETE MEBX P © IS0 @A W AR EI TR - A1RA71E PID/PPS WIE - AL
LB 638 - MEB 4 EN B3 MR (admin) - 20 FRILEIR » GAIHR CMOS (ENERTBER) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

SOL/IDE-R

e Username and Password (fff# &iBE%E) — DISABLED** / ENABLED ({£H** Ef)

It EETE TR SOL/IDER RS ERHIBE I #E et (F2€ o AIREEH Kerberos SEAE » FEIFIHLEIE & Disabled ({£/) - &

Kerberos 3% E#HAE R - MR EKEHFH Kerberos » I AT SR E T VERS ERELH Sk (E A (H A & 503 -
e Serial-Over-LAN (SOL) — DISABLED** / ENABLED ({&f** “E{f)

SOL FJFE% Intel AMT EHEAFmEEEEER A LS EARSRNEES -
« IDE Redirection (IDE-R) — DISABLED** / ENABLED ({#F** E{H)

IDE-R % Intel AMT & YA Fim e s H F 45 G Iniiise GO -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Password Policy (ZHEFEHA]

FIRER B E R - MEBX %15 B 5 A & SIS B AR AR - (RSB RIE TE#E S 1AL ME BR B ARl A B o LBEIE AR
EHAIE ZIEEL MEBX ZHEAIIEE5 o (R E () A] BEEE LM ERMED MEBX 205 © JR1M » LU T REBHSEIEE » fEIREIERE MEBX ZiEA]§E
g - REEHE :

« Default Password Only (ETEEQEE%) — MEBX 755 BELAR S B B i 4 oy {1 a2 B I FHER B IS S I [F] 20 « MEBX IS (E THER (EAF 5
% > MR EBEL MEBX BB FTREE R —Hk

o During Setup and Configuration (% EBLHRERF) — % EIHREL MEBX BB TEa% & BLAHREARNRERE[F) 20 o 38 € B RERR 1R e Rk
% EMEZEWSATREE 5K o

o Anytime (F&HF) — MRS IEEL MEBX ZHEHTE MEBX B EIHERS 2 i B IF [F] 2



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[«] DEFAULT PASSWORD ONLY

[ 1 DURING SETUP AND CONFIGURATION
[ 1 ANYTIME

Secure Firmware Update (ZZ#EE 5 )

ST T EIREUR S A2 2RSS o (F/ Secure firmware update (Z2#IHSEHT) ThRERE - TEFZIEH B (5 & AR - 13
R GEHE P B (& A B S - S AR -

HIUR Ze 2= RRE SR DORERT » R (MR =W T IE TR o Z2REEHERE LMS BRENETTERL o MRS % 2 BRI R DI 6E - A&
WIRRI A2 R T AT B AR RE SR hRE - LU TRIIBE BT



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

Set PRTC (%E PRTC)

L GMT (UTC) #&2X (YYYY:MM:DD:HH:MM:SS) #ii A PRTC ° A& HHAHEE £ 1/1/2004 — 1/4/2021 - F%ER PRTC {HEMANTEEIR
P (G3) IRAEME B PRTC o BLIHRE EIE MR ET -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit

Idle Timeout ([HE )

A2 ME WOL TIESEIS o LEHFF SRR LIS  ME B AMEARREARRE « ({58 Hrh—T6 ME WOL IR EIN - HaRsaye A g
o BRI (LU -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Provision Model
Setup and Configuration
Un-Provision

o0L/ IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

Intel AMT £¢FH DHCP &% & B &)

TRET Intel AMT #H7E EE HEARMAEEH A - LIERE DHCP R M HYENS

f£ DHCP & TH Intel AMT fHEEI

Intel AMT fHREZEY HiE
Intel AMT #HfE SN <Enter> ©
ety 5T i - IntelAMT
Host Name (E#7) B SRS 23 2 R -

REUT ik & 28 -
o HUA HER%S T

TCP/IP o FA DHCP ##35{
o IEMEATE (FI20 amt.intel.com)
e Intel AMT 4.0 f&H=R

Provision Model (ffiZ&f&=) o /NEIfZE
o H{H soL

SOL/IDE-R e FYFH IDE-R

SIS T E R

FETFILHG SR MEBX » AR EREI A IEE A Windows® {EZERH



Intel AMT £RAEFREIR Z(ER E R

TERET Intel AMT fHRE B E R AR ERH] - LIHEFFREE T IER - ERFEEME MAC {i7ik (GBE MAC fi7#ikE
Manageability MAC fiftik) A AITEAFREME N THEE « 21592 H Manageability MAC itk » Intel AMT RIJ#EEE A FRRERES -

TERFRERRIC TR Intel AMT FHAEEE(]
Intel AMT #HREZEY HiE
Intel AMT #HRE HEEZ <Enter> ©
Host Name (E#47H) & Intel AMT
KLU ATl & 28

G S i]

{=F DHCP &z

FE IP ALk (40 192.168.0.15)
FRE TS E (a0 255.255.255.0)
TEERRE AN AR IEE

TEF DNS f{irhtA:EHEE

fiiF DNS {izhk By EE

BEME AT (Fl20 amt.intel.com)

TCP/IP

\ e Intel AMT 4.0 &=
Provision Model ({fiZ##=) o /NEUfSEE

o E{F sOL
SOL/IDE-R e EYf IDE-R

o it ) L T SR

[FATFILHE S MEBX » SRR EXENFEREHE A Windows {F3ERHT

¥ AEEHH Intel 2t -
EEISEEER



http://www.intel.com/technology/platform-technology/intel-amt/index.htm

0 AR BAHREAR R AR > FERGVJATE Intel AMT DRE B P I A AR sCHE 0 L8 2 ATARE SERK » SERI AR TG A WA (LLH i 2 EErE

o HHABARTS — 3% MR AT I o LR 28 DB £ 5 - @5 E Intel AMT DIRERIEMS —RENAISERUTEZF - PPS B
PID HRAL{E A % E RS IELL - WifEF1E USB KRERFEBENEIIEA -

e MEBx I — IT EFHEFHREFEE Intel AMT IHREZEHAY Management Engine BIOS Extension (MEBX) %7€ ° 1§ ER
BRI 32 {AGTEE 8 {EGITH B TR 888 A MEBX 11 Hif% > BRI 5ERGE A PPS B2 PID BEGIAVEN(E

LI S ER i ) L Sh SRE AR A& o
EEIEFEEE



BEIEEEEE]

THREAR S

AHTFIAGEM USB FEFREETT Intel® AMT #HAEFIE  An] (/] USB BE & 3% E BLE AL E RS ~ (il 1D (PID) R/ EFEES (PPS)
Hifl o LIRSy USB ffiisd - USB (3RS T8k e B - B g3 EFBRASBERIMHRRE -

HETE MEBx &fifa% Ay admi n [HRTHRRER R » A AIEIT USB {fifd o (ISR ESEE - G5 CMOS » MR % Fy I RETHRR A% AE
DUT BAEHER) USB Witk &3a3% 2R - BAFME Altiris® Dell™ Client Manager (DCM) % ERIZEIEEN » 25220 USB EEEFE H -

OO0OT Hilf B USB fE B M A BB EEEESMER -
OO0Od Hif BB EFEE » BRHERERARE (SCS) HIAMEIHAERR EfLEE o
OO0 SCS EfTLLT TAE -
OO0 E4E#0% ~ PID & PPS #£5 -
OO0 B G EEFEE RER -
OO0 A EHE R SR S -
000 FHEPEEIGEE ~ PID K PPS £4 8 A USB FESREHH) setup.bin fE%E »
OO0 Hiff A B USB FEB IR ZER Intel AMT BASATIERT I o Z%EMiT A\ BT LUT T0F ¢
OO0 2 EHH 7 bR EEE R A
OO0 # UsB FES g AERS -
OO0 BARYERS -
OO0 #EAE B1OS {EHIE] USB FEEE -
o MRIEIREGTE > BIOS A= ARE S EFIRT setup.bin X - FFEHER 7 -
o MHRFHE| USB FESHES setup.bin fE%E » FEENTHEIEL - BBELERDER -
OO0 EAS BIOS FE S B BhiE T34 E BiH AR RS -
0004 setup.bin fEFEHEFE—E ARVGEE e B A BN - WHEEFNENS ¢
o SREETHOHRCER o
o PO TN —EER] AECE o
o ANRBTHFER AR AR B BTAEEEREN 4 - R EEEEREA -
OOd tEEFaiSEL BRI MEBX SEIEYE -
OO0 BLEE R MEBX °
OO0 MEBx BEFRECSE -
OO0 MEBx #$7ERGERE B AR ©
1000 1T Hii A BRIEAER - EASE BTN % TIREE » W] BRI N EEEAIRE TR -
JOO0O0MEFR—BEN  FERDIE S -

BA USB KE & ek € BLRHRERY B % &all - BRA A E B EE G R BLIERS -

USB [iE B i3k

USBREFHEMNERFE LT 3K » A RIEEE Intel AMT :

o HEWEK 16 MB °
o WVHLL FAT16 HEERFIETAL -

o WIEA/NLJEE 1 KB ©

o AT USB F& 5 REaE) -

o setup.bin HEZRVER USB FESIEE —(EEEFAIEE - USB S8 r] & & M HMFER - MERSEE -



MEBXx /M ({EZEE)

Intel® Management Engine BIOS Extension (MEBX) %4 Intel $2{ft Dell™ HEAD ROM #&4H » LIAA Dell BIOS H{#iH - MEBX K
Dell BASHIFIMEELE

R CERA AR BERF) TEMAHREHEMARMARS (SCS) ° SCS T Intel AMT %7€ BLIHRERTMEES 3T - SCS 7F MEBx H HIRF
IR R (AR ES - —MRIME SCS HUBIIHRERS (1SVs) f2H > M ETE 1SV EHEEGEMA < HEEFE LGN s EH EEGRIHE

[EEEER

AL DB » TERSEREEUTEGE Intel AMT GRE

W

ME #H7E
FERA HEYS R Intel Management Engine (ME) :

OO0 £ Dell #IZEFHL N <Ctrl><p> 3 A MEBx HEEM °

OOd 7£ Intel ME Password (Intel ME Z45) H#RI#EA adni n - T <Enter> °
FREE DN -
TEETERE T MEBX SEIERFE 5 TEAL S o

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER]1=Submit
OO0 %% Change Intel ME Password (8 Intel ME 75HE)  #Z N <Enter> o AT BB X LUET TR o
HEmLABREUT TR

o J\EFIT




—(BREFE

—{E/ NS FEE

e

ik GFEBFR) For  flan -~ $ 8 - (BAERE -~ B, FITe°)
MERESHR () BHZE A RH SRR IT - (BER 2N R R -

OO0 BEFEENS - 257 Intel AMT FEEHE - ZRBINANIE HRTHRRARREE AR EARRE

Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

O 0O 0o o

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) ME New Password

[ESCI=Exit [ENTER]1=Submit

OO0 ¥ Intel ME Configuration (Intel ME fHRE) » A& <Enter=> °

s

ME Platform Configuration (ME 53 7E) FIREERRE ME JIRE - BIANEIREEE - ZIREFEHIIRESE -



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

000 FEHBE L TARERZE T <y> :
System resets after configuration change. (AHAGFHIHREREREG ) Continue (Y/IN). (Z&4HME (YIN °)



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

~—{H¥¥E % Intel ME State Control (Intel ME ARREFER) o HOETEAYTHRREEE 2y Enabled (BUA)  F5 70 L BT Ry
Disabled (1£f) - IR ZEH Intel AMT » FEELZEE 9 Tl Manageability Feature Selection (EPRINAEEE) HIESF A
None () -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 ¥ Intel ME Firmware Local Update (Intel ME #J8& AT ) ¥  <Enter> °
OO0 A%3%E#% Enabled (BYf) =% Disabled ({#f) > Fi#% T <Enter> -

IR FHEL R E £ Disabled (1£H]) ©



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 3% Intel ME Features Control (Intel Me THREFEH]) » SR1%3% ~ <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

T—{E#H% Manageability Feature Selection (EHIREERE) o HINEEANEREFLEE RN - THIRERER Intel AMT ©

i None () SEIH A= A i B EL L) 6E ©



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

JO000O %% Intel ME Power Control (Intel Me BEIRTZEH]) » R%IZ T <Enter> °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

T—{##%E% Intel ME ON in Host Sleep States (Intel ME {EEHEEIRARREFFRRY) - THEE A Mobile: ON in SO (TH) :
£ SO FrEL) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

JO000 # % MEBx & EIiEETF ME 3%

EIGEDT Intel ME 3UEERGIE » AR ETELE) - ME #HRESERUL - BIATETT Intel AMT E0E

Intel AMT #HEE

FEEHEESEA Intel AMT Configuration (Intel AMT FHEE) » FHHUTLL TSR -
OO0 HIRYIEEN S FR - T <Ctrl><p> HHTEAME 1 TEACEEKXEES %) Frni) MEBx S5 -
OO0 HHREBIREE - 558 AFT Intel ME 215 ©

OO0 ##2 Intel AMT Configuration (Intel AMT fHfE) » AL T~ <Enter> -



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AHT Configuration
Change Intel(R) ME Password
Exit

[tl]=Select [ENTER]=Access

[ESCI=Exit

OO0 ### Host Name (FHE&TR) » ARIET <Enter> -
OO0 SEALL Intel AMT FEERHME—H M » RRIZ T <Enter> -

ERPRA AT B2 - FEEE RS LR ER R o B AT R EUEAITRE 1P AL EREXAER 1P -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESC1=Exit [ENTER]1=Submit

OO0 #42 TCP/IP » ¥ | <Enter>
000 FBEHBRELTHRERET <n> :
o [DHCP Enabl e] Disable DHCP (Y/N) ([DHCP E{f] £ DHCP (Y/'N))



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Palicy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

OO0 £ Domain name (f&i& ) WO #A RIS HE -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESCI=Exit [ENTER1=Submit
OO0 #E8E P82 Provision Model (ffi7EERX) » AEIE T <Enter= o
1000 FEHBUTHERZT <n> :

o [Enterprise] change to Small Business: (Y/N) ([ %] #FEZ2/NMIEE:(YN)



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Enterprisel
Change to Small Business:

1000 {EEH % Setup and Configuration (FREHHAEE) » AR%IZ T <Enter> °



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
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[ ]

Host Name
TCP/IP
Provision Model

setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

JOOO & Current Provisioning Mode (B #THZEER) BRB AT - ARE T <Enter> o

HE A B RIS o 42T <Enter> 3 <Esc> & o



Intel (R} Management Engine BIOS Extension v4.0.4.0003
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[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLs PSK 4
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

Provisioning Mode: NONE

1000 {EEFERE Provision Record (Mi@H0#%) » A& T <Enter> ©
BRI B EGRI i PSK/PKI FCERE RS - AR WA AZ R > Al MEBX &EIT
Provi sion Record not present (#{fiZfidsk) RUFRE -
MEEREHA > Provision Record (i3 %) iRl AE DR —EFHE -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS P3K »
TLS PRI »
Return to Previous Menu

[ESCI=Exit [tl]=Select [ENTERI=fccess

Provision Record is not present

1000 &R FEE Provision Server (i {RIARES) » K134~ <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK »
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER l=hccess

1000 7£ Provisioning server address (ffiZEfAflkasfizik) WG P#EAMEFERE 1P » ARIE T <Enter> o
THEXEYE £y 0.0.0.0 ° BLTHEXE(ETE DNS {ARARFEE (78 B nl i (m IR as A AT 2 M AR ERAY 1P BF > A REAERL -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK »
TLS PKI 4
Return to Previous Menu

Provisioning server address

[ESC1=Exit [ENTERI=Submit

1000 7€ Port number GEEERRST) WA HEAGEER - ARIE T <Enter> ©

FHRREGE R O  MNFGEFHRRAE RS R 0 0 All Intel AMT jREAIE SRR 9971 AV RIAR AN o ANFUAEE FIAR AR TEA R RO B b
HE(R > FRTEILEA -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record

TLS P3K »
TLS PRI »
Return to Previous Menu

Port number (0-6553%)

g

[ESCI=Exit [ENTER1=Submit

J0O000O {EEEAEE TLS PSK » REIX T <Enter>



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PRI »
Return to Previous Menu

[ESCI=Exit [til=5elect [ENTER1=Access

JO000 F—{##IE% Set PID and PPS (3% PID & PPS) °
PID B PPS A]F@h#fi A » B{E SCS AL IERF A USB &l A -

BLEIEA B A% 1D (PID) Bffi A HEES (PPS) » PID B& 8 {E¥ T » PPS A& 32 {E¥ T - & (1 # 4 (E¥IT) <M&hE
WSk - RIAEBAERAT% (R > PID & 9 {E~JT » PPS A% 40 {EFIT - SCS WHEAELIAR -



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Set PID and PPS =#

Delete PID and PPS ==
Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC1=Exit (ENTER1=Submit

fi%i#& Delete PID and PPS (fiflf& PID Ei PPS ) #IH o [ #EIHE 1§ EIIKIE 2 L RITERR R E - 820 _[KIE R TEIENTE | AN » LUE
B BN AR AR E AN -

1000 #4% Return to Previous Menu ([E/Z[F]—#8) » A%3% T <Enter> -



file:///T|/htdocs/systems/xlob/iAMT/ct/troubleshooting.asp#default

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS =x
Delete PID and PPS ==

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

1000 fE#EFERE TLS PKI > /EE T <Enter> -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »

TLS PRI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 {EE ¥ %#E Remote Configuration Enable/Disable (G#imzRERH . 12H) » REIE T <Enter> °

TRIZTHRGRE » ILi%IH Sy Disabled (1) - BANRMEREESE N SORIEEE (CA) - AIAIES Enabled () -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configquration EnablesDisable ==
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER}=Access

[«] DISABLED

[ 1 ENABLED

#% — may cause Intel(R) AMT partial unprovision

1000 A% % Enabled (BUH) @ F2BIPER 19 £ 21 - (15K Enabled (BUH) » #EBkE 28E 22 -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes

Set FODN

Set PRI DNS Suffix

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

T —EEH% Manage Certificate Hashes (BHEEEMIER) 158 » IRIFTHRGRE » Ei0€ 4 (BFEE o AlRE 5 FORMPR e
% e



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FODM

Set PRI DNS Suffix

Return to Previous Menu

Hash MHame fictive Default

eridign Class 3 Primary CA-G1 [ ] []
UVeriSign Class 3 Primary CA-G3 (%]
Go Daddy Class 2 Ch [#]
Comodo AAAR CA [#]
Starfield Class 2 Ch [#]

[ESC1=Exit [INS1=hdd [DEL1=Del [+]=Active [ENTER}=View

1000 §EEE A %R Set FQDN (& FQDN) » A% T <Enter> o

1000 fE3CF A3 A i FAREE FQDN » 258 T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit

JO00O0 #¢5%# 5% Set PKI DNS Suffix (%€ PKI DNS #§ ) ° £ T <Enter> o

1000 ECF A A PKI DNS EBiE > R%¥% T <Enter> ©



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FQDN

aet PEI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTERl=Access

#% — may cause Intel(R) AMT partial unprovision

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o

15[E1E Intel AMT Configuration (Intel AMT #HBE) 2B -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z2003-08 Intel Corporation. AlIl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »
TLS PKI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

it Un-Provision (FEFR{IAE) 3EEIH o IUSEHE G EMIKIE £ HMTERGERE - a2k _REETERGGE | =60 - DUERE 2 BN R
FEAER



file:///T|/htdocs/systems/xlob/iAMT/ct/troubleshooting.asp#default

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

J10O00 %42 SOL/IDE-R » %% T <Enter> °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 FFEHHR L TRRERZ T <y=> ¢

o [Caution] Systemresets after configuration changes. ([{£&E] AHIFHRMHBEEREZ ) Continue
(YN : (REHEE (YN)



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

[Cautionl I
3

ystem resets after configuration changes
Continue: (Y/N)

o {HFHE A KENS
1000 ### Enabled (BUA) » A% T <Enter> »
IHEIE AR RS WebGUI Frig {8 & BLE S « 20 5R 1= M IHEE - AlMEREHE B A ATEIT MEBX & {FH -



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

(=] ENABLED

1000 20%{# A Serial Over LAN (SOL/IDE-R) - 75 %2 Enabled (B{A)H#E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

(=] ENABLED

JO000 0%/ IDE Redirection (IDE EH & M) - §5:#E#<, select Enabled (B{f) B4 T <Enter> o



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ |

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

decure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

IDE Redirection
[ T DISABLED

(=] ENABLED

T—{##E% Secure Firmware Update (ZZ2##8FEHT) © THEXE S Enabled (BiA) °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

fi%i# Set PRTC (% PRTC) °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit

T —{EEH S 1dle Timeout (FIE@INT) © THRRAZE R 1  (E{EEE Wol SIERH R EREZ ME FF > A E @R -




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]
setup and Configuration

Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTER]=Access

1000 E#2 Exit (fGH) > AEET <Enter> ©



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

1000 FEHBHUTHERZET <y> -
Are you sure you want to exit? (RBEMETEMEE?) (YIN) :



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.

[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):

BENEGR ERTRLED - BAPABRML I T AR - AR C R AEIRRE - I B (iR e B0
El =



MEBXx 711H (SMB =)

Intel® Management Engine BIOS Extension (MEBX) %4 Intel $2{ft Dell™ HEAD ROM #&4H » LIAA Dell BIOS H{#iH - MEBX K
Dell BASHIFIMEELE

Dell JRZEAEF/MEZE (SMB) HNAT Intel AMT FHAEREIES - £ SMB R i —FRFEEAJHR T A Set PID and PPS (&€ PID E PPS)
HEIE o 1Y) > Provision Model (ffif#%58) 753% % Small Business (/NEZ) Mk Enterprise (%) -

ARIIALL T PBR > 72 SMB BT 3RGE Intel AMT #HFE -

="

ME &€

HEEA EEE S EF Intel Management Engine (ME) » ZE#UTLI T SR

OO0 7£ Dell #iE#F T <CtrI><p> A MEBx K= °

OO0 1= Intel ME Password (Intel ME %#5) f#{#A admi n ° # T <Enter> ° ZiHEE 7 K/NE ©
EEERS T MEBX SEIE R 5 TEAL S o

Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

000 ## Change Intel ME Password (35 Intel ME %) » A% T <Enter> ©
OO0 $#EAFERERK > DUETTERE -
FrE LRSI TR ¢
o JUE~¥IT

o —HKXEFH
o —{H/NEFFE



o HF
o FiTk GEHEBER) For I 1~ S B ;o BERE -~ " K, FOT )
HERIRHR () A AESIENETIT - (HE57 SN2 B R -
OO0 BEEFERET Intel AMT HFEGHE -
Z 1% FERSENE R TEES AR RE A G5 B ARRE -

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) ME New Passuword

[ESCI=Exit [ENTER]=Submit

ME Platform Configuration (ME E5#H8E) PIRERGEEE ME DhEE » (IANEIREE - #IREE T IRESE o



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

000 FFEHB LI T RERZ T <y> -

System resets after configuration change. (AHAGFHREREREREF ) Continue (Y/IN). (ZE4HE (YIN °)



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

T—{&#H% Intel ME State Control (Intel ME ARREFERI) o BOEIHITHERERE A Enabled (BUA) © G I ES B Ay
Disabled (1) - IR ZEH Intel AMT » FFEEMEFHLE Manageability Feature Selection (EPRINEEEE) HIESF A
None (I) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 3% Intel ME Firmware Local Update (Intel ME #8874 HT) » KB T <Enter> o
000 42 Enabled (BYf) 2{ Disabled ({£/) » %% T <Enter> -

IR FHEL R E £ Disabled (1£H]) ©



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

1000 %% Intel ME Features Control (Intel ME THREFEH]) » SR153%4 F <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

T—{E#H% Manageability Feature Selection (EHIEEERE) o HINEEANEREFEE RN  THERRER Intel AMT o #E
None (IE) EEIEW]E AR A Ein e FITRE o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

JO000O %% Intel ME Power Control (Intel ME EIRTEH]) » R%IZ T <Enter> °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

T—{##%E% Intel ME ON in Host Sleep States (Intel ME {EEHEEIRARREFFRRY) - THEE A Mobile: ON in SO (TH) :
£ SO FrEL) -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

J000 #5 % MEBx R ElliEEF ME 3&7E °
EISEET Intel ME #HRESERRENE » SRR EEHTENE - ME FHAESERLT: » BETEIT Intel AMT 37 °
) =)=
Intel AMT #HFE

B SMB &/ Intel AMT

OO0 HER VRSN SR & > #2 T <Ctrl><p> EHEA MEBx = °
000 HBEWSITY - 58 AR Intel ME 5

OO0 ¥ Intel AMT Configuration (Intel AMT FHRE) » A4 1Z T <Enter=> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AHT Configuration
Change Intel(R) ME Password
Exit

[tl]=Select [ENTER]=Access

[ESCI=Exit

000 #42 Host Name (EBEAR) > RERIET <Enter> ©

OO0 #AL Intel AMT BEERAIME— 2T » RIZE T <Enter> -
FHEABAATT HIR 22 o ZEEEME D IEEENFHRARE - FRATEATANIREMTFE 1P (HtEREXER 1P -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESC1=Exit [ENTER]1=Submit

OO0 £ TCP/ZIP » AMERIE T <Enter>
OO0 FEHBRLI TARERHZ T <n> :

» [DHCP Enable] Disable DHCP (Y/N) ([DHCP F{fl] 18 DHCP (Y/N))



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

[ESCI=Exit

]
Host Name
TCP/IP
Provizion Model
Setup and Configuration
Un-Provision
SOL/IDE-R
Password Palicy
Jecure Firmware Update

[tl]=Select [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

OO0 M-S -




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESC1=Exit [ENTERI=Submit
OO0 {EEHE G EE Provision Model (ffif#E0) » AR%IZ T <Enter> »
OO00 BEHBUTHERZT <y> :

» [Enterprise] change to Small Business: (Y/N ([{E3] #SEZE/NUIMZE: (Y N)



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

[E5C]=Exit

OO00O0O k%@ Un-Provision (FRRTIZEL)
AR IR A -

I
=
5
(B
\‘1—(

I
&

]
Host Name
TCP/IP
Provision Model
Setup and Configuration
Un-Provision
SOL/IDE-R
Password Policy
Jecure Firmware Update

[Ti]=5elect [ENTER1=Access

[Enterprisel
Change to Small Business: (Y/N)

R TR E - S 1K S TR |

0000 3% SOL/IDE-R ° #% [ <Enter> °

A -

LI 2 R


file:///T|/htdocs/systems/xlob/iAMT/ct/troubleshooting.htm#default

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP,IP

Provizion Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

0000 FEHBRLTAHERZET <y>: . B
» [Caution] Systemresets after configuration changes. ([7FE] ZHIGHHREESEZER )
Continue: (Y/N) (ZEHEME: (YIN)



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP,IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[Caution]
System resets after configuration changes

Continue: (¥sN)

0000 ## Username & Password ({#A#E & K %) 1 Enabled (B{H) » A&#E T <Enter> ©

LRI ARG WebGUI HTHE (Al # BT o ARSI MEE - RIEEH B AlElT MEBX & imfFA -



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

=] ENABLED

OO0O0O 21584 Serial Over LAN - §5:### Enabled (B{H) > A% T <Enter> °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

0000 41& 6 H 1DE Redirection (IDE E#E ) » §5:E# Enabled (BIH) » AEIL T <Enter> o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name
TCP/IP
Provision Model
Un-Provision
Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

IDE Redirection
[ 1 DISABLED

(=] ENABLED

T—{##E% Secure Firmware Update (Z2##8FEHT) © THXEXE S Enabled (BA) °



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ I

Host Name
TCP/IP
Provision Model
Un-Provision
S0L/IDE-R
Password Policy

secure Firmware Update

set PRTC

[ESCI=Exit [Ti]=5elect [ENTERl=fAccess

[ 1 DISABLED

[«] ENABLED

0000 k%@ Set PRTC (&€ PRTC) °
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[ ]

Host Mame

TCP/IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Folicy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:55)

[ESCI=Exit [ENTER1=Submit
T—{E#EE 1dle Timeout (BIE@MRF) - THERE S 1 o {#1F Intel ME ON in Host Sleep States (Intel ME {f EHSREHR AR
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TCP/IP

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

set PRTC

Idle Timeout

Timeout Value (1-R5535)

[ESC1=Exit [ENTER1=Submit

0000 ;### Return to Previous Menu ([EZ|FT—$£H) » A%E T <Enter> o
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[ ]

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER1=Access

O0O00O ##2 Exit (fEH) > AEET <Enter> ©
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Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

O00O0 FEHRUTHERET <y> -
Are you sure you want to exit? (EEHEEEFER?) (YIN:
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Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):
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# ] Colechors
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B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
@l Step 1 Confiqure B0S
{ifs S3=p 2. Descover Capabities
0} 5:e0 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
@] Sen 7. Montor Prowisioning Process
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P
Resolved Intel@® SC5 IP:
Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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@] 5ie0 4 Create Profie
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@] Step 8. Configure Automatic Profle Assgnments
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B Altris Conscle Home
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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B B Intel® ANT Gettng Started
2 O Saction 1. Provisioning
& ] Bese Prenesioning {(without TLS)
85 Siep 1. Confiure 05
{ifs S3=p 2 Discover Capabliies
0} 5:e0 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
4] 5%ep 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks

® [ Reperts resolves to the comect Intel@ SCS Server.
B [ Tass Tﬂ!’-‘l
Resolved "ProvisionServer” IP: 192.168.20.10 | |
Ressclved Intel® SCS 1P: 192.168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
.7 -~ T\ | requests and responses issued by the host OS5, Tha Intel® AMT device then uses the IP
= & My Pavorites provided by the DHCP to the host OS as its own.

DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Bt €55 Enabled (BUA) - # % Disabled (1£A]) »

Intel® AMT device setup and configurabion requires the presance of a Domam Name System
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Continue with Auto Provisioning (Y¥/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

TER % ARRAPHEERS > MR [EE BRI RS
#1% Step 6 (*FB¥ 6) - Configure Automatic Profile Assignments (& H813% EiEHEIR)



7 Altiris Console 6.5 - Windoss Intermet Esplorer - l!lﬂ

m = [0 bt ahiishon rvina Joc lfddkirie | Corvole Dkt sspi I orsoleGudm 3 a8Bb67-250b- 47ad- 51 B6-Fet 40808 10 Tabhewdi.ider 3 | i{": #ilLire search L .
ML Dy Conece 63 | | B - B ek e - G o~
< altiris console aliriabor v doce! & TRVPROUADMInistator ; : .’I!.'I Ii
Home View HManage Tools Reports Configure Help =
1 ' ﬁ # ol D '_:' ) A
= B Dut of and Managarnent e o "I"'@.E"If,ﬁ i [yl |
S e A ek CE B e Manage Security Keys
@ ] Colecbors
® 01 Configraton

B B Intel® AMT Getting Started
2 O Sectien 1, Pravisioning
= ] Base Prenvsioning (washaut TLS)
Rl 5220 1. Configure Dhs
& Siep 2 Descover Copsbilies
0% S0 3 vaw Tntel@ AMT Caable Compubers
4T Swp 4, Creste Profe
@ Simn 5. Genarsbe Sacurity Keye
@] Step 8. Configune Automatic Profie Assignments
] Step 7. Monitor Frovisioning Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

O] Reperts
B [0 Tesks
Fl\'P\HI)II -
S [ My Fanverites I Filesr ey emo: [ [ Fesesgees]
B altris Console Home
Pone R T R

o

BRREF%E R T/ Enabled (BUR) © 1€ Intel AMT 2.0+ THIZGER A » S22 AIHNIARLENR - RUEBREIE L E -



(€1 j:&l&p:ﬁ%.m.ﬂu&mﬁu.mwﬂ-mm-WmmmWﬂEE‘“L-{: Search
k] S 2 kwis Console 6.5 I
21 altiris console”
- Home View Hanage Tools Reports Configere Help =

T E—
= 3 outof Band Management

H 5 alert Standard Farsat Getling Started - =

i Resource Synchronization

& [ Configuration W Enable {curently enabled
= B IntelX AMT Geting Started | - { = d |

8 [ Section &, Provisioeing
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