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Resulls

. Vi Client Systams Configurad har
Hardwang Managamant

Hardware Management Tasks
= Sean fod Irnveniony Daa
= Scan for Current BIDS Selings
= Configure BI0S Semings
* Upgrads BIOE Yersion
= Sel Monitoring and Aerts

ASF ancd AMT Sotup and Tasks
= &5F Quick Stad
* AMIT Quick Slat

¥ SLmmanas
k Drail Client Do wiry and
irstallation Swmmeary
= BIOE Configurafian
“BIOS L'I:;I'EGE'E

¢ Rieports
_Dell Client Manager Agent

D€AL Dell Client Manager Standard

=

dDesS80S

Dell Client Manager Standard

Dedl

HARDWARE
MANAGEMENT

Welcome

Welcome 1o Dell Client Manager Standard, This hardware management Solution 188 you manage your Dell
Procision workstations, Opliflex deskiops and Latilude nobebooks froam a rem cle managemen console
anagement cap abiifies for cedtain oldar madeds as well as Dell Inspiron notebooks and Dimension
dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.

Dall Client Manager Standard incledes 2 90 day license. If the license is allewed to expira, inventory funclions
will cease funclioning. To obtain a free, wnlimited Boanse you must register vour product Gnoe you have
pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss

Getting Started

Quck Start Tasks. If you've abready installed the Alfiris management framework - Altins Hobification Sarver
plus management agents on Me systems you wish o manage - you are ready 1o enable hardware
management on your qualified Dell clien? systerns Dy following the Bnks in the Enable Hardwars
Management section al B top of Bhe guick start tagk menu, on the et

Clicking arny ok on the quick Stam Lask meny opens M Larget Lask, policy, o néport in this window, Click the
Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
rapodts may take some time to begin retwming data the first ime you enable the policy or task that is being
rapostad on

First Time Setup. I youve just instaBed Allins MoSicalion Seroer Tor the firgt Seme, thare 308 & Tiw thangs pou
naed o do first bafore you can padanm Dell Client Manager tasks. Links to thess tasks are found under the
(Gefmng Started section of tha quick siart task manuw. Also, depending upon your enviranment and
management preferences. you may want to consider adjusting some Noffication Server configuralion
options o betier Suit your naeds.
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@] 5ie0 4 Create Profie
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvisionServer” 1P

Resslved Intel@® SCS 1P:

Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its ewn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il

T o g L

IHE A& H ProvisionServer Ei Intel SCS # IP izt o



w5 Inbernel B3 =

G-
<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
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@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS

instances or the server platform has a different name, then CNAME records nesd to be
added to tha DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel®) SCS Server.

Tﬂ#—:'

Resolved "ProvisionServer” IP: 192.168.20.10
Ressclved Intel® SCS 1P: 192.168.20.10
Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configurabion requires the presance of a Domam Name System
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| Description: Detects Out of Band capability of dient system.
Package name: Out of Band Discovery Package
Program name: |D|.rt of Band Discovery Program :I
 Enable verbose Reporting of Status Events
| . Al 32-bit Windows XP Computers, All 64-bit Windows Vista
Apphes to collections: . o AN 32-bit Windows Vista Computers ... 4
| Package Multicast: [ Disaple download via multicast
Schadufing Options
T Manisal ¥ Run once ASAP
i Scheduled I” Schedula:  No schedule has been defined
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7 Fun =5 soon a5 possibla sfter the schediled tme
W User Can Run
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General
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|5 minutes

Administrator Credentials
|Eapn

User nama:
Intel® AMT 2.0 password:
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B Altris Congole Home

Done

J0O00 ### Generate keys before export (MEHHIEA &) SEEZH -

Export Security Keys to USB Key Oy altiris

£ Only selected
™ Generate keys before export:

Gestieeraile: S u:ri‘l'lf- Kiryr

rumber: of sEGUTIRY KEys-00 geEnerate: |5|:|

Factory Defanlt Intel® Management Engne Password

[ntel® ME Pasewon; [admin

New Intel® Management Engine Password

SR I e alopded from WEE key or typed inmenuslly Inte the Meragement
£ngl B Extone! LIREr
Iritel(F s Password: peliza
Export Result
To reais and download USE ey Me, feat comfwgure satbngs and dick Genarate lile, and than
thizk Cownlead USE kay Ma, Mace desnlosded e ta the USE Starage Daviow.
Avadable: Mo data exportad yet I Generate | Clase |

it ffakirishone.trvpr Jo sl Albris (OOBEC SecLrityMER: SebtingsPage aspot |G Tnbernat |

I

N B I 1~ T



1000 A EEEREREE (EFENEREEME) - H%ER 50 °

ga’-lﬁrlh Comsale -- W\"h".ul_]lr I:I|.¢|||j|]

Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteki Management Engine Password
Intel® ME Password: |au:|n1|n

HNew Intel® Management Engine Password

Thizs pruzsnrd i either uploaded Form L53 kay or beped in manually inby the Mamagemant
Engine BIOE Extangoh siree

IntelF ME Password: |De|l123!
Export Result
Tocrawbe #nd downlosd USE ey N Rt confbgurd aettings sod dick Genarets fila. and than
thel Dodnlsad USE kay e, Plecs donnlaaded MDe b ihi USE Siarage Do

Avadable: Mo data exported yet Generate |  Close |

it [ akirishos.trvpe o boc it O0BSC) Sec_rk yMEBx SebtingsPiags aspec gy Irternet

1000 Intel ME TEZR B admin © 2 EBRENET Intel ME 2545 -

:J’.lﬁrlh Consale - Webpage Dialog

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Intek® Management Engine Password
Intel® ME Password: Iau:lrur-

Hew m‘bela uanageuut!ngﬁﬂpamd

F ced frorn WSS kay or tvoed In-manually intg the Managemant
Engine B

Innel@ ME Password: [oel1za

Export Resull
Ta erawt 1l pilosd USE key Me. Rt cosfigur astbngs sod dick Ganarats fila, and than
=k Coanload USE key e Plcts domnizaded fSe ta the LSE Slaregs Dedoe

Avadable: Mo data sxported yet Generate | Close |

o akirishos.trvpeo bocal MbrsfO0BSC)Secork yMEB: SeblngsPlags asp g Irkernet

I &

1000 #—T Generate (FE4) - EA &R » Generate (FEA) #ZH A AIEr HFERS -



-« Webpage Dialog

A rmmmm brwperc, boociad PR b CHOENSC T Saourity ME B St LingsP age.. mmm 1

Export Security Keys to USB Key ~ o alti

Export keys
|
7 Onty selected

* [Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password

This passward ix sither upfoaded from USE key or typed in manually ints the Mansgesmant

Enging BIOE EXLaMason Brear

Intel® ME Password: [z

Export Result

To eraate and downlond USE bay Ma, Fest candegure setsnags and dick Ganarate lile, an a

thizk Dorwnloas USE Lay e, Placs deanlosded fde b the S8 Starags Davice

Avadable: Mo data exported yet [ Generate | Close |
ke ] akirishose_trvpe boe sl brisOCBSC Sec rity MEB: SeblingsPage asped gl Inkbernet =z

1000 #Zarg L) usB B AR AR LR USB #Ezas o

JO0O0 #%—T Download USB key file (T# USB &%) #is - 1 setup.bin #E THZE USB 55 - iRIFTHY - USB HEE & HAM
Pl ISR ERETFE USB 858 -

AR TG E A 5258 - 7] USB € BEN/HTERETF setup.bin fEZEATERE L -

Export Securitv Keys to USB Key " I altiris

Export keys
|
£ Onty selected

= |Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: {admin

Heswd Im:elar Management Engine Password

pasEwacd ix sither upfaaded from W58 key or typed in manually inte the Mansgemant

E-'.. t BIOE Extamnason s

Intel® ME Password: [eni1zar

gu and click Genemts file. and then

toraga Device

Fim, Plgce downiosded

Avadable: ”‘?‘f‘“’““d“““"' fl&'  [TGenerate |  ciose |

2007 1Ll AM

ke ] akirishos_trvpes boc sl OOBSC]Sec it MEB: SeblingsPage. aspec gl Inkernet =z




OO0 #— T File Download (fH% T#) #5581 Save (fE7F) °

x
Iil'?nun'thm-lﬁ:ﬂmwﬁld_lmnuiwmm
@ Hame: sshup.bin

Tupe: Unbncwen File Typs, 25,566
From:  altirishace, brvpeo. bocal

i || [T

o comgiter, IF wou sowece, do not find &
peogiam ba open this fie o save this e Whet's the rigk?

000 528 Save in: (FAFME:) (MERGERZE USB &8 - #—T Save (fifF) °

e s TP

Saveine | <o Removable Disk ) | el e

Dezklop

=

My Dacimends

T- r
-
Iy Compubes

-

- -
H:.IF:J‘-:Iu'a:n Fibn nawrmesc m j _Save
Savesstwpe |k Document

OO0 #—F Download complete (T#5ERL) #5575 MAY Close (BAFf) -
Download complete (s
::E e
sabup.bin from akirisbors. brvpr bocal
Downloaded:  Z5.5KBin 1 sec

Dceanbosd bot Erjzatup.bn
Trarsher rate:  25.5KBjSac

I ot this Gog bor when download conpieled
gpen | Openfoider [ Tee |

setup.bin fEZEEHEURIEFEEE HE -



L =101 %

File Edt Yew Favorfes Jook el i
] 25 search Folders | 53
Agdrass [~ £ El=
M= sae | Type | Diate Pacedified | tpribustes |
File and Folder Tasks ¥ Sl setup.bin H6 KB BN Fle EET2007 LIn12AM A
Other Places =
Details &®

Removahle Disk (E:)
Removsbls Disk

Fila Sysbesm: FAT

JOOO BEFA Export Security Keys to USB Key (EAZ2ME&HZE USB &) SMMEREIE GRS - BE Altiris £E5 -
1000 %% USB #EE M\ A EM - ARBAREN - AHILAIPEE USB 458 - A HI
Continue with Auto Provisioning (Y/ N (ZEH#EEIHHE (YYN) BT
T <y> -

Intel(R) Management Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y¥/N)

Press any key to continue with system boot... (¥ FNE—#EEZHES.. )



Intel(R) Hanagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Hanagement Engine BIOS Extension
Copyright(C) £B83-B7 Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

1000 5eR%ERPAEM » MR BB AR o
1000 &2 Step 6 (5% 6) - Configure Automatic Profile Assignments (#REH B ERIEIR) ©



7 Altiris Console 6.5 - Windoss Intermet Esplorer - l!lﬂ

s = [0 Bkt trvpue Joc ks ConsoleDef it acpcCorokeaundm 3 358067-250b-4280-5186-Fe2t 4250 07oMewidmtx] 41| K [l st £ -

U Zpakei Conscle 6.5 — B v B - veage - (oo -
<+ altiris’ console altirinboos trépen. fncn! « TAVERO\Administator f ™ =
Home View Hanage Tools Reports Configure Help >
1l “n e R Ao
= B Dut of and Managarnent e o "I"'@.E"If,ﬁ i [yl |

R T ORI Manage Security Keys

@ ] Colecbors

® 01 Configraton

[FID |PPS |[Foctory Default Password |New Pr

B B Intel® AMT Getting Started
2 O Sectien 1, Pravisioning
= ] Base Prenvsioning (washaut TLS)
Rl 5220 1. Configure Dhs
& Siep 2 Descover Copsbilies
B 5tep 3 view Tntel T AMT Cagalle Computers
4T Swp 4, Creste Profe
@ Simn 5. Genarsbe Sacurity Keye
@] Step 8. Configune Automatic Profie Assignments
] Step 7. Monitor Frovisioning Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

O] Reperts
B [0 Tesks
Fl\'P\HI)II -
S [ My Fanverites I Filesr ey emo: [ [ Fesesgees]
B altris Console Home
AR o e w4 = ERTe

o

1000 B E R G s Enabled (BUH) © 1 Intel AMT 2.0+ THIzUEE A » B2 AIEHURREN © 3EBRRYEAELE -



sale 5.5 - Windows Internet Ex

: ] H:l'.p:H-:ﬂi'is:hmt.tn-nu.hnd.l'ﬂhMﬂ.mw#m—WMMmM?Wﬂ:E”E“Lw Search
k] ﬁ ) Akirs Console 6.5 )
:l ﬂlﬁﬁﬁ' mﬂh 5 phiviabos Frepro Iocal « TRYEAD Adminirbator

- Home View Hanage Tools Reports Configere Help =

Al

Y Yy T— |

H 5 alert Standard Farsat Getling Started H T
= Resource Synchronization

B [ Corfiguraton
= B InielX AMT Geting Started
8 [ Section &, Provisioeing

| W Enable {currently enabled) |

Haw profite apsignmanis wil be oaked svromaticelly for all spsterns that s 0 unpoviziooed stete snd hawe

= ] Basic Provmoning (vehout TLS) Fubly Qualified Domain kame (FZON) found in the Botification Sarver database beced on the system URIID,
Wl 5o L Lanfigure 065 ™ Intel® AMT 1.0 to profile: [default_3 =)

& 5tep 2 Depcover Copablibes = : -
B 55003, v i 4T Caoatie Conontars || 7 InESHD) AMT 2.0+ to profile:  [default_3 ]
4T Sien 2 Create Frofle

A 5180 5. Generate Secunty Keys synchronize Intel® SC5 and Notification Server resources.
#) 5223 . Configure Sutomatic Frofle Assgoments || [~ pamove duplicate Intal® AMT rasources from Notification Server database
-ﬂ Ssep 7. Monitor Frovisioning Process 7 I——j
@) 50 5. Monitor Profie Assigneents W Enable schedula: | Daily =
& [ Erbie Sseurity (115) AL 2110 AM evary 1 daye, starting Snlurda"(,. January 01; 2005
# (] Secton 2. Intel® AMT Tasks
® CIR Last synchronization statistics
® [ Tasks Current statie: nactive
Last Synchromzed: 6/27/2007 2:10:11 AM
Total Devices: o
Assigned resources: o
Craated resources: i}
Clzaned resources: o

[ Run now |

oo | Loy | o |

§ Alis Conscle Home

e T T BN

1000 &% Step 7 (G5 7) - Monitor Provisioning Process (B fffi@f2Fe) -



S S Z)aes Console 65
<1 altiris’ console:

L)
EI E mﬂmmt
® B et Standard Forsat Gatbrg Staried
] Colecbons
& [ Configuration
E B3 InfelT AMT Getong Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
Wl 5o L Configure DS
& Siep 2 Descover Copsbilves
0} 5:eo 3. veew Intel @ AMT Caoable Computers
4T Swmo 4, Creste Profs
G S0 5. Generste Secunity KEys
2] Step 8. Configure Automatic Profie Assignments
@) Si=p 7. Monitor Provisoning Process
W] S0 5. Monitor Frofie Assgneants
& [ Erwdis Sty (TLS)
@ () Secton 2. Intel® AMT Tasks
& [ Aeports
B O Tesks

r - F‘l betp:lfakiicbo trvpro ocall k¥ CorapleDef ok ssps?CorsoleGubd=Haatbo?- 25042 15 Fa2M 0808 20 bMewid= 7 | *;]|_-| IL-fu Search

Resource Synchronization

| W Enable (currently enabled)

[ Intal® AMT 1.0 to profila: |l:le-fault_3 1r|
W intebz AMT 2.0+ to profile: Idcl'aultj "I

Hew protie azsignmenis wil be created svtomatically. for all systerns that are 1n unprovisioned state and have
Fully Qualified Domain Kame (FZON] Found in the Rotificstion Sarver database based on the system LWID.

Synchronize Intel® SCS and Notification Server resources

¥ Enable Schedule: |Dady |

At 2:10 AM avery 1 days, starting Saturday, Januany 01, 2005

™ Remove duplicate Intel® AMT resources from Notification Sarver database

| Last synchronization statistics
Current statws: Inactive
Last Synchronized: &/27/2007 2:10:11 AM
Total Devices: o
Asszigned resources: i}
Created resources: 1]
Cleaned resources: 1]
[ Run now |

_ Apply | _cancel |

EM IR E NSRBI ARG B - —FIaRIRAHUIKEE S Unprovisioned (Rfi%)

L o v~ T
RIS B In provisioning (ffi

BT > R ERFERE S Provisioned (Efif) »

[Rio% = 2



J0o0o0o

7 Altiris Console 6.5 - Windoss Intermet Explorer F i .-.I.ﬂﬂ

w' [ 25 bt sbtisheo, rvpwo o alfakvifCormsole/Dek it sspi?Ceraoledudm 3 88b67-250b-42ad 8186 Fert42a0e 0 Pabeweiisdm ] | #2[| X | [l soorct s
SF G 7)akeis Conscle 6.5 I I B -6 - & - reme - Grok - ®

A

21 altiris console ahirinbio bripen ioca! « TRVPEG Administator

Heme View Hanage Tools Reports Configure  Help >

Ll oS LI EBRVYIX |

= m:ﬁmwr

& 3 Alert Standaed Format Gettng Started Intel® AMT Systems
& O] Colechors

B £ Configr

& gmza::nwwsmw [UUID [FADM [Status | Provision De zesion [Profile

B [ Section 1. Provisianing
& ] Basic Provisioning {without TLS)
@l S L Configue DS
. Step 2. Decover Copobilties
B sSten 3 view Intel T AMT Cagatie Computers
4T Swp 4, Creste Profie
5 S0 5 Ganersbs Security KEyS
] Step B Configure Automabc Profie dsagnments
4] | 5%ep 7. Monbor Frowisioning Process
2] Sep &, Monitor Profie Assigheents
& [ Enabie Sesurity (TLS)
® ] Section 2. Intelf AMT Tasks

& O] Reperts
B 0 Tesks
| Cr— || ETTm | e =
-
E.F.:EJPH:meu-; J'_Eirf:f'.“' [defauit = o 1 S | FEem  [s/z7/2006 12100100 AW
B altiis Consale Home [ ordectys [ouie 7] dicsstions [fscancing @]
e T T e T

12 Step 8 (VB 8) © Monitor Profile Assignments (51 EIEIR)



7 Altirts Console 5.5 - Windoss Intermet F:-:|_|||_Ir|§'r

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn -
5F A Z)akiis Conscle 6.5 I | T - E) - - epage - i Took -
<1 altiris console ttirinbio Erépen. Toca! « TRYSROADmINiEtator ' :

Heme View HManage Tools Reports Configure  Help >

11z rolEs LI BBV

= B Dut of Band Managament

® B3 alert Standard Forsat Gattrg Starbed Intel@ AHT S?stems

i O] Colechors
® 01 Configraton
E B IntelX AMT Getong Started
B [ Section 1. Provisianing
& ] Basic Provisioning {without TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
B sten 3. view Intel T AMT Cagabie Comouters
4T Swp 4, Creste Profie
G S0 5. Garersts Security KEyS
@] Step & Configure Automatic Profie dssgnments
] 5%ep 7. Monbor Provisioning Process
R 5ep 5. Monitor Profie Assighnents
# [ Erwnie Seauity (TLS)
M ) Secton 2. Inisl @ AMT Tasks
# [ Reports
B O Tesks

W : :|'."|r1:l "I'I rf:mlllrn?ruvlslnnmg 'I'I [ Records: [ai

il..ll.llll |HIIIJH |5.'ilr|.I||:: | FProwision Dale |Yersion |Frofile

=]

Favorites - B
e v profide : By Fram T e
s [defauit = = r LUIDE | C e [s/27/z008 12100100 am

= & My Pavorites

B Altris Conscle Home [ Srdar by: JI.II.IID "I dirmstion: IF-:nﬂ':lm-g ""I

Done
B R IBIRIENSEI LG - F5E)

1559

O T A 2 T
&Ll FQDN ~ UUID . Profile Name (GZ &M 4HH) My -

T



7 Altiris Console 6.5 - Windows Intermet Explorer E =50 x|

m = [0 hatpojstirisho brvpns Jocslfikris|Cormole Dt ssp i CorsoleGuide 3 aaBb6T-250b-42ad-51 86-Fe2i42a0e F0TaMiviid= 7 | -‘r_". ML senrch p_'.
SF S0 %) akins Console 6.5 I I - ED - osh- s - Toss - ™
~v altiris console ahtirinbioo tripen. inca! « TRABROAdminiztator f
Home View HManage Tools Reports Configure Help =
1|5 — I
= B Cut of Band Managament j’ﬁ‘["l‘flﬁﬁ,l?‘-’ i
S AT T e Profile Assignments
@ ] Colecbors
® 01 Configraton

[FQDM [UUID [Frofile Home

E B Intel® AMT Garitng Started
B [ Section 1. Provisianing
& ] Base Prenvesioning (without TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
7 50 3 varw Intel T AMT Cagabie Compuibers
4T Swp 4, Creste Profie
gf Gimn 5, Genecabs Sasurly Kaye
@] Step B Configure Automatic Profie dsagnments
] Step 7. Monitor Frovsionng Process
W] | 5%ep 8. Monitor Profle Assigneents
# [ Eranie Sesuity (TLS)
W ) Secton 2. Inisl @ AMT Tasks
# [ Reports
B ) Tesks

-
Favorites I By ULID: |— [~ By Fgon: | I~ By Prafile: |uu-. ®_3 |

= (& My Pavortes

B alteis Console Home [ Grdar Iq.-:ll.li.lib "I direstion: Azzending "’i rIvADﬂth
Done N B I 1~ T [Hio% =

EI— B 5ER i - SRR All configured Intel AMT computers (AT Ei%ER Intel AMT i) Y
Collections (&) &kl -



.'|||| Wi ]llh itk ru|_||||rl r

'ﬂ' -i'l' 2 alirs Conecle 6.5
21 altiris console

o Alert Standard Format Simrbad —
- E elechions - All Configured Intel® AMT Computers
gi: 21 Broadoom ASE Capable COMOUDETS All computars in this collection are configured Inted® AMT computers.
D | Al confourad Intal A3IT comeniters Last Updated!  F/IL/I00T 11197116 AM
O a0 Intel @ AMT capable computerns L¥ This collection has no members,
L] g Provsnning
& [ Configuration
B B Intel® AMT Gating Started
& [ Rperts
O] Tasks

Dere. I Y [Hiow = -




AN A= V.= T =l ey

MEBX 71 -- 1SR 2% E

Intel® Management Engine BIOS Extension (MEBX) %4 Intel $2{ft Dell™ HEAD ROM #&4H » LIAA Dell BIOS H{#iH - MEBX K
Dell BASHIFIMEELE

R CERA AR BERF) TEMAHREHEMARMARS (SCS) ° SCS T Intel AMT %7€ BLIHRERTMEES 3T - SCS 7F MEBx H HIRF
I R i AR e - —MR IS SCS MBI ZHERREG (1SVs) /Mt - MEETE ISV EHEmEEMN - HEEBFELEH - SFREHE EEarILE

[EEEER

AL DB » TERSEREEUTEGE Intel AMT GRE

W

ME %7€
FERA HEYS R Intel Management Engine (ME) :

OO0 7£ Dell #IEHEFHL T <Ctrl><p> i A MEBx M °
OO0 £ Intel ME Password (Intel ME %) f#E A admin ° #& T <Enter> * BiFE D K/NE o
EVEFSE T MEBX EIEFi 8 5 THAL G o

Intel(R) Management Engine BIOS Extension v5.8.5.88688
Copyright (C) 2663-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Passuword

[ESC1=Exit [ENTER1=Subnit

OO0 342 Change Intel ME Password (%5 Intel ME %) < ## T <Enter> o S AFTEIEM X » LIEITER -
A WAEIELLT TR

o JUEFIT



—(BREFE

—{E/ NS FEE

e

ik GFEBFR) oo flan -~ $ 8 - [BAERE -~ B, ¥t e

O 0O 0o o

BEARIEAR () BZE O R BVEIEFIT - (BRI ISR -

OO0 BEFEFEWEET Intel AMT BEEHE - 2R BIERNE H RTERBGIKREE AGEARRE -

Intel(R) MHanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 20863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuratiom

Change Intel(R) ME Passuword
Exit

Intel(R) ME Neuw Passuord

e 336 I WM

[ESC1=Exit [ENTER1=Submit

OO0 42 Intel ME Configuration (Intel ME #HEE) » ZA%3% F <Enter> o

ME Platform Configuration (ME “F&i#HfE) AIFEIEE ME THRE » GIANEIREE ~ BRI IIRES -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuratiom
Change Intel(R) ME Password
Exit

[Td]=Select [ENTER1=Access

[ESC1=Exit

000 FEHBE L TRERZE T <y> : o )
System resets after configuration change. (AHAGFHREREREZERK ) Continue (Y/IN). (ZE4H#EME (YN <)



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

T—{&#H% Intel ME State Control (Intel ME ARREFERI) o BOEIHITHERERE A Enabled (BUA) © G I ES B Ay
Disabled (1£f) - IRZEH Intel AMT » FEELZEE 9 i Manageability Feature Selection (EPRINAEEE) HIESF A
None (I) -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Contraol

Intel(R) ME Firnuware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Pouwer Control >
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 DISABLED
[«] ENABLED

OO0 3#H Intel ME Firmware Local Update Qualifier (Intel ME #REAREEE iR ITH7) o 44 F <Enter> °
OO0 #E3#8 Always Open (GGEBAED ~ Never Open (K TBAEY) 2¢ Restricted (fR#l) ° ¥~ <Enter>

TR TER R E B Always Open (GRGEBIEL) -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Pouwer Control >
Return to Previous Menu

[ESC1=Exit [T+]=3elect [ENTER1=Access

[=] ALHAYS OPEN
[ 1 NEVER OPEN
[ 1 RESTRICTED

OO0 42 Intel ME Features Control (Intel ME ZHEEFEH]) » SREEHL T <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnware Local Update Qualifier
Intel(R) ME Features Control 4
Intel(R) ME Power Control >
Return to Previous Menu

[ESC1=Exit [T+]=3elect [ENTER1=Access

T—{E#H% Manageability Feature Selection (EHIREERE) o HINEEANEREFLEE RN - THIRERER Intel AMT ©

i None () SEIH A= A i B EL L) 6E ©



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 NONE
[#] Intel(R) AMT

1000 #4% Return to Previous Menu ([E/Z[F]T—#8) » A%3% T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Mewu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

JO00O0 ### Intel ME Power Control (Intel ME ZEIF#ZEH]) » SR T <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnmuware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Power Control L4
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

T—{##%E% Intel ME ON in Host Sleep States (Intel ME {EEHEEIRARREFFRRY) - THEE A Mobile: ON in SO (TH) :
£ SO FrEL) -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

#] Desktop: ON in S8

]
] Desktop: ON in S8, S3

] Desktop: ON in S8, $3, 34-5

1 Desktop: ON in 5B, ME Hake in 3
10D

esktop: ON in 5B, ME Hake in S

1000 #4% Return to Previous Menu ([E/Z[F]T—#8) » A%3% T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 #4# Return to Previous Menu ([E/Z[F]T—%8) » A%3% T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnuware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Pouwer Control >

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

JO000 # % MEBx 3R EMifEF ME 3&RE »

HIGFET Intel ME #HRESERGIE - AR EHTELE) - ME #HRESERR » BIFIELT Intel AMT ZX7E ©

Intel AMT #HEE

EHEEFETESEA Intel AMT Configuration (Intel AMT FHEE) » FHFHUTLI TSR -

000 HRVIERE SRR - 5T <Ctrl><p> EHEA MEBx 21 » 1 TEAMEEERE Management Engine ) 2 1 Fix
OO0 HESESIERE - B AR Intel ME 275 -
OO0 3% Intel AMT Configuration (Intel AMT fHEE) » SR7%3% T <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

Exit

[ESC1=Exit [T+]1=3elect [ENTER1=Access

000 %42 Host Name (EREAR) > R T <Enter> -

OO0 #AL Intel AMT BEERAIME— 2T » RIZE T <Enter> ©

ERRRAA AT BIZERS - FEREE RS L EERERR 2 o SHEHEMTE 1P (R ERRER - AT LU E R AU CE G 1P



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[

|

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

Computer host nane

[ESC1=Exit [ENTER]1=Submit

OO0 ## TCP/IP > REE T <Enter> o
000 FEHBRLITAERHZT <n> :

[ DHCP Enable] Disable DHCP (Y/N) ([DHCP E{Fl] 1M DHCP (Y/N)



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[DHCP Enabled]
Disable DHCP: (Y/N)

OO0 7£ Domain name (Hi&fE) AP #A & -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

Domain nane

[ESC1=Exit [ENTER]1=Submit

OO0 {EEHE G EE Provision Model (ffifH#E) » AR%IZ T <Enter> »

1000 #4% Enterprise ({£%¥) 3¥ Small Business (/M%) fHRE - THRREAGE -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host MName

TCP/IP

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[=] ENTERPRISE
[ ] SHALL BUSINESS

1000 {EEH % Setup and Configuration (FREHHAEE) » AR%IZ T <Enter> °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Nanme

TCP/1P

Provision Hodel

setup and Configuration
Un-Provision

SOL/1DE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

JOOO & Current Provisioning Mode (B #THZEER) BRB AT - ARE T <Enter> o

HE A B RIS o 42T <Enter> 3 <Esc> & o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
Provisioning Server FQDN
TLS PSK >
TLS PKI »
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Provisioning Mode: PRI

1000 {GEEFERE Provision Record (Mi@H0#%) » A& T <Enter> ©
AR E NG PSK/PKI GLEERL o AR M R AE R > Al MEBX 8T
Provi sion Record not present (#({fiZ#3s%) RUFRE -

MDA ZE R - Provision Record (ffifdtaEt$%) &fEnrh—RIEE -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
Provisioning Server FQDN
TLS PSK >
TLS PKI »
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Provision Record is not present

1000 &R FEE Provision Server (i {RIARES) » K134~ <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server FQDN
TLS PSK >
TLS PXI >
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

JO000 7 Provisioning server address (ffiZE Ak asfizik) WS AMAEFRRE IP > W T <Enter> o

T,Ean,;n,rn—»

RXAXE £y 0.0.0.0 ° BLTHRRERE (1L DNS {Ffkas BEEHITHE r SR m AR S AT E M2 FARESHY 1P BF - A BEARL -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server FQDN
TLS PSK >
TLS PXI >
Return to Previous Menu

Provisioning server address

[ESC1=Exit [ENTER1=Submit
1000 £ Port number GEESRIRETE) (B AGHEEHRIESE - AEE T <Enter> ©

TR E R O o WIFETERRE

PREFRs 0 > HIl Intel AMT jG3EEL#ERIE 9971 A/ AR SREAH o A0SR (RIAR &% £ N R ke
HE(R > FRTEILEA -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server FQDN
TLS PSK >
TLS PXI >
Return to Previous Menu

Port number (B-65535)

(l
8971

[ESC1=Exit [ENTERI=Submit
JO000 #&8E % Provision Server FQDN (1fiZ{alik#s FQDN) » A% T <Enter= °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
TLS PSK >
TLS PKI o
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 SRR EEF ST5#EEE T (FQDN) 6% T <Enter> °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
TLS PSK >
TLS PKI o
Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit
J0O000O {EEEAEE TLS PSK » REIX T <Enter>



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
Provisioning Server FODN
TLS PXI >
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

JO000 F—{##IE% Set PID and PPS (3% PID & PPS) °
PID B PPS A]F@h#fi A » B{E SCS AL IERF A USB &l A -

BLEIEA B A% 1D (PID) Bffi A HEES (PPS) » PID B& 8 {E¥ T » PPS A& 32 {E¥ T - & (1 # 4 (E¥IT) <M&hE
WSk - RIAEBAERAT% (R > PID & 9 {E~JT » PPS A% 40 {EFIT - SCS WHEAELIAR -

8=



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS ==
Delete PID and PPS ==
Return to Previous Henu

Enter PID (e.g. ABCD-1234)

[ESC1=Exit [ENTER]1=Submit

%ﬁDlaeMDamnwstmeﬁP%) SETH o [IEIE G NSRS B H R TE R % EUESEMMENES G 52
BV =

1000 #4% Return to Previous Menu ([E/Z[F]—#8) » A%3% T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS ==
Delete PID and PPS ==

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER]1=Access

#%x - may cause Intel(R) AMT partial unprovision

1000 fE#EFERE TLS PKI > /EE T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
Provisioning Server FQDN
TLS PSK >
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER]1=Access

1000 {EE ¥ %#E Remote Configuration Enable/Disable (G#imzRERH . 12H) » REIE T <Enter> °
& M EIETH

r ul\

Hi% £y Enabled (BUH) - A1SRAMERE EERERS 1SS0 121838 (CA) #XRERIIATEES Disabled (1%/H)



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes
Set PKI DNS Suffix

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 DISABLED
[=] ENABLED

#%x - may cause Intel(R) AMT partial unprovision

T —EE&H% Manage Certificate Hashes (BHEEEMIER) 1#H o IRIFFHRGRE » i€ 4 (B o AlRE S FRMEREGT
B



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes
Set PRI DNS Suffix

Return to Previous Menu

Hash Nane Active Default
eridign Class 3 Primary CA-G1 [%] []
UeriSign Class 3 Primary CA-G3 [] []
Go Daddy Class Z CA [*] [*]
Comodo AAA CA [*] [*]
Starfield Class 2 CA [#] [#]

[ESC1=Exit [INS1=Add [DELI1=Del [+]=Active [ENTER]=Vieu

JO00O0 #5855 %##E2 Set PKI DNS Suffix (3%€ PKI DNS Ef% ) ° ¥ T <Enter> o

1000 ECF A A PKI DNS EBiE > R%¥% T <Enter> ©



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes

set PKI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER]1=Submit

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes
Set PRI DNS Suffix

Returw to Previous Mewu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

#%x - may cause Intel(R) AMT partial unprovision

JO000 ;%8 Return to Previous Menu ([EZ|FT—%#58) » A%E T <Enter> o

=]

15[E1E Intel AMT Configuration (Intel AMT #HBE) 2B -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server IP
Provisioning Server FQDN
TLS PSK >
TLS PKI o

[ESC1=Exit [T+]1=3elect [ENTER1=Access

i%i#E Un-Provision (i) 2EIH o HOEE SR ERIKIE 2 HRTEERE - & B aRIMENTE S E » 552 T
iE FEH .



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

J10O00 %42 SOL/IDE-R » %% T <Enter> °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 FFEHHR L TRRERZ T <y=> ¢

o [Caution] Systemresets after configuration changes. ([VEE] ZHIGHHEESF%EH ) Continue:
(YIN) (2 - (YIN))



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

#¥f User Name & Password (A& &R NER) FFEH Enabled (BUA) » A%IET <Enter> o

BRI AR IEE WebGUI #THE(E A # Bl o ARSI MEE - RIAEHE B AlET MEBX & infF il -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Username & Password

[ 1 DISABLED

[«]1 ENABLED

#1#f Serial Over LAN (SOL/IDE-R) #5:#H Enabled (B{H) » AR T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Jerial Over LAN

[ 1 DISABLED

[«]1 ENABLED

ANEREEH] 1DE Redirection (IDE E#E ) - %% Enabled (i) & A&RIZ T <Enter> °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Jerial Over LAN

[ 1 DISABLED

[«]1 ENABLED

Password Policy (ZERE]) £ T —{#%EH - THZ&%E A Default Password Only ({E7EFER) °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[=] DEFAULT PASSHORD ONLY

]
[ 1 DURING SETUP AND CONFIGURATION
[ 1 ANYTIME

T—{##E% Secure Firmware Update (ZZ2##8FEHT) © THEXE S Enabled (BiA) °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Host MName

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 DISABLED
[«] ENABLED

fi%i# Set PRTC (% PRTC) °



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

S0L/ IDE-R

Passuord Policy

Secure Firmware Update

Enter PRIC in GMT(UTC) format(YYYY:MM:DD:HH:MM:35)

[ESC1=Exit [ENTER]1=5ubmit

T —{EEH S 1dle Timeout (FIEM@IT) © THRRAE R 1  (E{EE1E Wol SIERH &R ERZR ME FF > A E FLEREOE -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuword Policy

secure Firmware Update
set PRIC

Idle Timeout

Tineout Value (1-65535)

[ESC1=Exit [ENTER]1=Submit

1000 #4% Return to Previous Menu ([E/Z[F]T—#8) » A%3% T <Enter> -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]
setup and Configuration

Un-Provision

SOL/I1DE-R

Password Policy

secure Firmuware Update
set PRIC

Idle Timeout

Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 E#2 Exit (fGH) > AEET <Enter> ©



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuratiom
Change Intel(R) ME Password

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 FEHBHUTHERZET <y> -
Are you sure you want to exit? (EEHEEEFER?) (YIN:



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuratiom
Change Intel(R) ME Password
Exit

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Are you sure you want to exit? (Y/N):

B BT

1000 RAPARERGIL K T B - B CIEN REIREE - I EXEHFTe A -

EEIEEzdE]



MEBX 1 1TH--SMB &=

Intel® Management Engine BIOS Extension (MEBX) %4 Intel $2{ft Dell™ HEAD ROM #&4H » LIAA Dell BIOS H{#iH - MEBX K
Dell BASHIFIMEELE

Dell JRZEAEF/MEZE (SMB) HNAT Intel AMT FHAEREIES - £ SMB R i —FRFEEAJHR T A Set PID and PPS (&€ PID E PPS)
HEIE o 1Y) > Provision Model (ffi#%78) /5% % Small Business (/NMZ)MIEEnterprise (&%) -

AERLUT BB > 7£ SMB R TN ELE Intel AMT AHRE -

="
ME &€
HEEA EEE S EF Intel Management Engine (ME) » ZE#UTLI T SR
OO0 7£ Dell #iE#F T <CtrI><p> A MEBx K= °
OO0 1= Intel ME Password (Intel ME %05) f##{#A admi n o # T <Enter>  ZiHEE 7 K/NE ©
EVEESE T MEBX SEIE R 5 TEAL S o

Intel(R) Management Engine BIOS Extension v5.8.5.8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuratiom
Intel(R) AMT Configuratiom
Change Intel(R) ME Passuord
Exit

Intel(R) ME Passuord

[ESC1=Exit [ENTER1=Submit

000 ## Change Intel ME Password (35 Intel ME %) » A% T <Enter> ©
OO0 $#EAFERERK > DUETTERE -
FrE LRSI TR ¢
o JUEFIT

o —HKXEFH
o —{H/NEFFE



o B
o R (JFFEMFER) For o Hlan 1~ $ B ;o HAERE " K, FT e

BESRIERR (_ ) BZEE R R ETSFIT  (HER WS e
OO0 8 EEWSET Intel AMT BEEHE -
Z R BREBNE I RTHRGIRAEHE A G EARRE
Intel(R) MHanagement Engine BIOS Extension v5.8.5,8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) HE Configuratiom
Intel(R) AMT Configuration

Change Intel(R) ME Passuword
Exit

Intel(R) ME New Passuord

e 336 I WM

[ESC1=Exit [ENTER1=Submit

OO0 42 Intel ME Configuration (Intel ME #HEE) » SA%3%  <Enter> o

ME Platform Configuration (ME F&5#fE) AIREEENE ME TIRE » BIANEIREE - #IREFE RS -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuratiom
Change Intel(R) ME Password
Exit

[Td]=Select [ENTER1=Access

[ESC1=Exit

000 FFEHB LI T RERZ T <y> -

System resets after configuration change. (AHAGFHREREREREF ) Continue (Y/IN). (ZE4HE (YIN °)



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[Cautionl

System resets after configuration changes
Continue: (YsN)

T—{&#H% Intel ME State Control (Intel ME ARREFERI) o BOEIHITHERERE A Enabled (BUA) © G I ES B Ay
Disabled (/) - MIRZEH Intel AMT » FEEEAREFT - %% Manageability Feature Selection (FELINAEERE) HETES
¥ 5 None () -



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Contraol

Intel(R) ME Firnuware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Pouwer Control >
Return to Previous Menu

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 DISABLED
[«] ENABLED

OO0 3## Intel ME Firmware Local Update (Intel ME #8874 HT) » SR1BIE T <Enter> o
OO0 &R Always Open (GKIEBHED) ~ Never Open (GKTBEY) 3¢ Restricted (FR#) » A%IET <Enter> -

IR FHER R E £ Disabled (1£H]) ©



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Qualifier
Intel(R) ME Features Control >
Intel(R) ME Pouwer Control >
Return to Previous Menu

[ESC1=Exit [T+]=3elect [ENTER1=Access

[=] ALHAYS OPEN
[ 1 NEVER OPEN
[ 1 RESTRICTED

1000 %% Intel ME Features Control (Intel ME THREFEH]) » SR153%4 F <Enter> o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnware Local Update Qualifier
Intel(R) ME Features Control 4
Intel(R) ME Power Control >
Return to Previous Menu

[ESC1=Exit [T+]=3elect [ENTER1=Access

T—{E#H% Manageability Feature Selection (EHIEEERE) o HINEEANEREFEE RN  THERRER Intel AMT o #E
None (IE) EEIEW]E AR A Ein e FITRE o



Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868
Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu
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[ 1 NONE
[#] Intel(R) AMT
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#] Desktop: ON in S8
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Intel(R) ME State Control
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Intel(R) Hanagement Engine BIOS Extension v5.8.5, 8868

Copyright (C) 2863-88 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

Exit
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TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

Computer host nane

[ESC1=Exit [ENTER]1=Submit

OO0 £ TCP/ZIP » AMERIE T <Enter>
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o [DHCP Enable] Disable DHCP (Y/N) ([DHCP E{f] 1#H DHCP (Y/N))
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Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[DHCP Enabled]
Disable DHCP: (Y/N)
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Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

Domain nane
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Host Name

TCP/ 1P

Setup and Configuration
Un-Provision

SOL/I1DE-R

Passuord Policy

Secure Firmware Update

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 ENTERPRISE
[=] SHALL BUSINESS

Acquiring Intel(R) AMT configuratiom...
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Host Nanme

TCP/ 1P

Provision Model
Un-Provision

Passuord Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 FFEHHR L TRRERZ T <y=> ¢

o [Caution] Systemresets after configuration changes. ([VEE] ZHIGHHEESF%EH ) Continue:
(YIN) (2 - (YIN))
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Host Nanme

TCP/ 1P

Provision Model
Un-Provision

SO0L/IDE-R

Passuord Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[Cautionl

System resets after configuration changes
Continue: (YsN)

1000 ##E Username & Password (A& 4L %) 1 Enabled (BYH) » A&#E T <Enter> ©
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Host Nanme

TCP/ 1P

Provision Model
Un-Provision

Passuord Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Username & Password

[ 1 DISABLED

[«] ENABLED

1000 $+#f Serial Over LAN #H! Enabled (i) A% T <Enter> -
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Host Nanme
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Provision Model
Un-Provision

Passuord Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

Jerial Over LAN

[ 1 DISABLED

[«]1 ENABLED

1000 #1#f IDE Redirection (IDE E#TEM) #H Enabled (Bif) A% T <Enter> o
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Host Nanme

TCP/ 1P

Provision Hodel
Un-Provision

Passuord Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

IDE Redirection

[ 1 DISABLED

[«] ENABLED
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Host Nane

TCP/IP

Provision Model
Un-Provision

SOL/IDE-R

Passuword Policy

Secure Firmware Update
Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[»] DEFAULT PASSHORD ONLY

]
] DURING SETUP AND CONFIGURATION
] ANYTIME

T—{#E#H A Secure Firmware Update (ZZ#EEHT) - THLLE L Enabled (B(A) -
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Host Name

TCP/ 1P
Provision Model
Un-Provision
SO0L/1DE-R
Passuord Policy

Secure Firmware Update

Set PRIC

[ESC1=Exit [T+]1=3elect [ENTER1=Access

[ 1 DISABLED
[«] ENABLED

JO00O0 #%#E Set PRTC (32 PRTC) °
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TCP/ 1P

Provision Hodel
Un-Provision

SOL/IDE-R

Passuord Policy

Secure Firmware Update

Enter PRIC in GMT(UTC) format(YYYY:MM:DD:HH:MM:33)

[ESC1=Exit [ENTER]1=Submit

T—{E#EEA 1dle Timeout (HE@RF) - TR ES 1 ° {E7F Intel ME ON in Host Sleep States (Intel ME
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TCP/1P

Provision Model
Un-Provision

SOL/IDE-R

Passuword Policy

secure Firmware Update
Set PRIC

Idle Timeout

Tineout Value (1-65535)

[ESC1=Exit [ENTER]1=Submit
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Provision Model
Un-Provision

SOL/1DE-R

Password Policy

secure Firmware Update
Set PRIC

Idle Timeout

Return to Previous Menu
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Intel(R) ME Configuration
Intel(R) AMT Configuratiom
Change Intel(R) ME Password

[ESC1=Exit [T+]1=3elect [ENTER1=Access

1000 FEHBHUTHERZET <y> -
Are you sure you want to exit? (EEHEEEFER?) (YIN:
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Intel(R) ME Configuration
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Exit
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