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The Dell™ Control Point (DCP) Connection Manager application enablesyou to
easily set-up and automate your network connections and network-rel ated
settings (such asfirewall, VPN, and printers) from a single application on your
Dell laptop. DCP Connection Manager replaces multiple utilities that were
required in the past to configure all of your network connections and settings,
greatly simplifying the configuration process as well as network connectivity
usage.

When DCP Connection Manager starts the first time, many of the connections
and settings listed below are configured automatically using the default settings
on your Déll laptop as a guide. From DCP Connection Manager, these
connections and settings can be easily added, removed, edited, and
imported/exported.

Connection Manager helps you manage the following network connection types
and network-related settings:

e Wi-Fi
* Mobile Broadband
« Did-up

e Ethernet or Wired (Cable Broadband, DSL)
¢ Bluetooth™ and UWB

« GPS

e Printer

e Internet Browser & Security
« VPN

e Share Folders
e Map Network Drives

Starting DCP Connection Manager

There are three access methods for starting the DCP Connection Manager
application:

* Directly through the Dell ControlPoint™ application
¢ Inthe systemtray icons

By starting the DCP Connection Manager from the Microsoft® Windows®
Start Menu

To start DCP Connection Manager from Dell Control Point system tray icon:
1 Double-click or right-click the DCP icon in the system tray.

Dell ControlPoint Connection Manager | 7



2 Click Open Dell ControlPoint.

3 Click Connection Manager. The Connection Manager Overview window
appears (see Figure 1-1).

To start DCP Connection Manager from Dell Control Point application:

e From Windows, click Sart—All Programs—Dell Control
Point—Connection Manager. The Connection Manager Overview
window appears.

To start DCP Connection Manager directly from the Windows Start Menu:

e From Microsoft Windows, click Start—>All Programs—Connection
Manager. The DCP Connection Manager Device Status screen appears.

To start DCP Connection Manager from any of the three system tray icons:

e Double-click or right-click the DCP Connection Manager icon in the system
tray, and then click Open Utility. The Device Status screen appears.

The Connection Manager Overview screen shows a Location Profile name (if
configured), the currently active network connection and alist of installed
network devices currently being managed by DCP Connection Manager. From
this screen, you can click the Connections button to view, create, delete, and
edit Network Connections and Location Profiles.

The Connection Manager Overview screen shows a Location Profile name (if
configured), the currently active network connection, and alist of installed
network devices currently being managed by DCP Connection Manager. From
this screen you can click the Connections button to view, create, delete, and edit
Network Connections and Location Profiles.

Dell ControlPoint Connection Manager



Figure 1-1. Connection Manager Overview Window

Table 1-1. Icon Legend
lcon  Description

n Main DCP Connection Manager icon with no active network
connections

& Ethernet or wired network connection is active

i Wirel ess network connection is active

Device Status Screen

The Device Status screen is the default home page that displays when you first
start the DCP Connection Manager application. It provides information
regarding the Network Devices (Network Types) configured on your Dell laptop
and managed by DCP Connection Manager.

To accessthe Device Status screen, open DCP Connection Manager. The Device
Status screen appears (see Figure 1-2).

Network Devices

The Networ k Devices section displaysinstalled Network Typesand their status.
Grayed-out icons indicate that the device does not have an active connection.
Click or double-click a Network Typeicon to go to the Connection Satus
screen for this network connection.

Dell ControlPoint Connection Manager | 9



If an icon is not shown, then the Network Type is either not currently managed
by the DCP Connection Manager or is not installed.

Radio Controls

In the Radio Controls section at the bottom of the screen, only installed
technology radio types on your laptop that are managed by the DCP Connection
Manager will have a check box.

* Click the Airplane M ode check box to disable radios of all Network Types.
e Click individual check boxes to disable or enable radios individually.

Other Links

In the navigation frame on the | eft are four links to other functions of the DCP
Connection Manager application:

» Click Device Satusto return to the Device Satus page.

e Click Connection Satus to see amore detailed view of your currently
configured network connections, as well a start/stop/activate your network
connections.

» Click Profilesto view configured Location Profiles and Network
Connections, make amanual network connection, add or remove a network
connection or Location Profile, edit settings, import, and export profiles.

¢ Click Troubleshooting to find resources for diagnosing network
connectivity problems.

10
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Figure 1-2. Device Status Screen
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Connection Status Screen

The Connection Status screenillustrates the connectivity details of your network
connections. To access the Connection Status Screen from the DCP Connection
Manager, click Connection Status.

e The Connection drop-down menu listsinstalled and available network
connections.

¢ TheProfile drop-down menu lists the network connections defined for the
Connection selected. Theword Active appears next to the active
Connection (Network Type).

Below the Profile drop-down menu is the network map associated with the
selected connection (network type) and profile (network connection). From this
screen you can do the following:

* Click adrop-down menu to find and select a network connection.

¢ Click Connect/Disconnect button to either disconnect from the active
network or connect to an alternative network connection.

At the bottom of the screen are three links:

* Click View Available Wi-Fi Networksto locate and connect to Wi-Fi
networksin your area. Thislink is active only when the Wi-Fi connection
technology is enabled on your laptop and managed by the DCP Connection
Manager.

Dell ControlPoint Connection Manager | 1"
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Click View Network Status Details to see alower level of detail for the
network you selected.

Click SM S Text messaging. Thislink is active only when the Mobile
Broadband connection technology is activated on your laptop by a mobile
operator and managed by the DCP Connection Manager.

To interpret the network maps specific to each network connection type, click
these links:

Wi-Fi Status Screen

Mobile Broadband Status Screen
Dial-up Status Screen

Ethernet Status Screen

GPS Status Screen

Dell ControlPoint Connection Manager



Wi-Fi Connection Status

Figure 1-3. Wi-Fi Connection Status Screen

Mo Active Location Profile

Connection: [Md-F ';'
Protic. [ IERENE -]

s aill .

4, B
&-X-@

yoressar-df Ready

Wiew avallable WHF| networks
View ngtwark status detsils

SME Text messaging

Table 1-2. Wi-Fi Connection Status Screen Legend

Indicator Description
1 Network connection source and |aptop
name
1,2,and 4 Wi-Fi network adapter detected
2 Status Message field; other status
messages include:
* Authenticating...
 Connecting...
* Connected
« Disconnecting...
3 Strong Wi-Fi signal
4 Wi-Fi network symbol
4,5,and 6 Wi-Fi network not connected to Internet
6 Internet symbol
7 Connect/Disconnect button

Dell ControlPoint Connection Manager



Indicator Description

'ml Wi-Fi radio off

Good Wi-Fi signal

Wesak Wi-Fi signal

Wi-Fi connected to Internet

gI Wi-Fi connected to domain

@-X—gl

VPN

Wi-Fi not connected to domain

VPN tunnel established

Mobile Broadband Connection Status

Double-click on the mobile operator branded icon or generic mabile
broadband icon to be redirected to the mobile operator or Dell website for more
information about mobile broadband service.

Dell ControlPoint Connection Manager



Figure 1-4. Mobile Broadband Connection Status Screen
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Table 1-3. Mobile Broadband Connection Status Screen Legend

Indicator Description
1 Network connection source
1,4,and 6 Mobile Broadband adapter connected
2 Loca network IP Address
3 Signal strength
4 Connection status field; other status
messages include;

« Ready

« Connecting...

« Disconnecting...

e SIM Locked
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Indicator

Description

5

Mobile Broadband air interface type.
Other air interface types:

* HSxPA
* EVDORev A
* UMTS
« EVDO
* GPRS

Mobile Operator branded symbol; may
also be generic mobile operator symbol:

@

Mobile Operator name

Button indicating Connect/Disconnect,
Unlock, or Activate

Mobile Broadband network adapter isina
dormant mode or idle.

Strong signal

Weak signal

Radio isturned off

Mobile Broadband device connected to
Internet

Mobile Broadband device not connected
to Internet

M obile Broadband connected to domain

New text messages
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Indicator Description

- Mobile broadband service is roaming on
R- another network

VPN tunnel established

VPN

Dell ControlPoint Connection Manager | 17



Figure 1-5.

Table 1-4.

Dial-Up Connection Status

Dial-Up Connection Status Screen

m__w!nﬁdpoinl - Cor

No Active Location Profile

Connection: |DialUp |
. =

é Ready

ydresser-d620v 2.

View available Wi-Fi networks
View network status details

SMS Ted messaging

Dial-Up Connection Status Screen Legend

Indicator

Description

1

Network connection source and laptop

name

Status message field; other status

messages include:
* Ready

« Didling

« Connecting...

* Connected

« Disconnecting...

Dial-up network symbol

Dial-up network not connected to Internet

Internet symbol

Connect/Disconnect button
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Indicator Description

Dial-up network adapter not detected

Dial-up network connected to Internet

- I Dial-up network connected to adomain

domain

g\\ !;p\. &\_ @

él Dial-up network not connected to a

VPN tunnel established
VPN
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Ethernet Connection Status

No Active Location Profile

connection: (NS

3

100.00MBps a%

223131359 T 2231313110
8 9

smsl.com
b

View available Wi-Fi networks
View network status details
SME Tert messaging

Table 1-5. Ethernet Connection Status Screen Legend

Indicator Description

1 Network connection source
1,2,and 3 Ethernet network adapter detected
3 Ethernet network

4 Domain symbol

5 Domain name

7 Ethernet network throughput

8 Local IP Address

9 Domain Controller |P Address

ﬁ FLI Ethernet connected to a domain

Ethernet not connected to a domain
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Indicator Description

Ethernet cable unplugged
&_ plugg

% Limited Ethernet signal
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GPS Connection Status

Figure 1-7. GPS Connection Status Screen
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Table 1-6. Ethernet Connection Status Screen Legend
Indicator Description

1 Network connection source and laptop
name

2 Dell laptop geographic location
measured from satellite

GPS symbol

Status message field; other status
messages include:

* Acquiring...
» Acquired
* Disconnected
5 Start/Stop button
6 GPS Disconnected
e

qc-d430 Latitude: NIA Disconnect.
Longitude: MN/A
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Tray Icon

The Tray icon provides a menu of shortcuts to often used DCP Connection
Manager tasks and information.

1 Right-click any of the DCP Connection Manager tray icons (see Table 1-1) to
open the Tray | con window.

Figure 1-8. Tray lcon Window

Help Files
About DCP Connection Manager

Disable Radio »

Switch To 2
Connect Using Wizard

Options
Open Utility

2 Thefollowing Tray Icon tasks and information are available:

Help Files
About DCP Connection Manager
Disable Radios

Switch To opensamenu of al available Location Profiles and Network
Connections.

Connect Using Wizar d opensthe Profile Wizard Options screen
Options opens the Program Settings screen
Open Utility reopens DCP Connection M anager

Dell ControlPoint Connection Manager | 23



Location Profiles, Network Connections, and
Network-Related Settings

Location Profiles

Location Profilesis auseful feature for automating your network connections
and network-related settings when roaming between physical locations where
your Dell laptop is frequently used. Common Location Profiles might include
Work, Home, and Travel. For example, you may use your Dell notebook in
multiple locations at work and use your laptop at home. Each location utilizes
different networks and network types, printers, shared folders, etc. DCP
Connection Manager allows you to define a Location Profile for each of these
locations that combines applicable network connections and network-related
settings, and applies them automatically when you either manually select the
Location Profile or when Location Profiles automatically activate.

Below is the sequence of how the DCP Connection Manager works with
Location Profiles and Network Connections.

1 When you power on your Dell laptop, DCP Connection Manager searches
for available networks to connect to according to the order of Network Types
and Network Connections defined from the Pr ofiles screen.

2  Whenthefirst Network Typeislocated (Wi-Fi, Ethernet, Dial-up, etc.), DCP
Connection Manager determinesif the Network Type and its Network
Connections are associated with any Location Profiles.

» If DCP Connection Manager determines that a network connectionis
associated with one Location Profile, aconnection is made automatical ly
and the Location Profile's Network-related settings are applied.

» If the Location Profile has several associated Network Types, DCP
Connection Manager identifies the highest-ranking, available network
connection to start. If during a networking session a connection link
fails, the Connection Manager can re-establish alink with the next
highest available network connection.

« If DCP Connection Manager determines that a network connection is
associated with more than one Location Profile, a pop-up box appears
informing the user to manually decide which Location Profile to apply.

24 | Dell ControlPoint Connection Manager



*  Ordering of Network Types and Network Connections associated with
Location Profilesis set from the Network Associations screen of the
Profile Wizard.

*  Ordering of Network Types and Network Connections not associated
with Location Profilesis set from Profiles screen. Use the green up and
down arrows to re-sequence Network Types and associated Network
Connections.

*  Advanced network connectivity rules associated with Location Profiles
can be configured from the Location Settings screen.

« If DCP Connection Manager determines that a defined network
connection is not associated with any Location Profile, you have the
option to define a Location Profile or to start the network connection
without a Location Profile.

Network Connections and Network Types

Network connections are uniquely configured network profiles associated with a
network type supported on your Dell laptop. The following network types may
be available on your Dell laptop:

« Wi-F
* Mobile Broadband
» Ethernet or Wired (includes DSL and Broadband Cable)

« Did-up

+ GPS

* Bluetooth
« UWB

Network-Related Settings

Any or al of these settings may be included with a L ocation Profile. The Profile
Wizard scans your Dell laptop and automatically configures many of the settings
listed below, which you can then edit and apply to an active Location Profile.

¢ Printer
¢ |nternet Browser
« VPN
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Folder Sharing
e Map Network Drive
e Launch Applications
e Security

e GPS Settings

e WPAN Settings

Using Location Profiles and Network
Connections
1 Open DCP Connection M anager —Profiles. The Profiles screen appears.

Figure 1-9. Profiles Screen

show [l

Locations

Impaort Profiles and Seftings
Export Profiles and Seftings
Change Seftings

From this screen, you can:

 Filter your profiles with the Show drop-down list

e Connect or disconnect an existing network or hot spot
¢ Add aNetwork Connection or Location Profile

« Remove aNetwork Connection or Location Profile

e Lock aNetwork Connection or Location Profile
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¢ Usethe Up and Down arrows to re-sequence Network Connections and
Location Profiles

* Right-click on a Location Profile or Network Connection to edit settings
* Import profiles and settings

*  Export profiles and settings

» Change Settings (edit Globa Program and Network Settings)

Connecting to Location Profiles and Network Connections

DCP Connection Manager will automatically connect to an available network
connection according to the sequence of Network Connections and Location
Profiles defined from the Profiles screen and L ocation Settings screen. You
may also manually connect to a Network Connection or Location Profile.

To connect manually:
1 Open DCP Connection M anager —>Profiles. The Profiles screen appears.

2 Highlight aNetwork Connection or L ocation Profile and right-click to
open adrop-down list and select Connect (for Network Connections) or
Activate (for Location Profiles) as appropriate.

Dell ControlPoint Connection Manager | 27



Figure 1-10. Connect to a Network from Profiles Screen

* Dell Contro®aint - Connection Manager

Locations
Deal-up
Motile Broadband

& redmewonaccess

|

Imgt Profiles and Getlings
Export Prafiles and Setlings

Change Ssttings

Setting the Order of Preferred Network Types and Network Connections

Set the order of preferred network types and associated network connections
through the drop-down list to the right of each network type on the Profiles
screen. Use the green up and down arrows to re-sequence Location Profiles,
Network Types, and Network Connections.

You can a'so control Location Profile priority rules from the L ocation Settings
screen:

1 Click DCP Connection M anager —Connections—Profiles.

2 Sdect aNetwork Connection Type, and then use the green up and down
arrows to re-sequence that network type and associated network connections
amongst al network types or select a network connection and re-sequence it
amongst other network connections within a network type.

3 Click Apply to confirm the sequence changes.

Using the Profile Wizard to Add a Location Profile or Network
Connection

A Location Profile is made up of one or more network types, network
connections, and other network-related settings. The Profile Wizard will guide
you through the process of creating a basic network connection or aLocation
Profile with any of the following settings:

Dell ControlPoint Connection Manager



Wi-Fi

Mobile Broadband
Ethernet

Dial Up

Generd - Location Profile icon change
Internet Browser
Launch Applications
Map Network Drive
Folder Sharing
Printers

Security

VPN

WPAN

GPS

Network Connections - Associate existing network connections with
Location Profiles

Adding a Location Profile

1

Click DCP Connection M anager —Profiles—Add. The Profile Wizard
Options screen appears when using the Profile Wizard to create a Location
Profile or configure a Network Connection (see Figure 1-11).

Check the L ocation Based Profile check box and enter a name that best
describes the Location Profile you want to create—for example, Work,
Home, or Travel.

Select one or more Network Typesif you would like to create and associate
one or more Network Connections with this Location Profile now. Or, click
Next to create and associate Network Connections with this Location Profile
|ater.
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Figure 1-11.

Profile Wizard Options Screen

Add a Network Connection using the Profile Wizard

1 Click DCP Connection M anager —Profiles—>Add. The Profile Wizard
Options screen opens (see Figure 1-11).

2 Check the Choose the type of network connectionsyou want to configure
check box.

3 Check the network connections you want to configure from the list of
Network Types available on the screen.

4 Click the Next button to continue to the Profile Wizard Settings screen (see
Figure 1-12). The network connection type(s) you have chosen from the
Profile Wizard Options screen appear at the top of the list on the | eft.

5 Asyou make selections on theleft, the fields on the right change according to
the types of network connections you selected from the previous Profile
Wizard Options screen. Populate as many fields on the right as necessary to
configure your network connection.

6 Click Advanced to configure advanced network connection settings and/or
to modify default IP and DNS settings.

7 Click Next to continue the Profile Wizard process, or click Finish to review
configured network settings from the Profile Wizard Summary Pageif the
wizard processis completed.

Dell ControlPoint Connection Manager



Figure 1-12.  Profile Wizard Settings Screen
Profile Wizard > = v =3 ==

General
WiFi Please enter a name thal you want 1o give to this
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Dial Up Connection Name: 3G Data
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WPAN Password e

GPS

VeN

Security

Network Connections

Confirm Password  sees

APN! isp@maobilebroadband

Advanced

Profile Wizard Summary Screen

The Profile Wizard Summary screen is reached by clicking the Finish button
during a Profile Wizard routine, and summarizes the parameters you have set for
the Location Profile, including network connection and network and user-
related Location Profile Settings. You can also review, edit, print or save the
settings to a.txt file.

From this page you can do the following:
e Click Previousto return to the Profile Wizard and adjust your settings.
* Print configuration settings.
» Save configuration settingsto file.
e Hide Network Keys.

* Click Done to save the configuration settings you have made. The Profiles
screen appears.
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Figure 1-13.  Profile Wizard Summary Screen

Profile Wizard sl B ==

#| Hide Network Keys

[Location Profile Name Omce B
|WiFi Seftings
Conngction Name Conferance Room WiFi
Network name. ConfRoom
Security type: WFAZ-Enterprise
Encryplion lype AES-CCMP
Advanced Seftings
Enable Connect Prior To Logon:  False
Use VPN Conneclion False
Advanced Network Seftings (WIF1)
Obtain an IP automatically

Print configuration sellings
Save configuration setfings fo file

Remove or Edit a Location Profile or Network Connection
You can remove or edit a Location Profile or Network Connection you have
defined.

Q NOTE: When removing a Location Profile, any associated network connections are
not removed.

1 Open DCP Connection M anager —Profiles. The Pr ofiles screen appears.

2 Toremove alocation Profile or Network Connection, right-click the
L ocation Profile or Network Connection name and select Remove from
the drop-down list box that opens.

3 Toedit alLocation Profile or Network Connection, right-click on the
L ocation Profile or Network Connection name and select Properties from
the drop-down box to open the associated Profile Wizard Settings screen.

Q NOTE: A Windows Local Administrator or better privilege is required to edit
or remove Location Profiles and Network Connections if they have been
locked by an administrator.

Lock a Location Profile or Network Connection

You may need to lock a L ocation Profile or Network Connection to prevent
setting changes.

32
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[E4 NOTE: The Lock function is available to users with Windows Local Administrator

user privileges or better and prevents local users from removing or editing Location
Profiles and Network Connections.

Open DCP Connection M anager —Pr ofiles. The Profiles screen appears
(see Figure 1-14).

Right-click aL ocation Profile or Network Connection name and select
L ock from the drop-down list box.

Figure 1-14. Lock a Location Profile or Network Connection

* Dell ControlPoint - Connection Manager
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Mobile Broadband
" Fleld Access
i NationalAccess - Broadbandaccess| —
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Imiport Profiles and Setings

Ewport Profiles and Seftings

Change Seffings

Export Location Profiles, Network Connections, and Global Settings

There arefive profile options available for selecting L ocation Profiles, Network
Connections, and Network-Related Settings to export using the DCP
Connection Manager Export feature:

L ocation Profiles—Includes all Location Profiles (and Network-Related
Settings) only

All Networ ks—Includes dl network connections only

M obile—Includes mobile broadband network connections
Wi-Fi—Includes Wi-Fi network connections
Dial-Up—Includes dial-up network connections

To access the profile options:

Dell ControlPoint Connection Manager



1 Open DCP Connection M anager —Profiles—>Export Profilesand
Settings. The Export Profiles screen displays (see Figure 1-15).

Choose the Profile Type to export from the drop-down list box.

Select and move L ocation Profiles or Network Connections for export
fromthelist box on the left and move to the right list box.

4 Select import/export settings:

» Thelnclude adapter settings check box supports only Wi-Fi adapter
settings today.

* Thelnclude program settings check box exports al Global Program
and Network Settings.

*  Check theInclude Credentials check box to include al credential and
security information such as user names, passwords, and network
security keysin the encrypted export .xml file.

Click OK to open the Save As screen.
Savethefileasan .xml file.

Click the Save button to save the exported .xml file and return to the Export
screen.

34

Dell ControlPoint Connection Manager



Figure 1-15.

Export Profiles Screen

Export profiles
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Choose the type of profile o export
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Import Location Profiles, Network Connections, and Global Settings

There are two methods for importing Location Profiles, Network Connections
and Global Settings: the DCP Connection Manager Import utility or
manual/automated distribution of the profile file to System32 folder in
Windows.

DCP Connection Manager Import Utility

1 Open DCP Connection M anager —Profiles—>Import Profiles and
Settings. The Import Profiles screen opens.

Select the appropriate .xml profilesfile.

Click Open to finish theimport routine of the selected profile file. The
Import Profiles screen closes and the imported profile file is del eted.

Manual/Automated Distribution of Profile File to System32 Folder in Windows
1 Locate the exported profile file and rename it networ KUCM .xml.

2 Manualy placethefilein C:\\Windows\Systems32\networ kUCM .xml.
Alternatively, you can distribute the file using a third-party system
management tool.
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Figure 1-16. Rename the Exported Profile File
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Add a Location Profile Icon

From the General screen, you can add a distinctive icon that represents the
L ocation Profile being created and edit a L ocation Profile name.

1 Open DCP Connection M anager —Profiles—>Add—>Next—>General.
2 Edit alLocation Profile Name.

3 Click Changelcon to optionally select another icon for this profile.

4

Click Next to continue the Profile Wizard settings process, or click Finish to
reach the Profile Wizard Summary page.
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Profile Wizard General Screen

Profile Wizard

Figure 1-17.
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Wi-Fi Connections

Wi-Fi or WLAN (wirelesslocal area network) isacommonly used wireless
network in laptop systems that enables a connection to the Internet or other
portable systems that have Wi-Fi functionality. Wi-Fi networks broadcast radio
waves that can be picked up by Wi-Fi receiversthat are attached to different
portable systems. Wi-Fi is aso the brand name for WLAN technologies and
devices. The following Wi-Fi network bands are supported: A, B, G, N.

By default, DCP Connection Manager configures your Wi-Fi settings with the
default settings on your Dell 1aptop. From DCP Connection Manager, Wi-Fi
network connections can be added, removed or edited.

Create a Basic Wi-Fi Network Connection
1 Open DCP Connection M anager —Profiles—>Add.

2 Sdlect the Wi-Fi check box and click Next. The Wi-Fi screen displays (see
Figure 1-18).

3 Under Connection Name, enter aname to associate with this network
connection.

4 To sdlect aNetwork Name:
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a Click the View button to scan from alist of broadcasting networks for a
Wi-Fi network to add.

b Click onaWi-Fi network, and then click OK to return to the previous
screen. DCP Connection Manager will automatically populate the
required fields, except the Key field which requires manual entry.

If the scan result does not show the Wi-Fi network for which you are
searching, then manually enter the following required information:

* Network Name: Type the name of the Access Point (AP), often
caled an SSID, to which you will be connecting.

*  Security Type: Pressthe drop-down arrow to select one of the
following basic Security Types from the list: Open, WEP, WEP-
PSK, WPA-Personal, WPA2-Persond, or CKIP.

* Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: WEPR, TKIP, AES, or
CKIP.

» Key: Enter the assigned security key for this Wi-Fi network
(sometimes referred to as an encryption key or pass phrase).

Q NOTE: Provide 5 or 13 characters if entering the key in ASCII, and 10 or 26
characters if entering the key as a hexidecimal value.

The Display Character s check box pertains to showing or hiding the
Key.

5 Click Next to continue the Profile Wizard settings process, or click Finish to
reach the Profile Wizard Summary page.

[E4 NOTE: Click Advanced to set additional Wi-Fi options. See 'Creating an Advanced
Wi-Fi Connection” for more information.
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Figure 1-18. Profile Wizard Wi-Fi Screen
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Creating an Advanced Wi-Fi Connection

Advanced Wi-Fi connectivity is designed for enterprise organizations seeking
the highest levels of wireless network security. Additional network
infrastructure such as AAA or RADIUS servers are required.

Q NOTE: Contact your organization's system administrator for details on configuring
an advanced Wi-Fi connection. Consult the "Wi-Fi Security Overview" section for
more information on advanced Wi-Fi connectivity.

DCP Connection Manager supports the following Wi-Fi security type
combinations:

e 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with TLS EAP
and no Inner Authentication

e 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with LEAP
EAP and no Inner EAP Authentication

e 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with PEAP
EAP and MS-CHAPVv2 or GTC Inner EAP Authentication

e 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with PEAP
EAP and TLS Inner EAP Authentication

e 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with EAP-
FAST EAP and GTC or MS-CHAPVv2 Inner EAP Authentication
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802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with EAP-
FAST EAP and no Inner EAP Authentication (CCX v3 mode)

802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with TTLS
EAP and PAR, CHAR, MS-CHAP, or MS-CHAPV2 Inner EAP
Authentication

802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with TTLS
EAP and TLS Inner EAP Authentication

802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with EAP-
FAST EAP and TLS Inner EAP Authentication

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with TLS EAP
and No Inner Authentication

40

1

Open DCP Connection M anager —Profiles—Add. Check the Wi-Fi
check box, and then click Next. The Profile Wizard Settings screen for Wi-
Fi appears (see Figure 1-19).

In the Connection Namefield, type a name to associate with this network
connection.

Click the View button to scan from alist of broadcasting networks for a Wi-
Fi network to add. Click on aWi-Fi network, and then click OK toreturnto
the previous screen. DCP Connection Manager automatically populates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following reguired information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

—  Security Type: Pressthe drop-down arrow to select one of thefollowing
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see Figure 1-20),
click Advanced to continue configuring an advanced Wi-Fi network
connection and set additional Wi-Fi options.

— Enablethe Connect Prior to L ogon option if you choose to establish a
wireless network connection prior to user logon to Windows.
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[E4 NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista® operating system, this setting
will be disabled (grayed-out).

— Excludefrom VPN enforcement switchesthe Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

— Sdlect Use VPN Connection to autometically start the VPN configured
for this network connection.

—  Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter a date after which the mandatory AP expires.

Select EAP-TL S from the Authentication drop-down list.
Click Settingsto continue to the next screen (see Figure 1-21).
From the Connection tab do the following:

a Check the Validate server certificate box.

b  Sdect the certificate authority associated with the security certificate
installed on the Dell Iaptop or the SmartCard you will be using.

Click the User Credentials tab to continue (see Figure 1-22).

If using a Certificate, click the Use the following Certificate radio button
and select a certificate from the list.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary screen.
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Figure 1-19. Profile Wizard Settings for Wi-Fi Screen
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Figure 1-21. Advanced Connection Window

tivanced %
Camection | Ugar Creadenas

O Lae falowing Meniiy

[ valklats sarear carifcats

Tisskid Ract Cortk:ak Authrty (C4)
Certrcake Emiry -
ABAECON Roai CA TRIE 1033
Auhrkad Ceticatar e 1a Ascciacion.. GBI 115
ATk Ceetficators del Colepio Harl GBS 115
HiTam 1 B0 204

Ao 1 B0 336,
Ao 10700 334
Ao AT 478
Ao AT 1 23
Ao B 4008 438
Ao 1 VB0 3.3
Baltmare EZ wDST TR 1246
Y HIT Beuntin Gh st 1wime 25, %

(Camimais (o |

[ Enatis Fast Recarnct

) o

Figure 1-22. Advanced User Credentials Window

Advanced

Connecton | User Credentials

) Use SmanCard

(& Use the following Ceriificate

Candcate Expary

< 3

Rafrash
[T

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with TTLS EAP
and TLS Inner EAP Authentication

1 Click DCP Connection M anager —Connections—Pr ofiles—>Add—>Wi-
Fi. The Profile Wizard Settings screen for Wi-Fi appears (see Figure 1-19).

2 Inthe Connection Name field, type a name to associate with this network
connection.
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Click the View button to scan from alist of broadcasting networks for a Wi-
Fi network to add. Click on a Wi-Fi network and then click OK to returnto

the previous screen. DCP Connection Manager automatically populates the

required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following reguired information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

— Security Type: Pressthe drop-down arrow to select one of thefollowing
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see

Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi

network connection and set additional Wi-Fi options.

— Enablethe Connect Prior to Logon option if you choose to establish a
wireless network connection prior to user logon to Windows.

Q NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

— Sdect Use VPN Connection to automatically start the VPN configured
for this network connection.

— Excludefrom VPN enforcement switchesthe Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

—  Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP. Enter a date after which the mandatory AP expires.

Select EAP-TTL S-TL S from the Authentication drop-down list.
Click Settings to continue to the next screen (see Figure 1-21).

From the Connection tab, check the Use anonymous outer identity box to
prevent clear text username and password transmission.
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Check the Validate server certificate box. Select the certificate authority
associ ated with the security certificate installed on the Dell laptop or the
SmartCard you will be using.

Click the User Credentials tab to continue (see Figure 1-22).

If using acertificate, click the Use the following Certificate radio button
and select the certificate installed on your laptop from thislist.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary screen.

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client With TTLS EAP
and PAP, CHAP, MSCHAP, or MSCHAPV2 Inner EAP Authentication

1

Open DCP Connection M anager —Profiles—Add. Check the Wi-Fi

check box, and then click Next. The Profile Wizard Settings screen for Wi-

Fi appears (see Figure 1-19).

In the Connection Name field, type a name to associate with this network

connection.

Click the View button to scan from alist of broadcasting networks for a Wi-

Fi network to add. Click on aWi-Fi network and then click OK to return

to

the previous screen. DCP Connection Manager automatically populates the

required fields.

If the scan result does not show the Wi-Fi network you are searching for, then

manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called

an SSID, to which you will be connecting.

—  Security Type: Pressthe drop-down arrow to select one of thefollowi
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Typesfrom thelist: TKIP, AES, or CKIP.
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If the Advanced Wi-Fi screen does not open automatically (see
Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi
network connection and set additional Wi-Fi options.

— Enable the Connect Prior to Logon option if you choose to establish a
wireless network connection prior to user logon to Windows.

[E4 NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

— Excludefrom VPN enforcement switches the Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

— Sdect Use VPN Connection to automatically start the VPN configured
for this network connection.

—  Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter adate after which the Mandatory AP expires.

Select EAP-TTL S-TL S from the Authentication drop-down list.
Click Settings to continue to the next screen (see Figure 1-21).

From the Connection tab, check the Use anonymous outer identity box to
prevent clear text username and password transmission.

Check the Validate server certificate box. Select the certificate authority
associated with the security certificate installed on the Dell laptop or the
SmartCard you will be using.

Click the User Credentials tab to continue (see Figure 1-22).

If using acertificate, click the Use the following Certificate radio button
and select the certificate installed on your laptop from thislist.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.
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Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with PEAP
EAP and TLS EAP Inner Authentication

1

Open DCP Connection M anager —Profiles—>Add. Select the Wi-Fi check
box, and then click Next. The Profile Wizard Settings screen for Wi-Fi
appears (see Figure 1-19).

In the Connection Name field, type a name to associate with this network
connection.

Click the View button to scan alist of broadcasting networks for a Wi-Fi
network to add. Click on a Wi-Fi network and then click OK to return to the
previous screen. DCP Connection Manager automatically popul ates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

— Security Type: Pressthe drop-down arrow to select one of the following
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from thelist: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see
Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi
network nonnection and set additional Wi-Fi options.

— Select the Enable Connect Prior to Logon option if you choose to
establish awireless network connection prior to user logon to Windows.

Q NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

—  Seect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Excludefrom VPN enforcement switchesthe Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.
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—  Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter adate after which the mandatory AP expires.

Select PEAP-TL S from the Authentication drop-down list.
Click Settings to continue to the next screen (see Figure 1-21).
From the Connection tab, do the following:

a  Check the Validate server certificate box.

b  Select the certificate authority associated with the security certificate
installed on the Dell Iaptop or the SmartCard you will be using.

Click the User Credentials tab to continue (see Figure 1-22).

If using a certificate, click the Use the following Certificate radio button
and select a certificate from the list.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with PEAP
EAP and MS-CHAPv2 or GTC Inner EAP Authentication

48

1

Open DCP Connection M anager —Pr ofiles—Add. Check the Wi-Fi
check box, and then click Next. The Profile Wizar d Settings screen for
Wi-Fi appears (see Figure 1-19).

In the Connection Namefield, type a name to associate with this network
connection.

Click the View button to scan from alist of broadcasting networks for a
Wi-Fi network to add. Click on a Wi-Fi network and then click OK to return
to the previous screen. DCP Connection Manager autometically populates
therequired fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.
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— Security Type: Pressthe drop-down arrow to select one of the following
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from thelist: TKIP, AES, or CKIP. 4.

If the Advanced Wi-Fi screen does not open automaticaly, click Advanced

to continue configuring an advanced Wi-Fi network connection and set

additional Wi-Fi options (see Figure 1-20).

— Select the Enable Connect Prior to Logon option if you choose to
establish awireless network connection prior to user logon to Windows.

[E4 NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

—  Seect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Exclude from VPN enforcement switches the Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

— Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter a date after which the mandatory AP expires.

Select PEAP-M SCHAPv2 or PEAP-GT C from the Authentication drop-
down list.

Click Settingsto continue to the next screen (see Figure 1-21).

From the Connection tab, check the Use anonymousidentity box to prevent
clear text transmission of username and password information.

Check the Validate server certificate box. Then, select the certificate
authority associated with the security certificate installed on the Dell laptop
or the SmartCard you will be using.

Click on the User Credentials tab to continue (see Figure 1-23).
Select one of the available User Credential options.
Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard settings screen.
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13 Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.
Figure 1-23. Advanced User Credentials Window
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Figure 1-24. Advanced Connection Window

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with EAP-
FAST EAP and GTC or MS-CHAPv2 Inner EAP Authentication

1 Open DCP Connection M anager —Pr ofiles—>Add. Check the Wi-Fi
check box, and then click Next. The Profile Wizard Settings screen for
Wi-Fi appears (see Figure 1-19).
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In the Connection Name field, type a name to associate with this network
connection.

Click the View button to scan alist of broadcasting networks for a Wi-Fi
network to add. Click on a Wi-Fi network and then click OK to return to the
previous screen. DCP Connection Manager automatically popul ates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

—  Security Type: Pressthe drop-down arrow to select one of thefollowing
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see Figure 1-20),
click Advanced to continue configuring an advanced Wi-Fi network
connection and set additional Wi-Fi options.

— Enable Connect Prior to Logon option if you choose to establish a
wireless network connection prior to user logon to Windows.

[E4 NOTE: The Connect Prior to Logon feature is available in this software

release only on the Windows XP operating system. If you are running DCP

Connection Manager on the Windows Vista operating system, this setting will be

disabled (grayed-out).

—  Seect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Exclude from VPN enforcement switches the Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

—  Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP. Enter a date after which the mandatory AP expires.

Select EAP-FAST MSCHAPvV2 or EAP-FAST GTC from the
Authentication drop-down list.

Click Settingsto continue to the next screen (see Figure 1-24).
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From the Connection tab, check the Use anonymous outer identity box to
prevent clear text transmission of username and password information.

If using Automatic PAC Provisioning, check the Validate server certificate
box. Then, select the certificate authority associated with the security
certificate installed on your laptop.

Alternatively, you can check the Available M anual PAC radio button and
click the Add button to manually install aPAC file.

Click Enable Fast Reconnect to alow limited re-authentication when
roaming between Wi-Fi access points.

Q NOTE: This setting is available only with Cisco Wi-Fi access points
configured with Cisco's Wireless Domain Services (WDS).

Click the User Credentials tab to continue (see Figure 1-22).

Select one of the available User Credential options.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client with EAP-
FAST EAP and No Inner EAP Authentication

52

1

Open DCP Connection M anager —Profiles—Add. Check the Wi-Fi
check box, and then click Next. The Profile Wizard Settings screen for
Wi-Fi appears (see Figure 1-19).

In the Connection Namefield, type a name to associate with this network
connection.

Click the View button to scan alist of broadcasting networks for a Wi-Fi
network to add. Click on aWi-Fi network and then click OK to return to the
previous screen. DCP Connection Manager automatically popul ates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called

an SSID, to which you will be connecting.
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Security Type: Pressthe drop-down arrow to select one of the following
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from thelist: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see
Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi
network connection and set additional Wi-Fi options.

Select the Enable Connect Prior to Logon option if you choose to
establish awireless network connection prior to user logon to Windows.

[E4 NOTE: The Connect Prior to Logon feature is available in this software

release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).
Select Use VPN Connection to automatically start the VPN configured
with this network connection.

Exclude from VPN enforcement switches the Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter a date after which the mandatory AP expires.

Select EAP-FAST from the Authentication drop-down list.
Click Settingsto continue to the next screen (see Figure 1-24).
From the Connection tab, do the following:

If using Automatic PAC Provisioning, check the Validate server
certificate box. Then, select the certificate authority associated with the
security certificate your laptop will access.

If not using Automatic PAC Provisioning, check the Available Manual
PAC radio button and click the Add button to manually install aPAC
file.

Check Enable Fast Reconnect box to allow limited re-authentication
when roaming between Wi-Fi access points.

Q NOTE: This setting is available only with Cisco Wi-Fi access points

configured with Cisco Wireless Domain Services (WDS).
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Click the User Credentials tab to continue (see Figure 1-23).
Select one of the available User Credential options.
Click OK to return to the advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.

Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client With EAP-
FAST EAP and TLS Inner EAP Authentication

54

1

Open DCP Connection
M anager —>Connections—Profiles—>Add—Wi-Fi. The Profile Wizard
Settings screen for Wi-Fi appears.

In the Connection Namefield, type a name to associate with this network
connection.

Click the View button to scan alist of broadcasting networks for a Wi-Fi
network to add. Click on aWi-Fi network and then click OK to return to the
previous screen. DCP Connection Manager automatically populates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following required information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

—  Security Type: Pressthe drop-down arrow to select one of thefollowing
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see
Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi
network connection and set additional Wi-F options.

— Select the Enable Connect Prior to Logon option if you choose to
establish awireless network connection prior to user logon to Windows.
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[E4 NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

— Seect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Exclude from VPN enforcement switches the Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.

— Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP,

Select EAP-FAST-TL S from the Authentication drop-down list.
Click Settings to continue to the next screen (see Figure 1-24).

From the Connection tab, check the Use anonymous outer identity box to
prevent clear text username and password transmission.

If using Automatic PAC Provisioning, check the Validate server certificate
box. Select the certificate authority associated with the security certificate
your PC will access.

If you are not using Automatic PAC Provisioning, check the Available
Manual PAC radio button and click the Add button to manualy install a
PACfile.

Check the Enable Fast Reconnect box to alow limited re-authentication
when roaming between Wi-Fi access points.

Q NOTE: This setting is available only with Cisco Wi-Fi access points
configured with Cisco Wireless Domain Services (WDS).

Click the User Credentials tab to continue (see Figure 1-22).

If using a certificate, click the Use the following Certificate radio button
and select the certificate installed on your laptop from thislist.

Click OK to return to the Advanced Wi-Fi screen.

Click OK to finish configuring advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.
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Configure 802.1x, WPA-Enterprise, WPA2-Enterprise, or CCKM Client With EAP
LEAP and No Inner Authentication

56

1

Open DCP Connection M anager —
Connections—>Profiles>Add—Wi-Fi. The Profile Wizard Settings
screen for Wi-Fi appears (see Figure 1-19).

In the Connection Namefield, type a name to associate with this network
connection.

Click the View button to scan alist of broadcasting networks for a Wi-Fi
network to add. Click on aWi-Fi network and then click OK to return to the
previous screen. DCP Connection Manager automatically populates the
required fields.

If the scan result does not show the Wi-Fi network you are searching for, then
manually enter the following reguired information:

— Network Name: Type the name of the Access Point (AP), often called
an SSID, to which you will be connecting.

— Security Type: Pressthe drop-down arrow to select one of thefollowing
Security Typesfrom the list: 802.1x, WPA-Enterprise, WPA2-
Enterprise, or CCKM.

— Encryption Type: Pressthe drop-down arrow to select one of the
following Encryption Types from the list: TKIP, AES, or CKIP.

If the Advanced Wi-Fi screen does not open automatically (see
Figure 1-20), click Advanced to continue configuring an advanced Wi-Fi
network connection and set additional Wi-Fi options.

— Select the Enable Connect Prior to Logon option if you choose to
establish awireless network connection prior to user logon to Windows.

Q NOTE: The Connect Prior to Logon feature is available in this software
release only on the Windows XP operating system. If you are running DCP
Connection Manager on the Windows Vista operating system, this setting will
be disabled (grayed-out).

— Sdect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Excludefrom VPN enforcement switchesthe Enforce VPN function
off for this Location Profile. The Enforce VPN setting islocated on the
Program Settings screen.
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— Select Specify Mandatory AP to enforce Wi-Fi network accessto a
specific AP, Enter a date after which the mandatory AP expires.

Select EAP-LEAP from the Authentication drop-down list.

Click Settingsto continueto the User Credentials tab (see Figure 1-23).
Select one of the available User Credential options.

Click OK to return to the Advanced Wi-Fi screen

Click OK to finish configuring Advanced Wi-Fi settings and return to the
Profile Wizard Settings screen.

W 00 N & O

10 Click Next to continue the Profile Wizard, or click Finish to reach the
Profile Wizard Summary page.

View Available Wireless Networks

1 Open DCP Connection Manager —View available Wi-Fi networks. The
Available Wireless Networ ks screen appears (see Figure 1-25).

2 Thefollowing functions are available:

—  Sdlect anetwork name from thelist, and click Connect to create aWi-Fi
network connection through the Profile Wizard.

— Click Connection Status or OK to return to the previous screen.

— Click View Site Survey to view lower-level details of the available
Wi-Fi network connections.
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Figure 1-25. Available Wireless Networks Screen
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Wi-Fi Security Overview

The following security types—including authentication methods and encryption
methods—are available:

Basic

Open—No security

WEP (Open System Authentication)—WEP Open System Authentication
does not have an authentication function. It only identifies awireless node
using its wirel ess adapter hardware address.

WEP (Shar ed)—WEP Shared Key Authentication verifies that the wireless
client joining the wireless network has been configured with a secret key.
With an infrastructure network, all of the wireless clients and the wireless AP
(access points) use the same shared key. With an ad hoc network, all of the
wireless clients of the ad hoc wireless network use the same shared key.

W PA -Per sonal /W PA 2-Per sonal—For infrastructure environments without
the RADIUS infrastructure. WPA-Personal (PSK) supports the use of a pre-
shared key. WPA-Personal (PSK) is the next generation of wirel ess network
security for home and small office environments. The WPA-Personal (PSK)
protocol uses either WPA-PSK or WPA2-PSK protocols based on the WPA-
PSK/WPA2-PSK security protocols available onthe AP,
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e CKIP—Cisco CKIP Open System Authentication does not have an
authentication function. It only identifies awireless node using its wireless
adapter hardware address.

Advanced

e 802.1X—802.1X security enforces authentication of anetwork node beforeit
can begin to exchange datawith the network. Thismodeisfor environments
with a Remote Access Did-In User Service (RADIUS) infrastructure. This
environment requires advanced technical support to set up and maintain, and
isintended for use by larger organizations.

e WPA-Enterprise/WPA2-Enter prise—The network is operating in 802.1X
authentication mode. Thismodeisfor environments with a Remote Access
Dial-In User Service (RADIUS) infrastructure. This environment requires
advanced technica support to set up and maintain and isintended for use by
larger organizations. The WPA-Enterprise protocol uses either WPA or
WPAZ2 protocol s based on the WPA/WPA 2 security protocols available on
the AP,

¢ CCKM—An authentication method in which a Cisco-branded access point
is configured to provide Cisco Wireless Domain Services (WDS) to take the
place of the RADIUS server and to authenticate the client very quickly so
that there is no perceptible delay in voice or other time-sensitive applications.

WEP - Open System Authentication

WEP - Open System Authentication does not have an authentication function. It
only identifies awireless node using its wireless adapter hardware address.

¢ The Data Encryption Method is Wired Equivalent Privacy or WEP.
e The Authentication Method is Open.
«  Open System Authentication may use a network key for authentication.

WEP (Shared key) Authentication

WEP Shared Key authentication verifies that the wireless client joining the
wireless network has been configured with a secret key. With an infrastructure
network, all the wireless clients and the wireless APs use the same shared key.
With an ad hoc network, all the wireless clients of the ad hoc wireless network
use the same shared key.

* The Data Encryption Method is Wired Equivalent Privacy or WEP.
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* The Authentication Method is WEP.
* WEP Shared Key Authentication requires a network key for authentication.

CKIP

CKIP - Open System Authentication does not have an authentication function. It
only identifies awireless node using its wireless adapter hardware address.

¢ The Data Encryption Method is CKIP.
e The Authentication Method is CKIP.
* A network key for authentication is required.

WPA/WPA2 - Personal Authentication

For infrastructure environments without the RADIUS infrastructure, WPA-
Personal (PSK) supportsthe use of apre-shared key. WPA-Personal (PSK) isthe
next generation of wireless network security for home and small office
environments. WPA-Personal (PSK) authentication uses either WPA-PSK or
WRPA2-PSK security protocols based on the WPA-PSK/WPA2-PSK security
protocols available on the AP.

* The Data Encryption Method is Auto (TKIP or AES).
e The Authentication Method is WPA-Personal (PK).
*  WPA-Personal Authentication requires anetwork key for authentication.

802.1X Authentication

802.1X security enforces authentication of a network node beforeit can beginto
exchange data with the network. This mode is for environments with a Remote
Access Dial-In User Service (RADIUS) infrastructure.

This environment requires advanced technical support to set up and maintain
and isintended for use by larger enterprises.

* The Data Encryption Method is WEP or CKIP.

¢ The Authentication Method may be one of the following Extensible
Authentication Protocol (EAP)* methods:

— TLS—TLSEAP authentication with no inner authentication. Requiresa
client certificate.
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TTLS/PAP—TTLS EAP authentication with PAP inner authentication.
Requires a username and password.

TTLS/ICHAP—TTLS EAP authentication with CHAP inner
authentication. Requires a username and password.

TTLS/M SCHAP—TTLS EAP authentication with MS-CHAP inner
authentication. Requires a username and password.
TTLS/MSCHAPv2—TTLS EAP authentication with MS-CHAPv2
inner authentication. Requires a username and password.

L EAP EAP—LEAP EAP authentication with no inner authentication;
requires a username and password.

PEAP/M SCHAPv2—PEAP EAP authentication with MS-CHAPv2
inner authentication. Requires a username and password.

PEAP/TL S—PEAP EAP authentication with TLS inner authentication.
Requires a client certificate.

PEAP/GT C—PEAP EAP authentication with GT C inner authentication.
Requires a username and password or token.

EAP-FAST/NONE—EAP-FAST EAP authentication with no inner
authentication. Requires a username and password.

Q NOTE: Use to connect to a Cisco Compatible Extensions v3 network. If you

are connecting to a Cisco Compatible Extensions v4 network, you must use
one of the EAP-FAST inner EAP methods, such as MSCHAPv2, TLS, or GTC.

EAP-FAST/M SCHAPv2—EAP-FAST EAP authentication with MS-
CHAPV2 inner authentication; reguires a user name and password. This
method has an option for using Cisco Compatible Extensions v4
authenticated provisioning called PAC (Protected Access Credentid). If
the option for using authenticated provisioning is selected, a client
certificate must also be supplied when provisioning a PAC.

NOTE: Use to connect to a Cisco Compatible Extensions v4 network. If you
are connecting to a Cisco Compatible Extensions v3 network, you must use
the EAP-FAST/NONE method.
EAP-FAST/TLS—EAP-FAST EAP authentication with TLSinner
authentication; requires a client certificate. This method has an option
for using Cisco Compatible Extensions v4 authenticated provisioning.
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Q NOTE: Use to connect to a Cisco Compatible Extensions v4 network. If you
are connecting to a Cisco Compatible Extensions v3 network, you must use
the EAP-FAST/NONE method.

— EAP-FAST/GT C—EAP-FAST EAP authentication with GTC inner
authentication; requires a user name and password or token. Cisco
Compatible Extensions v4 authenticated provisioning is used.

Q NOTE: Use EAP-FAST/GTC to connect to a Cisco Compatible Extensions v4
network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method. EAP is a universal authentication
framework frequently used in wireless networks.

WPA/WPA2 - Enterprise Authentication

The network is operating in 802.1X authentication mode. This modeis for
environments with a Remote Access Dial-1n User Service (RADIUS)
infrastructure. This environment requires advanced technical support to set up
and maintain and is intended for use by large organizations.

WPA-Enterprise security uses either WPA or WPA2 security protocols based on
the WPA/WPA2 security protocols available on the AP,

* Theencryption method may be TKIP (WPA) or AES (WPA2).
¢ The authentication method may be one of the following EAP (Extensible
Authentication Protocol) methods:

— TLS—TLSEAP authentication with no inner authentication. Requiresa
client certificate.

— TTLS/PAP—TTLS EAP authentication with PAP inner authentication.
Requires username and password.

— TTLS/ICHAP—TTLS EAP authentication with CHAP inner
authentication. Requires username and password.

— TTLS/MSCHAP—TTLS EAP authentication with MS-CHAP inner
authentication. Requires username and password.

— TTLS/MSCHAPv2—TTLS EAP authentication with MS-CHAPv2
inner authentication. Requires username and password.

— LEAP—LEAP EAP authentication with no inner authentication.
Requires username and password.

— PEAP/M SCHAPv2—PEAP authentication with MS-CHAPv2 inner
authentication. Requires username and password.
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PEAP/TLS—PEAP EAP authentication with TLS inner authentication.
Requires a client certificate.

PEAP/GT C—PEAP EAP authentication with GTC inner authentication.
Requires username and password or token to log on.

EAP-FAST/NONE—EAP-FAST EAP authentication with no inner
authentication. Requires a username and password to log on.

Q NOTE: Use this method to connect to a Cisco Compatible Extensions v3

network. If you are connecting to a Cisco Compatible Extensions v4 network,
you must use one of the EAP-FAST inner EAP methods, such as MS-CHAPv2,
TLS, or GTC.

EAP-FAST/M SCHAPv2—EAP-FAST EAP authentication with MS-
CHAPVv2 inner authentication; requires a user name and password. This
method has an option for using Cisco Compatible Extensions v4
authenticated provisioning called PAC (Protected Access Credentid). If
the option for using authenticated provisioning is selected, a client
certificate must also be supplied when provisioning a PAC.

[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4

network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.

EAP-FAST/TL S—EAP-FAST EAP authentication with TLS inner
authentication. Requires aclient certificate. This method has an option
for using Cisco Compatible Extensions v4 authenticated provisioning.

[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4

network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.

EAP-FAST/GT C—EAP-FAST EAP authentication with GTC inner
authentication. Requires a username and password or token. Cisco
Compatible Extensions v4 authenticated provisioning is used.

[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4

network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.
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CCKM Authentication

An authentication method in which a Cisco-branded access point is configured
to provide Wireless Domain Services (WDS) to take the place of the RADIUS
server and to authenticate the client very quickly so that thereis no perceptible
delay in voice or other time-sensitive applications.

The encryption method may be WEP, CKIP, TKIP or AES
The authentication method may be one of the following:
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TL S—TLS EAP authentication with no inner authentication.

L EAP—LEAP EAP authentication with no inner authentication.
Requires username and password.

EAP-FAST/NONE—EAP-FAST EAP authentication with no inner
authentication. Requires a username and password to log on.

Q NOTE: Use this method to connect to a Cisco Compatible Extensions v3

network. If you are connecting to a Cisco Compatible Extensions v4 network,
you must use one of the EAP-FAST inner EAP methods, such as MS-CHAPv2,
TLS, or GTC.

EAP-FAST/M SCHAPv2—EAP-FAST EAP authentication with MS-
CHAPVv2 inner authentication. Reguires username and password. Has
option for using Cisco Compatible Extensions v4 authenticated
provisioning. If the option for using authenticated provisioning is
selected, aclient certificate must also be supplied when provisioning a
PAC.

[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4

network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.
EAP-FAST/TL S—EAP-FAST EAP authentication with TLS inner
authentication. Requires a client certificate. Has option for using Cisco
Compatible Extensions v4 authenticated provisioning.

[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4

network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.
EAP-FAST/GTC—EAP-FAST EAP authentication with GTC inner
authentication. Requires a client certificate. Cisco Compatible
Extensions v4 authenticated provisioning is used. Requires a username
and password or token to log on.
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[E4 NOTE: Use this method to connect to a Cisco Compatible Extensions v4
network. If you are connecting to a Cisco Compatible Extensions v3 network,
you must use the EAP-FAST/NONE method.

— PEAP/M SCHAPv2—PEAP EAP authentication with MS-CHAPv2
inner authenti cation. Requires username and password.

— PEAPI/GT C—PEAP EAP authentication with GTC inner authentication.
Requires username and password or token to log on.

Wi-Fi Encryption Methods
The following Wi-Fi encryption methods are supported:

—  WEP—WIred Equivalent Privacy encryption prevents unauthorized
reception of wireless data. WEP provides two levels of security, using a
64-bit or a 128-hit key. For stronger security, use a 128-hit key. If you
use encryption, all wireless devices on your wirdess network must use
the same encryption keys. WEP uses an encryption key to encrypt data
before transmitting it. Only portable systems using the same encryption
key can access the network or decrypt the encrypted data transmitted by
other portables. Authentication provides an additional validation process
from the wirel ess network adapter to the wireless access point.

— TKIP—Temporal Key Integrity protocol is an enhancement to the WEP
security. TKIP provides per-packet key mixing, a message integrity
check, and a re-keying mechanism, which fixes the flaws of WEP.

— AES—Advanced Encryption Sandard protocol provides a stronger

encryption method than TKIP. Choose AES as the data encryption
method whenever strong data protection isimportant.

— CKIP—Cisco Key Integrity Protocol is a Cisco proprietary security
protocol for encrypting 802.11 wireless and wired networks. CKIP
improves security in wireless infrastructure mode using key

permutation, message integrity check, an message sequence number.
Cisco networking infrastructure is required.

Mobile Broadband Connections

Mobile Broadband, sometimes referred to as WWAN (Wireless Wide Area
Network), is amethod of wireless data access to the Internet using a mobile
operator’s cellular network.
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Setting up mobile broadband access requires an activated account with amobile
operator. By default, DCP Connection Manager configures your mobile
broadband settings with the default settings on your Dell laptop. From DCP
Connection Manager, mobile broadband settings can be added, removed, or
edited.

Q NOTE: To establish a mobile broadband account, click the Activate button found on
the Connection Status screen when you select Mobile Broadband from the
Connection drop-down menu. This button will be labeled Act ivate only if
mobile broadband service is not yet activated with the mobile operator.

To configure global Mobile Broadband settings—a superset of Mobile
Broadband settings that may apply to all mobile broadband network
connections—click the M obile Broadband link on the Global Settings screen.

Creating a Basic Mobile Broadband Connection

1 Open DCP Connection M anager —Profiles—>Add, select the Mobile
Broadband check box, and then click Next. The Profile Wizard Settings
screen for mobile broadband appears.

Most if not al of the following configuration information will be popul ated
inthis screen if your mobile broadband service is dready activated. From
this screen, default settings can be edited and mobile broadband connections
can be associated with Location Profiles.

2 Enter aunique Connection Name, and select an existing M obile
Broadband Network Connection from the Copy Profile From drop-down
list box. Then, click Copy to populate most or al of the fields with the
network connection details.

Alternatively, you can enter a unique Connection Name and create a new
mobile broadband network connection by manually entering details in the
appropriate fields.

Q NOTE: To manually edit or add username/password and APN information,
Dell recommends that you consult your enterprise systems administrator or
your mobile broadband operator for further instructions.

3 Click Next to continue the Profile Wizard settings process, or click Finish to
view the Profile Wizard Summary page.

Alternatively, you can click Advanced to configure advanced mobile
broadband settings.
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1

Figure 1-26. Mobile Broadband Screen
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Advanced Mobile Broadband Settings

From the Profile Wizard - M obile Broadband Settings screen, click

Advanced, and select one of the following advanced mobile broadband

options:

— Select Enable Connect Prior to Logon if you want to establish a
mobile broadband connection prior to user logon to Windows.

[E4 NOTE: Connect Prior to Logon feature is available in this software release
only on the Windows XP operating system. If you are running DCP Connection
Manager on Windows Vista operating system, this setting will be disabled.

— Sdlect Use VPN Connection to automatically start the VPN configured
with this network connection.

— Sdlect Exclude from VPN enforcement if you want to switch the
Enforce VPN function off for this Location Profile. The Enforce VPN
setting is located on the Program Settings screen.

Click OK.

Click Next to continue the Profile Wizard Settings process, or click Finish
and the Profile Wizard Summary page appears.
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Figure 1-27. Advanced Mobile Broadband Window
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Activating Your Mobile Broadband Service

1 Open DCP Connection M anager —Connection Satus—>Mobile
Broadband—Activate. A mobile-operator-branded or Dell-branded
broadband activation screen associ ated with the mobile broadband device

installed on your Dell laptop is launched.

2 Click Continue to begin the activation process. The activation process
differs depending on your mobile operator. Please refer your maobile
operator's help documentation (if provided) for activation support.

Alternatively, you can call the mobile operator directly to manudly activate

the Mobile Broadband service.

— Click Help for information regarding the activation process.

— Click Close to cancel the online activation process.

NOTE: To re-activate or retrieve communication updates on demand for your
Dell mobile broadband card, go to the Global Program and Network Settings -

Mobile Broadband screen.
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Figure 1-28. Mobile Broadband Activation Screen
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SMS Text Messaging

The SM S Text M essaging screen alows you to create and send new messages,
view received messages, and store contact information.

Q NOTE: An active mobile broadband network connection is required for SMS text
messaging to work.

1 Open DCP Connection Manager —Connection Satus—>SM S Text
M essaging. The SM S Text M essaging screen displays.

2 To create anew SMS text message:
a Click thecompose icon to create a new message.

b  Enter arecipient namein the addressee field, or click To to open the
address book and select a contact.

¢ Compose amessagein thefield below the Addressee field and click
Send. A pop-up message appears if the SM'S message was sent
successfully.

Additional functionality includes:
e Click Check New M essages to view recent messages.
e Click View to switch between Inbox, Outbox, and Sent Box views.

e Select amessage and click Forward to forward a message to another
recipient.
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Select amessage and click Delete to delete the message.
* Click Delete All to delete all messagesin your |nbox.

* Add and delete contacts by clicking on the Address Book link, which opens
the default contacts directory on your Dell 1aptop. DCP Connection Manager
supports contact directories of the following applications:

—  Windows XP supports Microsoft Outlook® and Outl ook Express
—  Windows Vista supports Outlook and Windows Contacts

To disable the SM S text messaging application in DCP Connection Manager, go
to Program Settings.

Q NOTE: This setting is configurable only by users with Windows Local Administrator
user privileges or better.

Figure 1-29. SMS Text Messaging Screen
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Ethernet Settings

Ethernet is network connectivity that iswired as opposed to wireless. Ethernet
network connectivity examples include Windows local area networks (LAN),
cable modems, and DSL. By default, DCP Connection Manager configures your
Ethernet settings with the default settings on your Dell laptop. From this screen
Ethernet settings can be edited.
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From the Profile Wizard Settings screen, select Ethernet. DCP Connection
Manager automatically populates the Ethernet settings according to current
settings on your Ddll laptop.

To change the Ethernet settings for this Location Profile, select the Static
address radio button and enter the required IP and DNS information.

[E4 NOTE: Enable 802.1x credentials starts the Windows Zero Configuration
(WZC) service in Windows XP. WZC service is started by default in Windows
Vista.

Click Next to continue the Profile Wizard Settings process, or click the
Finish button to view the Profile Wizard Summary page.

Figure 1-30. Profile Wizard Ethernet Screen
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Dial-Up Connections

Did-up isatype of Internet access that uses atelephone line. By defaullt,
Connection Manager configures your Dial-up settings with the default settings
on your Déll laptop. From DCP Connection Manager, dial-up settings can be
added, removed, or edited.

1

Open DCP Connection M anager —Profiles—Add, select the Dial-up
check box, and then click Next. The Profile Wizard Settings screen for dial-

up appears.
Enter a connection name of your choice.
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Enter adial-up phone number associated with this account.
Enter ausername and password for this account.

5 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

Alternatively, you can click Advanced to continue configuring an advanced
dial-up network connection and set additional dial-up options.

Figure 1-31. Profile Wizard Dial-Up Screen
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Advanced Dial-up Settings

From the Profile Wizard - Dial-up Settings screen, click Advanced. The
following advanced dial-up settings are available;

* Enablethe Connect Prior to L ogon option if you choose to establish adial-
up network connection prior to user logon to Windows.

Q NOTE: Connect Prior to Logon feature is available in this software release
only on the Windows XP operating system. If you are running DCP Connection
Manager on Windows Vista operating system, this setting will be disabled.

* Use VPN Connection to automatically start the VPN configured with this
network connection.

e Excludefrom VPN enforcement switches the Enforce VPN function off for
this Location Profile. The Enforce VPN setting is|ocated on the Program
Settings screen.

Dell ControlPoint Connection Manager



« Enable Call Waiting Support. By default, call waiting is disabled when a
dial-up network connection is made.

Figure 1-32. Advanced Dial-Up Settings Screen
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Folder Sharing Settings

You can associate shared folders with a Location Profile. By default, the

L ocation Profile Wizard configures your Shared Folder settings with the default
settings on your Dell 1aptop. From this screen, shared folder settings can be
added, removed, or edited.

Q NOTE: The Folder Sharing setup option is available only when associated with a
Location Profile (not Network Connections).

1 From the Profile Wizard Settings screen, select Folder Sharing. To add or
change these settings for a particular Location Profile, you can do the
following:

— Browsefor and select afolder(s) to share when using this Location
Profile or Network Connection.

— Click Next to continue the Profile Wizar d Settings process.
— Click Finish to reach the Profile Wizard Summary page.
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Figure 1-33.

Profile Wizard Folder Sharing Screen
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Mapping Network Drive Settings

You can associate a Network Drive and its network folders with defined

L ocation Profilesto be accessible in Windows Explorer when a L ocation Profile
is started. By default, the L ocation Profile Wizard configures your mapped
network drive settings with the default settings on your Dell laptop. From this
screen, mapped network drive settings can be added, removed, or edited.

Q NOTE: The Map Network Drive set-up option is available only when associated
with a Location Profile (not Network Connections).

From the Profile Wizard Settings screen, select Map Network Drive. DCP
Connection Manager automatically popul ates the Map Network Drive settings
according to existing settings on your Dell laptop.

1 Toadd or change these settings for a particular Location Profile, you can do
any of the following:

—  Sdlect the network drive to map and enter the path name of the network
folder.

— Click Browse to select a drive and network folder.
— Click Add to map the folder to the drive.

— Select aanetwork path from thelist, and click Remove to delete the
mapping.
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2 Click Next to continue the Profile Wizard Settings process, or click the
Finish button to reach the Profile Wizard Summary page.

Figure 1-34. Profile Wizard Map Network Drive Screen
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Internet Browser Settings

Internet browser settings may be specified for aLocation Profile. By default, the
Location Profile Wizard configures your Internet Browser with the default
settings on your Dell |aptop. From this screen, default settings can be edited.
The supported Internet Browsers are Internet Explorer® and Firefox.

Q NOTE: The Internet browser set-up option is available only when associated with a
Location Profile (not Network Connections).

1 From Profile Wizard Settings screen, select I nternet Browser.

2 To change these settings for a particular Location Profile, do one of the
following:

»  Enter an Internet addressin the Home Page field to specify a default
website when you launch your Internet browser.

*  Check Use Proxy for LAN settings to optionally configure your
Internet browser to use a proxy server to connect to the Internet when on
acorporate LAN. Inthe Name field, enter the address of the proxy
server to use for Internet access. In the Port field, enter the port number
that is used by the proxy server (for example, 8080 for a corporate proxy
server).
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Alternatively, you can select Bypass proxy for local addressesif you
do not want to use a proxy server for specific addresses on your
corporate LAN.

Q NOTE: A proxy server acts as a security barrier between your internal
network and the Internet, keeping others on the Internet from being able to
obtain access to information that is located on your internal network.

3 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

Launch Applications Settings

You can associate applications with defined L ocation Profiles to automatically
start or stop when a defined Location Profileis started.

Q NOTE: Launch Applications set-up option is available only when associated with a
Location Profile (not Network Connections).

1 From theProfile Wizard Settings screen, select Launch Applications. To
add or change these settings for a particular Location Profile, do one of the
following:

» Add applications by clicking Add.

*  Remove an application by selecting the application from thelist box and
clicking Remove.

»  Choose the appropriate action from the drop-down list associated with
the application: Applied (start) or Disconnect (stop).

2 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

16
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Figure 1-35. Profile Wizard Launch Applications Screen
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Printer Settings

You can associate a printer with adefined Location Profile to be the default
printer when a specific Location Profileis started. The Location Profile Wizard
configures the default printer settings on your Dell laptop. From this screen,
default printer settings can be added, removed, or edited.

Q NOTE: The printer set-up option is available only when associated with a Location
Profile (not Network Connections).

1 FromtheProfile Wizard Settings screen, select Printers.
2 To changethe settings for a particular Location Profile:
a Check the Enable default printer for thislocation profile check box.

b  Select aprinter from thelist box to be the default printer for this
Location Profile from alist of printers currently accessible from your

laptop.
¢ Select Enable default printer for thislocation profile.

3 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

4 Click Add to launch the Windows Add a Printer Wizard.
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Figure 1-36. Profile Wizard Printers Screen
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WPAN Settings

You may enable or disable Bluetooth and UWB (Ultra Wide Band) radios
according to a Location Profile. By default, the Location Profile Wizard
configures your WPAN (Wireless Personal Area Network) settings with the
default settings on your Dell |aptop.

Q NOTE: WPAN set-up option is available only when associated with a Location
Profile (not Network Connections).

1 FromtheProfile Wizard Settings screen, select WPAN.

Q NOTE: These settings are visible only if these technologies are installed on
your system.

2 To change these settings for a particular Location Profile:
a Click thevariousradio buttons to make your selections.

b  Click Next to continue the Profile Wizard Settings process, or click
Finish to reach the Profile Wizard Summary page.
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Figure 1-37. Profile Wizard WPAN Settings Screen
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GPS Settings

You may enable or disable GPS according to a Location Profile. By default, the
Location Profile Wizard configures your GPS setting with the default setting on
your Déll laptop. The GPS option is available only when associated with a
Location Profile (not Network Connections).

Q NOTE: GPS is dependent on service availability from your mobile operator.
1 FromtheProfile Wizard Settings screen, select GPS.
Q NOTE: This setting is visible only if the technology is installed on your system.
2 Click aradio button to change the setting.

3 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.
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Figure 1-38. Profile Wizard GPS Settings Screen
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VPN Settings

You can associate VPN connections with specific Location Profiles that can be
manually or automatically started when you connect to a defined network
connection within a Location Profile. The Profile Wizard automatically
discovers popular VPN clientsif they areinstalled on your Dell laptop. From
this screen, VPN clients and VPN profiles can be added or edited.

Q NOTE: To create a default VPN connection that does not require association with
Location Profiles, go to Program Settings.

1 FromtheProfile Wizard Settings screen, select VPN. The Profile Wizard
discovers any supported VPN clientsinstalled on your Dell laptop, and
presents them to you in the VPN Client drop-down list.

2 Click the VPN Client drop-down list box to select your VPN client. The
Profile drop-down list box displays.

The following VPN clients are supported:

e Check Point
» Cisco Systems
e Microsoft

*  Nortdl Networks
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Q NOTE: If your VPN client is not listed, you can map to a VPN client application
(.exe) installed on your Dell laptop by selecting Extended from the VPN Client
drop-down list.

Click the Profile drop-down list box to select the appropriate VPN Profile.

Alternatively, you can click the Add button to create anew VPN Profile.
Complete the required fields, and click OK to return to the Profile Wizard
Settings screen.

Q NOTE: Consult the IT administrator that supports your VPN service for details
on configuring a new VPN profile.
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Figure 1-39. Profile Wizard VPN Screen
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Figure 1-40. Create VPN Profile Screen
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4 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

To automatically start this VPN profile for any of the network connections
associated with a Location Profile, go to the respective Wi-Fi, M obile
Broadband, or Dial-up Advanced Network screens and check the Use VPN
Option check boxes.

Extended VPN Support

1 Sdect Extended from the VPN Client drop-down list box. The Other VPN
Application and Arguments fields will appear.
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Click Browse to open Windows Explorer and map to the VPN client .exe
file.

Click OK to return to the VPN Settings screen.

Enter any instructions provided by the VPN client provider to enable
automatic launch of the VPN client in the Arguments text box.

Q NOTE: Consult your VPN client software documentation for details.

5 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

Security Settings

You can associate certain security settings with a Location Profile. By default,
the Location Profile Wizard configures your security settings with the default
settings on your Dell 1aptop. From this screen, default security settings can be
added, removed, or edited.

Q NOTE: Security options are available only when associated with a Location Profile
(not Network Connections).

1 FromtheProfile Wizard Settings screen, select Security.

2 Edit your choices and click Next to continue the Profile Wizard Settings
process, or click Finish to reach the Profile Wizard Summary page.

Figure 1-41. Profile Wizard Security Settings Screen
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You can associate network connections with a Location Profile from this screen.
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1 From the Profile Wizard Settings screen, select Network Connections.

2 Fromthe Show drop-down list, select the Network Connection Types you
want to seein thelist boxes.

3 Fromthelist of available Network Connectionsin the Configured
Networ ks box, select the appropriate network connections to associate with
the Location Profile by highlighting the Network Connection name(s) and
moving them to the Networ ks to Search box.

4 You can remove or disassociate network connectionswith aL ocation Profile
by highlighting a Network Connection nameinthe Networksto Search
box and moving it to the Configured Networ ks box.

5 Click Next to continue the Profile Wizard Settings process, or click Finish to
reach the Profile Wizard Summary page.

You can remove or disassociate network connections with a Location Profile by
highlighting Networ k Connection name(s) from the Networks to Search box
and moving it to the Configured Networ ks box. Click Next to continue the
Profile Wizard Settings process, or click Finish to reach the Profile Wizard
Summary page.
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Figure 1-42. Profile Wizard Network Connections Screen

Profile Wizard 3 »

General

WIFi Choase the network profile which will be associated
Mobile Broadband 1o this localion or click here to craate a new netwark
Elhemet

Dial Up o

Falder Shanng Sh L

Map Nobwork Drive Configured Networks Metworks to search
Internet
Launch
Prinfers

Earthlink Fibartink
Home Eemet {
Homae Wi-Fi

WPAN
GPS

b Verizon Broadband

Securily

Global Program and Network Settings

This screen is an interface to a superset of Network Connection and DCP
Connection Manager application settings, which are superseded only by
L ocation Profile settings.

1 Open DCP Connection M anager —Profiles—Change Settings. The
Network Settings screen appears.

2 To edit the settings, click one of the associated hyperlinks:
*  Program Settings
*  Hardware Switch
* Location
*  Mobile Broadband
*  Wi-Fi Catcher™ Network Locator

Program Settings

Program Settings establish global network connection and DCP Connection
Manager application parameters that are superseded only by Location Profile
parameters. From Program Settings you can also enforce VPN security on any
network connections associated with Location Profiles.
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To access Program Settings, open DCP Connection
M anager —Pr ofiles—Change Settings—Program Settings. The Program
Settings screen appears.

The check boxes and fields on this screen allow you to:

Set System Tray options

From Available technologies, select the network connection types to be
recognized and managed by the DCP Connection Manager.

Disable the Wi-Fi or Mobile broadband technology whenever an Ethernet
(wired) connection is established.

Configure adefault VPN profile that is superseded only by VPN profiles
associated with Location Profiles.

To configure adefault VPN profile:

1

86

Click the VPN Client drop-down list box to select your VPN client. The
Profile drop-down list box appears. The following VPN clients are
supported:

e Check Point
e Cisco Systems
e Microsoft

¢ Nortd Networks

Q NOTE: If your VPN client is not listed, you can map to a VPN client application
(.exe) installed on your Dell laptop by selecting Extended from the VPN Client drop-
down list. See "Extended VPN Support" for more information.

Click the Profile drop-down list box to select the appropriate VPN Profile.

Alternatively, you can click Add to create anew VPN Profile.

Q NOTE: Consult the IT administrator that supports your VPN service for details
on configuring a new VPN profile.

Complete the required fields and click OK to return to the Profile Wizard

Settings screen (see Figure 1-40).

Check Enforce VPN to enforce VPN security on all network connections
with VPN profiles associated with Location Profiles or with network
connections without Location Profile attachment with the Use VPN
Connection option selected.
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Q NOTE: The setting for excluding VPN enforcement for a specific Network
Connection is available for Wi-Fi, mobile broadband, and dial-up network
connections on each of the respective Advanced Network screens.

5 Click OK toreturnto the Global Program and Network Settings screen.

Figure 1-43. Profile Settings Screen
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Extended VPN Support:

1 Sdect Extended from the VPN Client drop-down list box. The Other VPN
Application and Arguments fields will appear.

2 Click Browse to open Windows Explorer™ and map to the VPN client .exe
file.

3 Click OK toreturnto the Program Settings screen. Enter any instructions
provided by the VPN client provider to enable automatic launch of the VPN
client in the Arguments text box.

[E4 NOTE: Consult your VPN client software documentation for details.
Click Next.

To automatically launch this VPN service when making network
connections, select the Automatically start VPN on connection check box.

6 Check Enforce VPN to enforce VPN security on al network connections
associated with Location Profiles and with the Use VPN Connection option
selected.
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Q NOTE: The setting for excluding VPN enforcement for a specific Network
Connection is available for Wi-Fi, mobile broadband, and dial-up network
connections on each of the respective Advanced Network screens.

7 Click OK to returnto the Global Program and Network Settings screen.

Mobile Broadband

The M obile Broadband screen provides a superset of parameters used to refine
connection, security, and other mobile broadband-rel ated rules.

Lock Codeis asecurity setting for the Subscriber Identity Module (SIM), an
integrated circuit installed on your mobile broadband card that contains user and
account information. Many GSM -network-based mobile broadband cards are
provisioned with a Personal Identification Number (PIN), locking user accessto
the mobile broadband card and service. When you insert (or connect) a mobile
broadband card and/or launch the DCP Connection Manager application, you
may be required to enter a PIN provided by your mobile operator.

Mobile operators frequently limit the number of incorrectly entered PIN
attempts from three (3) to ten (10). Failure to enter a correct PIN within the
number of permitted attempts locks the mobile broadband card. If the mobile
broadband card locks, you can re-enable the PIN mechanism by entering a
Personal Unblocking Key (PUK). Contact your mobile operator to receive the
PUK. After entering a correct PUK, you can reset the PIN.

Q NOTE: The Lock Code and Network Selection controls are visible only if your mobile
operator is GSM-network-based.

1 Open DCP Connection M anager —Profiles—Change
Settings—>Program Settings—>M obile Broadband. The following Mobile
Broadband settings are available;

— Connection Mode enables you to set roaming and service selection
rules for your mobile broadband service.

— Roaming allows you to set roaming rules when using your mobile
broadband service outside your basic coverage area. From the Roaming
drop-down box the following options are available:

*  Home—No roaming allowed.
»  Auto—Roaming isallowed.
* Roaming Only
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Q NOTE: Consult your mobile broadband service agreement for roaming service
availability and applicable charges.

— Data Network alows you to set network service selection rules. See
Table 1-7 for alist of options based upon the network type (GSM or
CDMA) of your mobile operator.

— Network Selection alows you to control the selection behavior
(Automatic or Manual) when multiple maobile broadband accounts are
configured on your Dell laptop.

— Lock Code

* Click Enable/Disable PIN L ock to either lock or unlock the SIM
installed on your mobile broadband device.

e Click Change PIN Code to change the PIN code associated with
the SIM ingtalled on your mobile broadband device.

— DisableSMS

— Unchecking Show Activation Reminder suppressesthe Activation
Reminder pop-up screen from displaying when DCP Connection
Manager starts.

— Activate enables on-demand activation or communication updates of
your Dell mobile broadband card with the mobile operator.

Click OK to return to the Global Program and Network Settings screen.

Dell ControlPoint Connection Manager | 89



Network Service Selection Rules

Table 1-7.

GSM Average Speed CDMA Average Speed
Auto GPRS & 3G Auto IXRTT & EVDO
GPRSOnly  30-90Kbps IXRTT Only 60 —80 Kbps
3G Only 300Kbps—1Mbps EVDO Only 300 — 800 Kbps

Figure 1-44. Mobile Broadband Settings Screen
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Location Settings

This screen allows you to set Location Profile switching rules when at |east one
Location Profile is configured on your Dell laptop.
1 Open DCP Connection M anager —Profiles—Change
Settings—>Program Settings—>L ocation. The L ocation Settings screen
appears.

*  Select Automatic if you want to enable DCP Connection Manager to
connect to thefirst available network connection.

»  Check Show Confirmation if you want to display Location Profile
name confirmation messages whenever Location Profiles are applied.

e Check Location Order if you choose to enable DCP Connection
Manager to apply the existing order of Location Profiles based upon the
first network connection available.
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»  Check Auto Promoteif you choose to enable DCP Connection Manager
to automatically connect to the next available Location Profileif the
current network connection is lost.

2 Click OK toreturntothe Global Program and Network Settings screen.

Figure 1-45. Location Settings Screen
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Radio Hardware Switch Settings

The Radio Hardware Switch islocated on the side or front of your laptop.
From this screen you can associate Wi-Fi, Bluetooth, mobile broadband, and
other wireless radio technologies and other settings, such as the Wi-Fi Catcher
Network Locator feature, to be enabled/disabled from the Radio Hardware
Switch located on your Dell laptop.

Q NOTE: The Radio Hardware Switch feature may not be available on certain Dell
laptops.

1 Open DCP Connection M anager —Profiles—Change
Settings—>Har dware Switch.

2 Select the appropriate check boxes and click OK to return to the Global
Program and Network Settings screen.
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Figure 1-46. Hardware Information Screen
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Wi-Fi Catcher Network Locator

Q NOTE: The Radio Hardware Switch feature may not be available on certain Dell
portable systems.

If your Dell laptop has a Radio Hardware Switch, you can use its Dell Wi-Fi
Catcher ™ Network L ocator feature to scan for specific Wi-Fi networksin
your vicinity. The Dell Wi-Fi Catcher Network Locator feature can scan and
notify you of available Wi-Fi networks regardless of whether your laptop is

turned on or off, in hibernate mode, or in standby mode.

To scan for Wi-Fi networks, slide the Radio Hardware Switch over to the far
right and hold the switch in this position for afew seconds. An LED located
near the Dell Wi-Fi Catcher Network Locator button indicates the progress and
results of the scan for Wi-Fi network connections. The following table defines
the LED status:
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Table 1-8. LED Status Indicator

LED Status Description

Blinking green Search for Wi-Fi network connection isin progress

Solid green Found Wi-Fi network connection with astrong signal strength
Solid yellow Found Wi-Fi network connection with aweak signal strength
LED off No network connection detected

Q NOTE: Because the Wi-Fi Catcher Network Locator feature is not configured for

use when your laptop is shipped to you, you must first use DCP Connection
Manager to configure the switch to control Wi-Fi network connections.

Enabling Wi-Fi Catcher Network Locator

1

Open DCP Connection M anager —Pr ofiles—>Change Settings—>Wi-Fi
Catcher. The Wi-Fi Catcher settings screen appesars.

Select the check box to Enable Wi-Fi Catcher Network L ocator.

Select Search for ANY available network or Search for PREFERRED
networ ks from the radio buttons.

Alternatively, click Select Preferred Networksto associate a discrete list of
Wi-Fi networks the Wi-Fi Catcher Network Locator will scan.

Click Advanced Settingsto select additional Wi-Fi network search options
for the Wi-Fi Catcher Network Locator.

Alternatively, click OK to return to the Global Program and Network
Settings screen.

Designate Preferred Networks

1

Open DCP Connection M anager —Pr ofiles—Change Settings—>Wi-Fi
Catcher —Select Preferred Networks. The Preferred Networks screen
displays.

Select aconfigured Wi-Fi Network Connection fromthelist box on theleft
and click the arrow to move that Network Connection to the Networksto
Sear ch list box on theright.

If the Wi-Fi network you wish to add is not available in the Configured
Networkslist box, enter aWi-Fi network name (SSID) inthe Add SSID to
Sear ch text box and click Add.
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3 Click OK toreturn to the Wi-Fi Catcher screen.

Figure 1-47. Wi-Fi Catcher Preferred Network Screen
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Advanced Wi-Fi Catcher Settings

1 Open DCP Connection M anager —Pr ofiles—>Change Settings—>Wi-Fi
Catcher. Then, click Advanced Settings. The Advanced Configuration
screen displays.

Select your preferred Wi-Fi network strength search criteria.
Select Wi-Fi bandsto scan. A - B - G - N bands are supported.
Click OK or Apply to return to the Wi-Fi Catcher screen.
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Figure 1-48. Wi-Fi Catcher Advanced Configuration Screen
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Troubleshooting

The Troubleshooting screen presents resources for diagnosing and correcting
network connectivity problems.

To access the Troubl eshooting screen, open DCP Connection
Manager —Troubleshooting. You can perform the following actions:

e Click alink to one of the User Manual FAQs.
» Click alink to one of the Useful Web Links.
» Click Run Diagnostics.

* Click View hardware details.

» Click View site survey to scan alist of detected Wi-Fi access pointsin
your vicinity and associated network details.
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Figure 1-49. Troubleshooting Screen
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Diagnostics Overview

Diagnostics performs a sequence of tests for each network connection type
installed and managed by DCP Connection Manager, and provides pass/fail
indicators regarding software, hardware, and network connections:

» Softwaretests verify that your drivers areinstalled correctly.

* Hardwaretests verify the full functionality of the network adapters for each
of the network connection types.

*  Network tests verify that networks are online and available.

Q NOTE: wi-Fi diagnostics is supported only for the Broadcom Wi-Fi adapter card in DCP
Connection Manager 1.0.
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Table 1-9. Diagnostic Tests and Descriptions

Diagnostic Diagnostic Tests Diagnostic Test Descriptions
Categories

Connection Associations Association is the establishment and
Diagnostics maintenance of alink between network

adapters. When security is enabled, the
network adapters exchange only security
credentials. This test checks for
connectivity, and passesif the client is
associated successfully.

Authentication Test Testsif the user name, password, and APN
entered are correct.

Local IPAddressTest  Verifies the network adapter has been
assigned avalid IP Address.

Gateway IPPing Test  Pingsthe gateway |P Address.

DNSIP Ping Test Pings the Domain Name Server |P Address.
Internet Website Test checksif aweb host or IP Addressis
Domain Ping Test reachable across the Internet with current
settings.
LAN EEPROM Test Thistest verifies the content of the
Diagnostics EEPROM by reading a portion of the

EEPROM and computing the checksum.

Thetest fails if the computed checksum is
different than the checksum stored in the
EEPROM.

Register Test This test verifies the read and writes
capabilities of the network controller
registers by writing various values to the
registersand verifying the result. The device
driver uses these registersto perform
network functions such as sending and
receiving information. If the test fails, the
network adapter may not be working
properly.

Interrupt Test Test verifies that the NDIS driver is able to
receive interrupts from the LAN adapter.
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Diagnostic Diagnostic Tests
Categories

Diagnostic Test Descriptions

Link & Duplex Test

Wi-Fi Adapter Test
Diagnostics

DMA Test

Control Registers Test

Memory Test

Interrupt Test

Loopback Test

Radio Test

M obile Adapter Test
Broadband
Diagnostics

SIM Present Test
(GSM only)

SIM Read Test
(GSM only)
Radio Test

Signal Strength Test

98

Verifies duplex capabilities of the LAN
adapter.

The test passesif the Wi-Fi adapter is
present and accessible. The test failsif the
Wi-Fi adapter is not present or present but
disabled.

Test verifiesthat the NDIS driver is ableto
send packets and receive packets from the
Wi-Fi adapter.

Test evaluates the read and write capabilities
of the Wi-Fi adapter registers.

Test determinesiif the internal memory of
the Wi-Fi adapter is functioning properly;
the Wi-Fi adapter itself cannot function
properly unlessitsinternal memory is
functioning.

Test verifies that the NDIS driver is able to
receive interrupts from the Wi-Fi adapter.

Test verifies that the NDIS driver isable to
send packets and receive packets from the
Wi-Fi adapter.

Testsif the Wi-Fi radio is switched on.

The test passes if the Mobile Broadband
adapter is present and accessible. The test
failsif the adapter is not present or present
but disabled.

Checksif SIM card is present.

Checksif data can be read from SIM card

Testsif the Mobile Broadband radio is
switched on.

Verifiesthat the Mobile Broadband signal
strength is adequate for data transmission.
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Diagnostic Diagnostic Tests Diagnostic Test Descriptions
Categories
Temperature Verifiesthat the temperature of the Mobile
Broadband adapter isin admissible range.
Dial-up Adapter Test The test passesiif the dial-up adapter is
Diagnostics present and accessible. The test failsif the
adapter is not present or present but
disabled.
Manufacturer Verifies device manufacturer.
Version Verifies driver version.
Model Identification Identifies model of dial-up adapter.
Dial Tone Test Checksif dial tone can be detected.

Using Diagnostics

Open DCP Connection M anager —Troubleshooting—>Run Diagnostics.
The Diagnostics screen displays. You can expand any of the Diagnostics
categories and click on aspecific diagnostic test to view abrief description of
thetest in the Test Information text box.

Select the diagnostics to run and click Run Selected. Pass/Fail test results
display adjacent to the individual test.

Click OK to return to the Troubleshooting screen.

1

Alternatively, you can click View Connection L og, and the Connection Log
Screen appears. Or, click View Status L og, and the Status L og Screen

appears.
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Figure 1-50. Run Diagnostics Screen
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Figure 1-51. Run Diagnostics Results Screen
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Connection Log

The Connection Log screen provides real -time data of your network connections
activity. From the Connection L og screen, you can filter datain the log, export
the log to afile using the current filter, or you can clear the log.
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Open DCP Connection
M anager —Troubleshooting—>Diagnostics—View Connection L og.
From the Connection L og screen, you can do the following:

» Toview aspecific Network Connection, select the Connection Type
check box and select a Network Connection Type from the drop-down
list.

» Tofilter adate range, check the Date Range check box and select a date
range.

» Click Export to save thelog in an exportable file format.

» Click Clear to clear thelog.

2. Click OK to return to the Diagnostics screen.

Figure 1-52. Connection Log Screen
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Status Log

The Status L og screen reports on network connection and application-level
events.

1 Open DCP Connection Manager —Troubleshooting—>Run
Diagnostics—View Status L og. From the Status L og screen you can do the
following:

» Tofilter the Status Log, select the Satus Type check box and choose a
category from the Status Type drop-down list.
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Tofilter adate range, select the Date Range check box and choose a
date range.

» Click Export to save thelog in an exportable file format.
» Click Saveto keep arecord of thelog file.
* Click Clear to clear thelog.

2 Click OK toreturnto the Run Diagnostics screen.

Figure 1-53. Status Log Screen
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Network Status Details

The Network Satus Details screen provides lower-level details of the Network
Connection selected.

1 Open DCP Connection M anager —Connection Satus—View Network
Satus Details. The Network Status Details screen appears.

2 Click OK to return to the Connection Status screen.
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Figure 1-54. Network Status Details Screen
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Hardware Details

The Hardwar e Details screen displays hardware details for each of the network
connection typesinstalled on your Dell laptop and being managed by the DCP
Connection Manager.

Q NOTE: If a Network Connection Type is not recognized by Windows device
manager, then the network connection technology will not be listed in the drop-
down list.

All hardware information available is shown on this screen.

1 OpenDCP Connection Manager —Troubleshooting—>Har dwar e Details.
The Hardwar e Details screen appears.

2 Select aNetwork Connection Type from the Board drop-down list to view
the associated Har dware Details.

3 Click OK toreturn to the Troubleshooting screen.
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Figure 1-55. Hardware Details Screen

Hardware details
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Software Version Information

1 Click the question mark in the upper right corner of the DCP Connection
Manager screen.

2 Sdect About. The Software Information screen appears.
3 Click OK toreturn to the Troubleshooting screen.
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Figure 1-56.

About DCP Connection Manager Screen

About CP Connection Manager

Wi-Fi Networks Site Survey

The Available Wi-Fi Networ ks screen monitors and displays detailed
information on detected Wi-Fi access points. Datais updated continuously until
you click one of the Wi-Fi network connections displayed.

1 Open DCP Connection Manager —Troubleshooting—View Site Survey.
The Available Wi-Fi Networks screen displays.

2 Tofilter for aspecific Wi-Fi access point, select the access point (Networ k
Name) from the Select networ ksto be monitored drop-down box and click
Search.

3 Click Sart/Freezeto start or stop the continuous scan for Wi-Fi. The
following functions are available:

»  Click the Options drop-down list to change the scan interval and sort
order of the network names displayed.

» Click Start L ogging to open a Save As dialog box and start logging data
to afile.

¢ Double-click aNetwork Name to create a Wi-Fi network connection
through the Profile Wizard.

Dell ControlPoint Connection Manager | 105



Figure 1-57. Available Wi-Fi Networks Screen
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Frequently Asked Questions

Why can't | find any wireless networks?

Verify that the Wi-Fi radio is enabled and that the Radio Hardware Switch,
located on the Dell laptop, isin the ON (middle setting) position. To enable
the Wi-Fi radio, open DCP Connection Manager and check the Wi-Fi check
box inthe Radio Controls section of the Device Status screen.

[E4 NOTE: Ensure that the Airplane Mode check box is also unchecked.

The Radio Hardware Switch, which may control the Wi-Fi radio function,
may be turned off. To check if the Radio Hardware Switch controls the Wi-Fi
radio function, open DCP Connection M anager — Profiles—>Change
Settings—>Hardware Switch. If the Wi-Fi radio is enabled, verify that the
Radio Hardware Switch isin the ON (middle setting) position.

[E4 NOTE: The Radio Hardware Switch feature may not be available on certain
Dell portable systems.

Enable the Wi-Fi Catcher Network Locator feature. Open DCP Connection
M anager —Profiles—>Change Settings—>Wi-Fi Catcher. Select the
Enable Wi-Fi Catcher Network Locator check box to associate the Wi-Fi
Catcher Network Locator feature with the Radio Hardware Switch. Next,
activate the Wi-Fi Catcher Network Locator from the Radio Hardware
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Switch by diding the switch to the far right toward the antennaiicon and
holding the switch in this position for afew seconds, then letting go of the
switch.

The Disable on Ethernet Detect function may be turned on.

—  Open DCP Connection M anager —Profiles—>Change
Settings—>Program Settings.

— Veify that the Disable Wi-Fi check box is unchecked.

Weak Wi-Fi radio signal due to interference from other equipment or from
having your Dell laptop outside the wireless access point boundary region.
Toresolvetheissue, try moving closer to the Wi-Fi access point or connect to
another Wi-Fi network.

Run the Wi-Fi diagnostic tests on the Diagnostics screen to seeif there are
any problemswith the Dell wirelessLAN card, wireless software, or wireless
network. Open DCP Connection M anager — Troubleshooting—>Run
Diagnostics.

Verify from the Connection Status screen that you have an aready
configured Wi-Fi network connection.

Why can't | connect to a wireless network?

If you are trying to connect to a basic Wi-fi network, the Key information
entered may beincorrect. Check to ensure you have the correct Key and that
it istyped in accurately.

If you are trying to connect to an advanced Wi-Fi network, the encryption
and security settings may not match the Wi-Fi network. Check with the IT
administrator that supports your organization's wireless network for further
support.

Weak Wi-Fi radio signal due to interference from other equipment
(microwave oven, cordless phone) or from having your Dell laptop outside
the wirel ess access point boundary region may be the problem. To resolvethe
issue, try moving your Dell laptop closer to the Wi-Fi access point or connect
to another Wi-Fi network.

Run the Wi-Fi diagnostic tests found on the Diagnostics screen to seeif there
are any problems with the Dell wirelessLAN card, wirel ess software, or
wireless network. Open DCP Connection

M anager = Troubleshooting—>Run Diagnostics.

Dell ControlPoint Connection Manager | 107



« Verify from the Connection Status screen that you have an already
configured Wi-Fi network connection.

Why is my Internet connection so slow?

« You may be using adial-up network connection to access the Internet. Try
switching to afaster network connection type such as Broadband Cable,
DSL, Ethernet, Wi-Fi or Mobile Broadband.

e Using aWi-Fi network to access afaster network connection type
(Broadband Cable, DSL, or high speed LAN to reach the Internet will impact
connection speed. Weak Wi-Fi radio signa due to interference from other
equipment or from having your Dell laptop near the wireless AP boundary
region may further impact connection speed. To resolve the issue, try moving
closer to the Wi-Fi access point or connect to another Wi-Fi network.

* Accessing the Internet over aVVPN will impact connection speed. Disconnect
the VPN whenever it is not required. Refer to VPN Settings within DCP
Connection Manager Help, or refer to the documentation from the provider
of the VPN software application installed on your Ddll laptop.

* Run the diagnostic tests found on the Diagnostics screen to seeif there are
any problems with the network adapters or network software installed on
your Ddll laptop. Open DCP Connection Manager —
Troubleshooting—Run Diagnostics.

How do | activate my Dell mobile broadband card?
See "Activating Your Mobile Broadband Service."

Administrator Operations

This chapter provides a central reference place to the DCP Connection Manager
tasks typically used by system administrators and help desk personnel.

Q NOTE: Many of these tasks are available only to users with Windows Local
Administrator account privileges or better.

e Loca Administrator Only functions

* Enterprise Branding

e Command Line Switches

» Profile Creation and Distribution Options
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e Profile Security

*  Connect to a Network Prior to Windows Logon
e Third-Party GINA Support for Windows XP

¢ Troubleshooting

Administrator-Only Functions

Administrator-only functions are available only to users with Windows L ocal
Administrator account privileges or better. These functions are not available to
users with Windows L ocal User account privileges.

e Program Settings
— Enable/disable SMS

— Enforce VPN (terminate network connection if aVPN associated with a
network connection is disconnected)

*  Profile Security

— Lock Location Profiles and Network Connections so they can not be
unlocked or removed by unauthorized users.

* Network Connection settings

— Enable Connect Prior to Logon for Wi-Fi, mobile broadband, and dial-
up network connections.

Profile Security

Profile security and access control is available only to users with Local
Administrator or better user account privileges through the Admin screen.

1 From the Profile Wizard Settings screen, select Admin.
2 Edit your choices and click Finish to reach the Profile Wizard Summary
page.
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Figure 1-58. Profile Wizard Admin Screen
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Profile Distribution Options

Administrators can create Location Profiles and export and save them as a
separate .xml filefor distribution as part of ahard disk image or installation after
client systems have been deployed.

The following two methods are available for distributing saved profilesto other
Dell portable systems:

e Import .xml profileslocally by running the Import Settings function from
within DCP Connection Manager.

e Distribute .xml profiles remotely using any software management system or
Microsoft

Windows Group Policy Objects based on a predefined policy. The stepsrequired
for creating and distributing .xml profiles are as follows:

1 Create aprofile using the DCP Connection Manager Profile Wizard. To start
the Profile Wizard open DCP Connection Manager —Profiles, then click
Add. Completeal of the Profile Wizard screens necessary toinclude al the
Network Connectionsand Network and User-Related L ocation Profile
Settings for the profile you want to create.

2 GototheGlobal Program and Network Settings screen to set any global
application settings for the profile you want to create. Open DCP
Connection Manager —Profiles—Change Settings.
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3 Toexport and save a profile, open DCP Connection
M anager —Profiles—>Export Profilesand Settings. There are fivefilter
options available for selecting Location Profiles, Network Connections, and
Network-Related Settings to export using the DCP Connection Manager
Export feature:

L ocation Profiles—Includesall Location Profiles (and Network
Connections and Network and User-Related Location Profile
Settings) only

All Networ ks—Includes all network connections only

M obile—Includes mobile broadband network connections
Wi-Fi—Includes Wi-Fi network connections
Dial-up—Includes dial-up network connections

To export aprofile:

f

Choose the profile type to export.

Select and move L ocation Profiles or Network Connections for
export from the list box on the left and move to the right list box.

Make an import handling choice:

Include adapter settings check box supports only Wi-Fi adapter
settings today.

Include program settings check box exports all Global Program
and Network Settings.

Check Include Credentials check box to include all credential and
security information such as usernames, passwords, and network
security keysin the encrypted export .xml file.

Click OK to open the Save As screen.

Savethe file asan .xml file. Before importing thisfile, you must rename
thefile"NetworkUCM.xml."

Click Saveto return to the Export screen.

4 Import or distribute the .xml profile into the System32 folder of Windows:
C:\Windows\System32\Networ kUCM .xml. To use the Import Profiles
and Settings option available within DCP Connection Manager:

Open DCP Connection M anager —Profiles—Import Profiles and
Settings. The Windows Explorer screen opens.
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b Locatethe saved .xml profilefile for import and rename thefile
"NetworkUCM.xml" if the fileis named differently.

¢ Click Open to run the Import routine of the NetworkUCM.xml file into
the System32 folder of Windows:
C:\\Windows\System32\Networ kUCM .xml. The Windows Explorer
screen closes.

Q NOTE: You can distribute the .xml profiles remotely using any software
management system or Microsoft Windows Group Policy Objects based on a
predefined policy.

Enterprise Branding

DCP Connection Manager alowsfor customizable enterprise branding el ements
in two separate sections of the application:

e Fromthe Connection Status screen, one or more domain hames and unique
images may be used to replace the default domain name and icon of a
network connection. Thisis the rightmost icon in the Connection Status
Screen diagram.

¢ Fromthe Troubleshooting screen, two custom links can be added: one FAQ
Link and up to three Web Links. The Troubleshooting FAQ and Web Links
elements may be localized for any number of the 13 supported languages by
appending alanguage code to a Title tag and typing the Title string in the
associated language. The DCP Connection Manager language version
running on the Dell notebook will reflect the language appropriate FAQ Link
and Web Link titles at runtime.

Enterprise Branding is configurable from an XML file located at: C:\Program
Files\Dell\DellControl Point\Connection M anager\Enter priseBranding.xml.

Q NOTE: Restarting DCP Connection Manager is required for the changes to take
effect.

The Enterprise Branding configuration file is depicted below:

<?xml version="1.0" ?>

<Branding xmlns:xsi=
"http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<ConnectionSettingss>
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<Domain>
<Name>domainl</Name>
<Image>domainl.png</Image>

</Domain>

<Domain>
<Name>domain2</Name>
<Image>domainZ2.png</Image>

</Domain>

</ConnectionSettingss>

<Troubleshooting>

<!--FAQLink ID="1" Link=
"http://help.html#dostuff">

<Title>How to do stuff</Title>
<Title-es>Cémo a rellene</Titles>
</FAQLink -->
<WebLinks>

<Reference ID="1" Link=
"http://www.MyCompany.com" >

<Title>Visit My Company</Title>

<Title-es>Visite a mi compafiia</Title>

<Reference>
<Reference ID="2" Link="">
<!--Reference ID="3" Link="">
</Reference !-->
</WebLinks>

</Troubleshooting>

</Branding>
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Table 1-10. Supported IS0 Standard Language Codes

Language Language Sub Tag
Chinese (Simplified) zh-CHS
Chinese (Traditional) zh-CHT

Danish da
Dutch nl

English en
French fr

German de
Italian it

Japanese ja
Korean ko
Norwegian no
Polish pl

Portuguese pt
Russian ru
Spanish es
Swedish sv

Command-Line Switches

Command-line switches are used to modify a command-line instruction away
from default behavior. They can be used at install time or run time, and are
primarily used by experienced IT administrators and users.

¢ Ingtall Time Command-Line Switches—Command-line switches can be
used during installation of DCP Connection Manager when they follow the
executable name. For example:

Setup.exe /s

See Table 1-11 for alist of currently supported install-time switches.

114

Dell ControlPoint Connection Manager



Table 1-11.  Supported Install-Time Switches

Function Switch
Summary of available command line /?
switches
Silent install /s
Silent uninstall application + driver /remove
Silent repair /repair
Install application without drivers /bypass
Trust Third-Party GINA (appliesonlyto  /trust
Windows XP)
Import profiles after install viacommand- /import [full path to
line versus using the Import Settings file]
screen in DCP Connection Manager user
; Example:
interface.

/import

C:\temp\networkucm.xml

NOTE: The profile .xml file must be
renamed "networkucm.xml" prior to
executing the import command.

Generate installation log in working /record

directory

Skips corresponding driver instalations. ¢ /skip 1—I ntel® Gi gabit LAN
The /bypass switch skips all driver « /skip 2—Novad WWAN
installations. -

» /skip 3—Fricsson WWAN
+ /skip_4—Conexant

» /skip 5—Broadcom LAN

+ /skip_ 6—Broadcom WLAN
« /skip_7—Inted WLAN

Example: setup.exe /skip 1
/skip 5
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Function Switch

Disable corresponding network adapters  » /disable broadband
e /disable dialup
* /disable ethernet
* /disable gps
e /disable wifi

Example: setup . exe
/disable broadband
/disable dialup

¢ Run Time Command-Line Switches—Run time switches can be used after
the DCP Connection Manager application has been installed. For example:

Dell.UCM.Console.exe /export

See Table 1-12 for alist of currently supported run-time switches.
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Table 1-12.  Supported Run-Time Switches

Function Switch

Export profilesvia /export [profilel, profile2, ...]
command-line versus [/a]l [/p] [/f]{output filename}
using the Export Settings | hare

screenin DCP Connection )
Manager user interface. /a = export adapter settings

/P = export program settings
/£ = specify output file path
Example:

/export profilel, profile2 /p /f
C:\output.xml
NOTE: The profile .xml file must be renamed

“networkucm.xml" prior to executing an import
command.

Single Sign-On

Connect to a Network Prior to Windows Logon

The option to make a specific network connection prior to passing Windows
logon user name and password credential s to authenticate and attach the user to
anetwork domain is handled via a Connect Prior to L ogon option and appliesto
the following network connection types:

e Wi-Fi
* Mobile Broadband
« Did-up

Q NOTE: The Connect Prior to Logon feature is available in this software release only
on the Windows XP operating system. If you are running DCP Connection Manager
on Windows Vista operating system, this setting will be disabled.

Wi-Fi

1 Open DCP Connection M anager.
»  For anew connection:
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Open DCP Connection M anager —Pr ofiles, then select the Wi-Fi
checkbox and click Next. The Profile Wizard Settings screen for Wi-Fi

appears.
For an existing connection:

Open DCP Connection M anager —>Profiles. Right-click the network
connection name and select Proper ties from the drop-down box to open
the associated Profile Wizard Settings screen.

2 Click Advanced to open the Advanced Wi-Fi Network Connection screen.

3 Sdlect the Enable Connect Prior to Logon check box.
4 Click OK to returnto the Profile Wizard Settings screen for Wi-Fi.

Mobile Broadband

Dial-up
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Open DCP Connection M anager.

For a new connection:

Open DCP Connection Manager —Profiles—>Add. Select the M obile
Broadband check box, then click Next. The Profile Wizard Settings
screen for mobile broadband appears.

For an existing connection:

Open DCP Connection M anager —>Profiles. Right-click the network
connection name and select Proper ties from the drop-down box to open
the associated Profile Wizard Settings screen.

Click Advanced to open the Advanced M obile Broadband Network
Connections screen.

Select the Enable Connect Prior to Logon check box.

Click OK to return to the Profile Wizard Settings screen for mobile
broadband.

Open DCP Connection M anager.

For a new connection:

Open DCP Connection Manager — Profiles—Add, then select the
Dial-up check box and click Next. The Profile Wizard Settings screen
for Dial-up appears.
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* For an existing connection:

Open DCP Connection M anager —>Pr ofiles, then right-click the
network connection name and select Proper ties from the drop-down
menu to open the associated Profile Wizard Settings screen.

2 Click Advanced to open the Advanced Dial-up Network Connection
screen.

3 Sdlect the Enable Connect Prior to Logon check box.
Click OK to return to the Profile Wizard Settings screen for Dial-up.

Third-Party GINA Support for Windows XP

ControlPoint supports and trusts third-party GINA (Graphical Identification and
Authentication) files that strictly conform to Microsoft's GINA model and
dialogs. ControlPoint's GINA hook allows another application's GINA to
prompt for user credentials. Otherwise, Connection Manager and the third-party
application both independently prompt for user credentials.

For Windows XP, follow these steps to establish a third-party application GINA
trust relationship:

1 Instal the third-party application before DCP Connection Manager.

2 Install DCP Connection Manager, create your hetwork connections, and
select the Connect Prior to Logon check boxes for the appropriate network
connections.

3 Fromthe command line, set the Trust switch, as follows:
/trust
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